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Design and Implementation of Comprehensive Networking Experiment
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Abstract: Comprehensive networking experiment is one of the important contents of computer network experiment teaching.
These projects have real application background and strong practicality. They can cover the basic knowledge of computer network, es-
pecially the ability to inspect students’ IP address planning and understanding, and can effectively cultivate students’ flexible and com-
prehensive practical ability. The experiment is implemented by Packet Tracer simulator, involving knowledge points such as network
logic planning and design, VLAN communication, routing and switching, NAT address translation, etc. The equipment configuration
method is given, and the results are verified. Through this experiment, students deepened their understanding of relevant knowledge
points such as subnet masks, virtual local area networks, and network address translation, and students' learning initiative and motiva-
tion have improved.
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VLAN ID 1P| iR EPS FHUATHIPEL
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200 192.168.1.64 -192.168.1.127 255.255.255.192 192.168.1.65 192.168.1.66 -192.168.1.126
300 192.168.1.128-192.168.1.191 255.255.255.192  192.168.1.129 192.168.1.130-192.168.1.190
400 192.168.1.192-192.168.1.255 255.255.255.192  192.168.1.193 192.168.1.194-192.168.1.254
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Switch(config)#interface vlan 10

W S IPHi -
ZER AL Fa0/1(VLAN10) 192.168.10.1/24
=EZHHL Fa0/6(VLAN20) 192.168.20.1/24
% H 25RO Fa 0/0 192.168.10.1/24
% H 3RO Serial 0/1/0 202.204.100.1/24
S AR2 Serial 0/1/0 202.204.100.2/24
% FH#¥R2 Fa 0/0 202.204.101.1/24
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e NN S A Y (1

D E SR VLAN, J£24 VLAN 2 1P #iik,
AT
Switch(config)#interface vlan 100

Switch(config-if #ip address 192.168.1.1255.255.
255.192

Switch(config)#interface vlan 200

Switch( config-if) #ip address 192.168.1.65 255.
255.255.192

Switch(config)#interface vlan 300

Switch(config-if) #ip address 192.168.1.129 255.
255.255.192

Switch(config)#interface vlan 400

Switch(config-if) #ip address 192.168.1.193 255.
255.255.192

Switch( config-if) #ip address 192.168.10.1 255.
255.255.0

Switch(config)#interface vlan 20

Switch( config-if) #ip address 192.168.20.1 255.
255.255.0

2) =JZASHAHLA FO/2. FO/3. FO/4. FO/5. FO/6
5B trunk B

Switch(config)#interface f0/2

Switch( config-if) #switchport trunk encapsula-
tion dotlq

Switch(config-if)# switchport mode trunk

Bl E5EAL, JH show interface trunk #42r& L
B, WKl 3 PR,

3) =2 A HALAY FO/1 ¥ 1 %4> 3] VLANI10,
AT .

Switch(config)#interface f0/1

=g

Switch(config-if) #switchport access vlan 10
—RXBNEE

B8 VLAN J£45 VLAN S s 45 =2

AL T (1358 11 152 A%, Trunk A
Switch(config)#vlan 100

4.2

Switch(config-vlan)#exit
Switch(config)#interface range f0/1-2
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Switch(config-if) #switchport access vlan 100
Switch(config-if) #exit
Switch(config)#interface f0/3

Switchishow interfaces trunk

Switch(config-if) #switchport mode trunk
JH show vlan fir > A B BCEEOL, QA 4 FiR.

Bort Hode Encapsulation Status Hatiwve wlan

Falsz on 802 _.1g trunking 1

Fal/s3 on B0Z_.1g trunking 1

Fal/s4 on 80Z2.1g trunking 1

Falss on B0Z_.1g trunking 1

Fal/& on 80Z2.1g trunking 1

Bort Vlans a2llowed on trunk

Fal/s2 1-10105

Fal/s3 1-10105

Fal/s4 1-1005

Fal/5 1-10105

Fal/e 1-1005

K3 EELHML trunk 3

Switch#show vlan

VLAN Name Status Ports

1 default active FaO/4, FabO/5, FaO/6, Fa0/7
Fa0/8, Fa0/%, Fa0/10, Fa0/1l1
Fa0/12, Fa0/13, Fa0/14, Fa0/15
FaO/16, Fa0/17, FaO/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
EdUS &3

100 VLANO10O active Fa0/1, FaO/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

43 FRHEOCE

K4 #FHVLANEE

™) 2% AR 55 T 1 H 7 Router0 ¥ I Fa0/0 1% 42 =
JE A ML A ¥ T Fa0/1, Routerl & [ serial 0/1/0
PR % #% Router] 58 1 serial 0/1/0, e B iy

AUF .

Router0(config)#interface Fa 0/0
Router0( config-if) #ip address 192.168.10.1 255.

255.255.0

Router0(config)#interface serial 0/1/0
Router0(config-if)#ip address 202.204.100.1 255.

255.255.0

Router0(config-if)#clock rate 64000
Routerl (config)#interface serial 0/1/0
Router] (config-if )#ip address 202.204.100.2 255.

255.255.0

Router1 (config-if) clock rate 64000
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R FHARHERR S % BRI AT, VLAN100-400 75 2
S H AR, VLAN20 55 2 B0l 78 i i 45 3%
s A RIZs TP stk R, BT LR HTER I B th g
[ e R1AGE T, b 7 RO T 2L 6 A0
HIZ5H

Swtich(config)#ip route 0.0.0.0 0.0.0.0 202.204.
100.2

RO St R A 2R

Router0(config #iproute 192.168.1.0255.255.255.
192 192.168.10.1

RouterO( config) #ip route 192.168.1.64 255.255.
255.192 192.168.10.1

RouterO(config)#ip route 192.168.1.128 255.255.
255.192 192.168.10.1

Router0(config)#ip route 192.168.1.192 255.255.
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255.192 192.168.10.1

RouterO( config) #ip route 192.168.20.0 255.255.
255.0 192.168.10.1

Router0(config)#ip route 0.0.0.0 0.0.0.0 202.204.
100.2

R1 AR R A AT R

Router1( config) #ip route 192.168.1.0 255.255.
255.192 202.204.100.1

Routerl ( config) #ip route 192.168.1.64 255.255.
255.192 202.204.100.1

Router1 (config)#ip route 192.168.1.128 255.255.
255.192 202.204.100.1

Router] (config)#ip route 192.168.1.192 255.255.
255.192 202.204.100.1

Router1 ( config) #ip route 192.168.10.0 255.255.
255.0 202.204.100.1

Router1 ( config) #ip route 192.168.20.0 255.255.
255.0 202.204.100.1

9 b R AT EEC S, S 7
SHE R ABCE, RSN T LA
4.5 EBEMEMR

1) VLAN100 T #% £ PC(192.168.1.2) , i
PC 5 R1 Ryl PE, APRIESCI Ry E S, Bk
i F ipconfig iy 4>, W R AHLE IP ﬂﬁiﬂ: NER TN
WS B, R B A ping iy 447 2 8 PR
X, WA 5 s,

K5 VLAN100 T Py 3241540 o 16 14 903X

2) VLAN400 T i £ £ & — 5 PC(192.168.
1.254), ik PC 5 R1 (8

SRR R 4R, X IR i SO
44, F4% 04, VLAN100-400 NAY PC HRE% M
AR, A 6 FrR

ar PC Command Line 1.0

0 Connection: (default port)

Bl6  VLAN400 1% P A5 A1 343 ik
4.6 HiHEEEHR NAT BAMEE

A NAT FARSEZ R — WL, 5 2R N R
1 #% H %% Router0 [ FCHE , Je@ 22 W IP Hiht
M, AYitiv4 N EEE, H#4 Bl E br sl 51l
K ACL, H5 17 [ 5 1 51 3 55 2% 00 i 1k 3t Xof iz e
K, B W E SRR A R AR

S NAT BAJE— R —Wit, 5 Router)
EECE, SRR RS A PR RS R OC R o

Router0( config) #ip nat pool EEE 202.204.100.3
202.204.100.10 netmask 255.255.255.0

Router0( config) #access-list 10 permit 192.168.
10.0 0.0.0.255

Router0( config) #ip nat inside source list 10 pool
EEE

Router0(config)#interface Fa0/0

Router0(config-if)#ip nat inside

Router0(config)#interface Se0/1/0

Router0(config-if)#ip nat outside

Router0( config) #ip nat inside source static 192.
168.20.11 202.204.100.11

Router0( config) #ip nat inside source static 192.
168.20.22 202.204.100.12

5 SCOGLGIE
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%EmeW%ﬁmHﬂ?W%,#@ﬂiﬁ
N2, Pl WEB AR5 #5103 M sk, WEB iR 55
PEPRERAS IP My 192.168.20.11;5 JFJ FTP SCHFAR
55w FTP IR 55, & B R 55 4 1P 4 192.168.
20.22, AR FEHLAEE 1 1P ik 7 1) Y R AR 55 2
wmEl 7. K8 Fis.
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