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Abstract: Log analysis plays an important role in the stable operation of computer system. However, logs are usua-
Ily unstructured, which is not conducive to automatic analysis. How to categorize logs and turn them into structured
data automatically is of great practical significance. In this paper, LDmatch algorithm is proposed, which imple-
ments a log pattern extracting algorithm based on word matching rate. Traditional log matching algorithms use one-
to-one word matching method in similarity calculation, while the proposed LDmatch algorithm calculates the simi-
larity between logs according to the longest common subsequence (LCS) of words contained in two logs, and classi-
fies logs based on the LCS. LDmatch algorithm can also get real-time log template and update. In addition, the pat-
tern warehouse of the algorithm uses a data structure based on hash table for storage, which refines the classification
of logs and reduces the times of comparison during log matching, thus improving the matching efficiency of the
algorithm. In order to verify the advantages of the algorithm, it is applied to the open source data set and the actual

log data set generated by the CNGrid. A variety of other log pattern extraction algorithms are used for comparison
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and experimental results are obtained. Finally, the advantages of the algorithm in accuracy, robustness and efficiency

are proven.

Key words: log pattern extraction; word matching rate; log template; hash table
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Table 1 Experimental results on different kinds of logs
kA DM MR

HRACEM  LDmatch  Lmatch Match
Andriod 0.90 0.912 0.912 0.689
Apache 0.55 1.000 1.000 1.000
BGL 0.50 0.845 0.836 0.645
Hadoop 0.40 0.881 0.877 0.871
HDFS 0.60 0.841 0.841 0.841
HealthApp 0.30 0.622 0.557 0.628
HPC 0.60 0.906 0.904 0.895
Linux 0.45 0.610 0.599 0.531
Mac 0.60 0.858 0.846 0.510
OpenSSH 0.75 0.678 0.678 0.373
OpenStack 0.70 0.838 0.807 0.733
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Spark 0.25 0.920 0.718 0.599
Thunderbird 0.55 0.916 0.922 0.825
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Fig.6 Time consumed by pattern extracting methods

under different number of logs
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