b

o H1H Moo o 5 B/ s & Vol. 2 No. 1
20204E3 A Micro/nano Electronics and Intelligent Manufacturing Mar. 2020

DOI:10.19816/j.cnki.10-1594/tn.2020.01.095

IP {RIFFFERRER

kAR, e
(LA KM T2 E bR 100871 ;2. ALK ST 25 ARl 100871;
3 AL R CRERI) BT — 5 BEORIIZRBE K 300450)

& . AR AR T RUAS I RN B A R I T 7 A B O LS B T AR AT SR, a0 P 3E ARIE R I
RO TREAED P RIPESB N — PN EEWHR IR, REMR 78 R/ IP R 5%, QRN S Yl UEALE]
PR S BT KED AR B R ORIRIE S AR T A T AR BN R DR E K BN T R B S R A
BT LA ST IP AR IP 7775 42 T RS IP LRAP AT RERY & e 77 171 5

KRR TP B A2 4 Bk ED s R O &

FE S TN492 XEKFRIRE: A ERIFEFR 72K 510

Research progress on IP protection techniques
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Abstract: The increasing production costs of electronic devices and changes in the design methods of integrated circuits has led to
emerging threats in the microelectronics industry such as counterfeiting, illegal copying, reverse engineering and theft. IP protection
has become an important research topic. It systematically summarizes various mainstream IP protection techniques in the paper,
including encryption and license mechanisms, digital fingerprints, digital watermarks, hardware metering, hardware obfuscation,
etc., and focuses on the research of constraint, addition, module, and power-based digital watermarking techniques. The progress
also introduced several latest IP protection techniques, and proposed the possible development direction of IP protection in the
future.
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Fig.1 Watermark embedding and watermark recovery
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Fig.2 IP core digital watermarking framework
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Fig. 3 IP watermark based on constraint
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