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Location nearest neighbor query method for
social network based on differential privacy
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Abstract: Concerning the problem of privacy leak of personal location when querying the nearest neighbor location in
social network, a geo-indistinguishability mechanism was used to add random noise to the location data, and a privacy
budget allocation method was proposed. First, the spatial regions were divided into grids, and the personalized privacy
budget allocation was performed according to the location hits of user in different regions. Then, in order to solve the problem
of low hit rate of the neighbor query in the disturbance location dataset, a Combined Incremental Neighbor Query (CINQ)
algorithm was proposed to expand the search range of the demand space, and the combination query was used to filter out the
redundancy data. Simulation results show that compared with the SpaceTwist algorithm, the CINQ algorithm had the query
hit rate increased by 13.7 percentage points. Experimental results verify that the CINQ algorithm effectively solves the
problem of low query hit rate caused by the location disturbance of the query target, and it is suitable for neighbor queries for
disturbed locations in social network applications.

Key words: differential privacy; privacy budget; nearest neighbor query; location privacy; geo-indistinguishability

0 E= B
S . N . R o7 30T A0 2 B, 57 AR 37 3 B 9
A2 W R ST AR MR (Location e e g0 v o) fepfir o5 SCRRL 2] e 0T e
Based Services, LBS) 75 8] T HE & e, M H B ik T S = T A RS SR R 4 X ARSI 1 S 1
FORIIER] . eSS RGBT JEF O BT BT TIL | pegm oo kit 45— | fr SR 5 1P 29
BRI P IR R SR S AT SR G e BRI T TR oo g 0 gk 6 431 A7 4 DX 2 AR T 2L 035 B
B AR 5 A R A T Ao VBRI RERORTERT oy s oy 6 15 S5 TP 0098, 3 2 i B RA T
AT F (14 BE R TH O XUy 3l 2o 2 6 e 0 38 LGt A5 2, 1 SR8 H R T SpaceTwist 1 it 7 48 25 11 500k , i % 7
T AT LA P (2 )67 4B A s | RRbR O 45 A WL—JIR 55 28k 43 T X4 = 05 B 44 IR 45 SR AR AR i, 7 52
(5B B P I ARV R T P TR, I, e MR B R AR AT B, R TR BT AR A
AR B 55 80 P 1 RI R, QTR P P B RAZ2 R T W SCIRLOJ7E SCik (8] b B iy LR b, 2 1 T — UL 41

s B #5:2020-01-03; f& B B #7:2020-03-05; 3% F H#1:2020-03-11,

EETA : EEARBEIL SR H (61972133) ; WA W I T A0 b JEBHE G5 4042 A A4 3 H (204200510021) .

EEBAN 405 (1992—) , 3 I fR I - WFFE A4, CCF 23 51, EBFIT Iy 1] : M2 4 N B RS s TkE B (1975—) , Y3, M REHr
SN H A S I CCF i R4 By, E BRIl IR s Rl 4 K8 TR B8 I D i el s 08 (1995—) , &, Ly
KIAN 58, CCF 23 51, EELAFIE 7 ) N S AP 4



% 8 Ak AT £ 5 TR AL S 45 B EARE 0k 2341

B, ) FH 55— et 4 30 408 A ) 48 107 25 ) 5 e /N SR 5 1)
PSS 5 R VR R 5 ANl L BB AU e A i b 3R
SCHR L1042 1 7 —F 55 Y3 3 4B 25 1) (Homogeneous
Incremental Nearest Neighbor, HINN )33 W77 2K 25 [a] K
i 7 RKE R X 3, 235 SpaceTwist B i H IR X 3l B 28 72
BTN R B BB . (B2, SpaceTwist Ko bk aa vk
TRl Y A I R AL RY A6 B R 2 e P e LA BE i R
SCHR[11 ]9 32 T Geo-Indistinguishability £37 & £ 47 AL , 18
1L 25 0 BB AR Kt Laplace AL N 2107 B 2008 42
S A ST SR TE G HLRORA TR T 3 1 7 B B AL DR AL
o SCERL12 TP iy 7 — bl 7 P IR DI ) b SRR 7T
DXL B Bl 5 ¥ AR 25 7 1) SRR DX JsloxT £ 1A 45 2R 3k
TPV, AR IR 25 . AR IR AT X 2 ML ) BE AT 2
PRAP L B R, (E A S 19 2% v £ FH 22 4 B AL AL o 5
BMME R P AL S LBS IR 55 4% 1 TR E, S A SR
LBS S4B Arif0AH LG, A il iy B AR A T2 BA B S B Y Sk,
Bian . vy AT MRS RN E E SR EmB NP . A
Bk ST SR AR 1) 5 VA IR T A B R B B AL R e B
B AL T R I A i) 1R 25 AE T 5 A i) B bR 4 L D
T Tt A 1R 22 , A ™ B A RAHIE ) L

BEXT LA L[R]85 45 SCHR[8-9 ], 4R Sy Se AR 9 3t B 7
M), B2 T — TP B B AL A ey i L i Al
FH AR TP A8 95 1] XA TR0 23, U P — 5 I 1) B A Y
Vil AR , A J 53 B AR X o X B 8 B AL T, i P st AR
AT DX PEALA X (37 B R EA TN, AR T s SR B
T —Fl 4] & 48 45 3T 48 4 i) (Combined Incremental Neighbor
Query, CINQ)FFuE , LAPRIEAL I 2 8] 42 5 A5 i H b7 4 7] g
RO X, BEA R IR A S e 360 H b A A% R e 2%
TER SRR AT S S0 IE T 4 30 CINQ Sk R i A 35l
P i T AR A A fir A

1 AT ZRRAGALE KRR

1.1 F&&NIR

EX 1 2257BaFh™ . 2543 BaFhJE Dwork £E 2006 442
B — ol 5 T S TR G A i B RA DR AP BT 38 4R 14K
PR | PRAEAH S0 B 2 AN £ DR Ay BAAS H5CH J0T Ay 348 Jon sl 257 il 2>
M3 SRR B | 0 R AR TR e R/ b R AL i
BE | BAFATIEE BN, BeoRACRAP R BB | B5H 04 AT FH gl B A1
LB A N A A5 SIS IR AILR A5 A T A . % T
PSSR AE D, D, , I 2

Pr[M(D)e S]|<exp(g)- Pr[M(D)eS] (D)
A MFRIRBENLREL, S FORBEHL AR E M (25 R4 . Laplace
HLTI AN BB ] 2 22 53 B RA v S5 5 FHT ) O S g ATL 1, 387
P HLRIE PTG B, Fe RS T s wio Ao

FEN 2 HFART XS, B RAR 2 A B RA I AR IR
I TS0 BB AL U P 0 ELSE S B oA
MY BEE XS, P 2 er I BRFAK T, BRFAK T 5 AR
PR MU LY , er B, BRURD KT 2, B RACRAP 5 2 U /)
TELS 8 BAFA AR r 5, B AADR P 5 B2 KB , T e B/ . B

e LU

M(x)(z) < "M (x')(2) (2)
K w, 2’ CX,2CZXHEENEES,Z NTTREH I
IINLEES 5 d (0, x) AP Z R ROLEASIE S . SCHk[9]

d(x

HE LSRG HLE] Y B A b AT G, 51 ABR LR 1 ;TT
S S0 DL AE 0 ) — 4 ) T R L 0 e
PRECH «

Dg(x,z) = ;‘7’“-6_(1(?(,2) o

P ed(x,2) TR o2 Z AT O LELAS B B8, SR 5 5 1 R R 07
AR bR AR DL LA B g SRR TR AR A TR
A7 AR RT T S A D DGR 8 R T~ 3% A s 1 A g e
A OFIR TIALE K20 (3) T 0 Ay 4 A b A >R pR 251 T
Kh:
82
Dg(r,9)=ges' (4)
HES: e £ 0 kA2 r 09 A T i, T 0] D3RR WA

[0,2W)Rl‘ﬁl;uiE"Ji’ﬂ’m@%ﬁiﬁiﬁ’aﬁﬁm%&,#éﬁré’afrﬁ
r=C;](p)=—é(W,l(p;l)+l) (5)

s W (X) BRECR IR W W (X)) R EAE X (8] (o0, = 1) A3
L RMRILO, 1 13895) 2 A (I BHAILEL
1.2 EFiFRIEMEFATE SR

AR SCAE F RS O] XA P AL I A T L B AR T
e B 2200, B4 P B A R 7 4 I5E A B AY BB TR
F 22 43 BRRL I 2 ST, A B R RL T I R /MR 3 38 P A
VAL P SRR, 7 T OB S i R 2R TP B W
BLOYBCH /N BRAATIA o P e R X o B RUE R
LT 1 B R AR DG, AN TRL R P 2 AR ] DX 385009 6 15 SRR 2
FELEZE S B AR F U 5, TR R R AR 13
RO AR B, R AT AR B b, 5 2 A AR TR] X35
P, B B A AR R 25 5 o AR SCFI R R P A — B TR] P 1)
A7 B 1) ek oA A7 A BeURA T A0 ) 1) ek 8 4% S ke
FH P PR T2 DX 350 0 AORK B, 7 i) g A, U8 O 55, BRRA 100
FENE /N B2 D] R R 58 AR P O B AU
i, EE RN, AT BB R B D H R BE B X
P T AURR AR =, SR S BE 1 1 B RR A DG 6 T 1 260
A UK R, AT LT Bl 40 T e RA T (e R TG A R 7 0 5]
128

T 32t RS Ak FH P 3 1) DX, 8 e — s I 1) B o P 7
AN TR DX 3 B v R, A PR R P U )6 B Y BB TR
4 P s ) XA 573 2 1 T X800 40k /N A 9 A
68 FH 58 4 I SR SR AE At 15 AT AR IR 8. o 76 58 4 I A
T PR SR F P AR RO I g ) i, AR
TG F B R F DL RS E B ST IX
BRI S Ak Ab BB, S 40K B T LA B AS A Y R BE AN B
TUAK )28 003 R AR A, 7 ) o T BB A A, £ S B gl




2342 P EH A

% 40 %

1o (R R B AU A 23 AR, S 2 A8k o P X R
AL ARSI IE] 1 P74 BT AL 35 6 1 P 7RI X B
Vi IR) BB A0 46 T 30 23 BE B B AA TR, e il oo SRR
ERZE SN

Ela

a,(20,%) | a,(72,%) | b,(51,%) |b,(64,1.0)

ay(42,%) | a,(82,9)15,(92,%) | b,(96,%)

,(45,%) |¢,(19,0.3)] d,(58,%) |d,(77,0.4)

c3(21,%) |¢,(51,0.5)| d5(33, ) | d,(71,%)

1z X R A AL
Fig. 1 Gridding of spatial regions

EXF 2 ] DX 330 43 I 38 173 DY SR e i35 5, AR B B
FHP A3 BE Y SR AATE N E, bR T340 73 B oRA S0 (4 B TT S
B Z AN, BN B TTHS 1 DR AL TS &, 6 A2
| E - Zaj
&= /1
B s
For s n, O BATTAR X I VT 1) 4 5 0, 08 T3 4] 70 A B FA TR
n R, 53T B4 BERD T &, DU | R DR i B A e

C R B X IR A B AT, R4S (5) BIVRT DI HA s
B AL 2 Z A A A% B r, (5 RN BEIBUE REAE, N
s ¥t r B, e 07 E A AT P mBAIE, S 1 PRAIE R i ml
P B r R KRS 2, L T BRAIE T < 7 O ARRD A1
LR

FEl ARAELE .

N BSEET R p AW, BRI 55

O 11 =i VAT ST

1) r<0;

2) Randompin [0,1], in[0,2m7];

3) do

4)  calculater < C_,(p);

(6)

5) untilr <7 ;
6) p'x=px+r¥cos(6);
7) ply =py + r¥sin(0);

8) returnp’;
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4)  while (Raupply +.dis(%,2) + 7)) > Ryepng do

5) Send an INN query to LBS server;

6) for each ¢ /1368 [Ty A 45 HLAR
7) num + +;

8) if(dis(z,q) < R,,,)

9) Ry < dis(z,q);

10) end if

1) R ynana < dis(x,q);

12) insert ¢ into result ;

13) end for

14) end while

15) if num < K. then

16)  expandthe R, 5

17) endif;

18) for(i=1;i<f,;i++)

19) result’ < repeat generate perturbation location z and

incremental query;
20) result <— result M result’;
21) end for;

22) return result;
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