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Research on artificial intelligence crime and

China’s countermeasures

GAO Jianxin SUN Jinping CAI Yukun® WANG Chongpeng YANG Yanyan WANG Kaiyue
(Beijing Municipal Public Security Bureau, Beijing 100006, China)

Abstract The rapid development of artificial intelligence technology has constantly given rise to new scenarios, models, and
markets, changing the way information and knowledge are generated. Nevertheless, the security risks exposed by technology, such as
algorithm bias, data leakage, false content generation, and improper use, are also prone to trigger various new types of crimes. There
are still loopholes in legal regulation and technological prevention under the current situation, which poses severe challenges to crime
crackdown. In order to effectively meet the new challenges of China’s artificial intelligence (Al) crime, we should supplement and
improve the existing legal norms, improve the technical prevention ability, strengthen supervision and personnel training, expand the
scope of international cooperation, and steadily improve the Al crime prevention ability.

Keywords artificial intelligence (Al) crime, response strategies, legal norms, monitoring and early warning, cooperation and

communication
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