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R B XE, B ENE, ARRELE, SMO

1 515§

W KT 2 DR AR, B SRR O I, A E A TP s 3l F e . SR,
Kotz 4 WU B 2 T, it s . STCRIE 45 80U, B UIE S N RFARIRDL L. 4
BIRAE TSR T BORBHESD T, AL 28 TR0 S 2 JU AL AL BEAR SR, P Rl 38
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IR AT 1z o5 R AR B, AR ATR] REH T RIRR SiLU ) L iR s S P AR X
— PR Z R P R O BILAE PE ORI S PO R SORSR T IR PR, R 4ERY) % (broadcast
encryption, BE) HAR BRI DU RS L ORI AT “—XF2” BBt Sais, AR
i EEHOIE SIS 1 2~ AR B S8 BB 0 s, LB A i T VAR T 6 DK S 1 SO
IR, FESNETFA AT RIREE R, s B CEAEXE ATERT AR AL Boks 1E T R e 1A g RIS 5
51, FEOZIT RAES SN A B A AEA 2. RIS (attribute-based encryption, ABE) J2&—
FEET R IERY A SIS RIE, FTPASSELZ P B ARG T SRS 22 17 IR Pl AR B e P SR 4
BRI, o PR 0 6 73 5 SCR S M % (ciphertext-policy ABE, CP-ABE) HI%815%
JEEENNS (key-policy ABE, KP-ABE) Pj2€. £ KP-ABE v, I8 185 5wk & (Biln: %
PERIRPE . AL, FIRE) ARSI, BRI ARG P A D AS SR BE B LR 1 Y i 1, 1
IR, 24 ELAS R U7 AN SRR 1 Ja AR & I AL S, A RT PATE B A% /2 CP-ABE 1, i
W A TSR (Bl CHOn B (R & <R )) IR AR SCOR, R
AW LTSRS B RS (A {0, VHEHL, YRIY) A RE AR U I A, TSI
VIFISRIE A B bR G (i (AL, W02z, A H Y B (i, B, 7E)) WICIEMmss (i 1r
7). AT ST U7 A4 ) BE D A A R It 4 v, CP-ABE C4) 2T =it 8. ik
WL DBRGESE B —AUE SR, F e AR B it I S A KR e r ) 45 7 B A2 A B B A 37
P RARELS. Hul, KZ% CP-ABE J7 & 5T [ SN AA BT, XA 2 3= 55
BARZEHER TR, SMO RIRIE H EOPRRITR RS AE, SRR, By . HY
HRBCHIAE BB SMO MBS IS ORI B BRIt T EZSHE, I 2021 4FRREESN
I G AN Bl ). BB EL, BE T SMO AR B i S R AL %y R LS @ U, E R AR
SR RN PTEEINE . RREESINGE . BRI AR S SR SR B 4. SR, e
WAMZ L2 AR T S 22 AR, BT SM9 1) CP-ABE W5 BCHEEZ. TEA TR,
SCHR (2] #9707 SALRESE B AT B AND [ D7 . SCER (3] B0 SR BT A S5 ) i
1. T LSSS M) CP-ABE J7 S REMS SCRFE AR B 22 ] P it 2 s 4 ], FL7E SR Sk
M RG-S RG] et R A — 2 % L, 8 SCESCER (2] A5Gk [3] rOBLE b, #Foets
T LSSS 1 SM9 % SO Ja 1 i 2 B A S S (A1 SE B g X

~
Ciphertext O ( Private key @ W ( Private key @ W ( Private key @ )

kfeacher}i Computer | Lecturer|

/OR\ o I I —

Teacher AND —>l Decrypt :
Doctor  CS . . . . .
Decryption failure Decryption failure Decryption success
-~ J

Pl 1 S5 SCoRmE R R I 2R e e
Figure 1 The system diagram of CP-ABE

1.1 ZAR3CEk

AIAHEE SN CP-ABE FyA 8 L%, 78 SMO PRyl i Ak ny =nt b, #8755 — &
T REILZT 2 (linear secret sharing scheme, LSSS) 1) CP-ABE %, f&i#xh SM9-CP-ABE.
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AARTTE AT

1) ACEPH ERSRE T SM9 PRSI a5 EEE, e 5 IA T SM9 M5 B RG5k
ITCEEFAS

2) 5 E SN SRS SRR N BAH L, A SCHE B T FE E A A A T T A R E A A
B

3) SPARET SMO %5 ORISR SN 5 T D AR AND IR HG, ASSCHRE
ZOR A TR R R AT R L 2 RFROR VTINS5, BA RAFW PR A 515 A 45
1) CP-ABE Jr &ML, A7 R KRG @R A 2 /045 27%.

1.2 BREEZ%

HEARELT LSSS 1y CP-ABE Jy &M LR T Ui E AND [ S HA—E L, EHBRE
PLANE AR (e A, BT LSSS 1y CP-ABE J5 S8/ 200 EAMH s il LSSS 5
Ay EN S TR YA KRR AR A, FHm A SMO SEIREE SO, AN S M TR 75 ARy SR 1Y) 22 4k
AR, R MR, HU, FEJr LR 1, BT LSSS Z5#4iY) CP-ABE J7 48 iy Pk i ¢
ARES —MMRRRTT gty M AR, B— U745l fE 2 IR [ml—Jm k. R, et
SMO 114 45 ¥4 4 s 143 538 114 250 VR YO I AR PR A ) 45 A AR 21 RS0, AR IR BE HL i
BN UEM 7 SR R B B M 4, AR AR ER . R RO SR B AN e A U AT

ARICE S SM9 AR RIARY Setup FIAPALARE LM CP-ABE J5 EMME RIS, &
SMO AR i SEa b, 51AJE M), AL BT SM9 ) CP-ABE J5 £ A L350 Hak, fe% 414
AU EE, B AJBPESEAT S, MR SMO BRI PSS SIS skip = g priayra P AU
SR T BRI K = i PeH Py VAR S TR A R B Ve € S, K, =
t(H1(N|[hid) + o) he; LEMFETEL, GIALMERE I 207 IR VT RIS, 1558, 7 A i de e bl
P s EEA BT JRAERIBLEE 380 N(i € [1,1]), Horpr 1 R SeMimn s 2L OB FERATHL. K, 456 SM9
PRI B3 3045 Qo = Hy(ID|hid, N) Py + Py, P ETTRBYFHC C7 = s(H1(ID||hid, N) Py +
Ppub)7 M&Ei%jiﬁﬂéﬁ@*ﬁa‘éﬁ%ﬂ@%ﬁﬁ‘%ﬁc Ci = \iPy — rihp(i)a D; = r;Py. %J:Fﬁilk, AL i
7 BRI ER B T SMO AR B i B BAFI R SCai . a7 R Z VR, AR SCEsf SM9
RS PIZE I A S LSSS 45k, 3%64% (g, &+ 1)-DBDHI [IXE T, eSS k7 %1
LAk

1.3 tHxXxI{E

BHEME: K7 HEIE BB E g 7dH, Shamir 4 T 1984 4E (i FIARIHME R H A4, 2
T ARIENZE (identity-based encryption, IBE) Z¥:. #F IBE f#3ali |-, Sahai f1 Waters [}
2005 4 Hy3k THMIAR NS (fuzzy TBE, FIBE) U, 3 4KAIA TRESINE (attribute-based
encryption, ABE) .08, BIVH FAE &85 i vl AR ABAEERE 4 % 8. B )5, Goyal
4 1O X — RAEHET T P R sE 3, #2487 KP-ABE &40 2007 4, Bethencourt,
Sahai il Waters "l BB A BHERIRHE, 20 TR TV MAHY CP-ABE R4:. [A4F, Cheung % ¥
FEARERCE N 3R T B P B W SCh %45 CP-ABE 5. 2010 4F, Lewko % ) B &%
TE AR R S, B T B @ N L4 CP-ABE R45. [H4F, Waters 10 YEARERIZL T
P T ANERA A . mR A FE TR CP-ABE £%45. 2012 4F, Liu % M 42 T A&l
Eiff) CP-ABE J7%. 2013 4F, Rouselakis %5 2] $7 W 1SRG S 42 4 14 Ja 35 o 88 A4 i L B



XNErE  PENE:EERE AEXE 4

IEMJ7 5. 2015 4F, Liu 28 03] SR T 3B Eh g CP-ABE J7%. 2016 4F, Ning 2 04 #71
T AR AR HEA % R CP-ABE 5%, 2018 4, Jiang 45 U] $7H 1 nl T 8100 A o5k
f) CP-ABE % [4F, T @@ M9 420 7 B4 H Py CP-ABE. 2019 4F, Liu % 07 21 7
SR A A B A PR A CP-ABE. 2020 45, Xu 45 I8 3 7 03k BB B CP-ABE. 2022 4F,
Ning %5 1 {2 T [ S0 i A B & B B CP-ABE. 2023 4F, Guo %5 PO $8H T Al fitA iy X
BEERTBIA CP-ABE. 2024 4F, Chen 4§ P 321 7 B n] SRR s¢ B il ik CP-ABE.

SM9 #RIRINE: RS EE BRoRM %4 B 0] 4%, FRET 2008 4 E/FA T SM9 RI% 55
vk 220 31T 2021 AEHESHS R E BRfRiE (ISO/TEC18033-5:2015/ADM1:2021), ik 5 F [E 25 i
AT [ P b AL U RS T HREME. BlS, STk (23] FISCHER [24] 23 Bk SMO RINEIEIEAT T %
SPEIERT. 2021 4F, fid 4 ) e SMO bR IERE I, #r T Ry B s s . 2022
AF, R PO Ry T T SMO W] kAR L . 2023 4E, B A BT BRI TR SM9
AR ZARIR T %, 2024 4F, Chen %5 281 J2H THIZLH RCCA %42y SMO-IBE 7ZE (k. [H4F, 2%
e RO PR T T SMO RSN ERR IR BN B R BN . N TR SMO F & 5 i 2 40 s ) 7
2019 4, Shi 45 P 21 7T SMO ) CP-ABE 558, %7 58 1 JoRH il 41 v (1 e MERE Bl b a8,
T U IR SRS A5 B A TR, SRS MR T SMO 140 )2 bR iR i 7 0 Hae A . (i,
BT AR SE P (A B AND [ 15D Pl Ji 45 Bt F 2021 4F$ 4 78T SM9 i) CP-ABE
FE, Gl ERET MM SR, RS PO T 2023 4R H TRT SM9 g MR H X
BB HIALE. Lin 48 BY 7 2024 4RI T RF SMO FOBUIAR RN RE. AR, b4 B2
Wt THET SM9 ) KP-ABE R4, £ LA, HEIEHT SM9 B8 1A 2 1) J@ S IS i e 4 AR
T AR TG BE B TR 2R, HPBHEZE A HE 5 52 e Y AR R AT AR I AN 2, X DA 78 1 2 [
PG B RGN B SN BN H K 2 HEL R K.

1.4 fAZOH1H

55 2 PE GBS P TARM R R PIE S RS 5 3 IR T SMO B ORISR
PRI (SM9-CP-ABE) 755, HEWIHZZ et 5 4 W NBIE AT 5 SCE I uE 4R, X
7 AT PERE VPG SIS BUSRAE ;2 5 YA ST ORI R AR 1]

2 TAEFENR

2.1 WekitEaRst

WHAE S LS N XM RER N G, Gy @ AIE B BRI, KBk N; Gr 2ZPA
FE B FEERE, HIToA N3 e Gy x Gy — Gp @XURPEWLS, QR 2 a0 R P :
1) aJ318EPE (computability): XHMER P € Gy, Q € G2, e(P, Q) W PATEZ I R 115152
2) WM (bilinearity): XHEEM P € G1,Q € Gy Fl a,b € Z%, W2 e(aP,bQ) = e(P,Q);
3) dEiBfEPE (non-degeneracy): fEE P € G1,Q € G, )2 e(P,Q) # 1.
MFRTLITCLH BP=(G1, G, Gr, e, N) JEAUEWLGEE.

2.2 [EXEo)Rn

EX 1 ((g, k)-decisional bilinear Diffie-Hellman inverse ((q, k)-DBDHI) = [algk) 33
BATAER B BP=(G1, G2, Gr, e, N), #ff P € G1,Q € Go. B
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; ¢, P, bP aP, a*P, ---, a**'P,
Qa an (ZQ, CL2Q, GBQv ) an7

SERNLIOBEEE T € Gr, HIESH T = o(P, Q)7
I 1 EFATEE B HORAE DA T 2 U 54 2 T ] e (g, k)-DBDHI 51, IR
(g, k)-DBDHI {Ei s, Hrvsivk B ek Lk

b

Adv(B) = |Pr[B(I,e(P,Q)#) = 1] — Pr[B(I,T) = 1]] .

2.3 LMMEHLZFE (LSSS)

LRSI % (LSSS) J&— B MEIT BT IO SR DT U 5. SV RIS A L, ST
LSSS #311y CP-ABE Jy 47E S5 S MRS U 11 22 P B 2 45 1) 1 [ P o L SR M A PR

EX 2 SRFEI TR (LSSS) BY Z5 (N RAEK) W& im® =g I 5y
AR A

1) BAMH s € Zn AFICEIBMEAES U s B YE L BRSSOy 801 B — 1 1)

2) U _FATEVTIFN A, #0011 R — AR A Mo, FIBLSE p(i). Horft, Begt p(i)
M RS i (0= 1,2, 1) FTWUHEEEE () b 5 i v = (5,72, 75, 1), Hift s € Zy
B IR, 2,73, e € Ziv SR TR s MIRENLEC U M v € ZV ghR s @i 1T
PRI U AL BRI T A 1) B, LR N = (M- v)i,4 € [L,1] XM p(i) RS54

LRI B B LR MR AR . SMEEIRAES S C U, B S B2 DI SEmE A,
SEX T C{1,2,- 0} HI={ic[l]npl) e S} (N = (M-v)}ier & s lid T HERRS 5
B, WIAEAE— S {wi € Znbier, BRI LATEZ Tl IHE BT ok, LR S wi- A = s

icl

IMERARBES S C U, WS ARV A, WIATHAEZ T MO TR RAY {witier.

2.4 CP-ABE WIERLEN IR EIER

CP-ABE ZGE %028 5 th AR YA Z2 32U TR VAR B (A0 2).

e Setup () — (mpk, msk): RGHVITE, MALESE A, ARG FFAH msk FIL S
# mpk.

e Encrypt(mpk, m, A) — ct: M#HEL, $i A mpk, W30 m FUFHREE A, A0S A HHERE
3 ct.

e KeyGen (mpk, msk,y) — sk,: ZHERPTEL, fi A mpk, msk FEHER v, A5 % v M
KRR sk,

e Decrypt(mpk, sk, ct) — m 3#H L: REHE, WA mpk, 5EMHEES v HXMEEY ok,
AU A ARS8 ct. QERMBE B AP IBIEES + R % TR A IR SRS A, Bl
v € A, WRZSEEWSE A SCAHE m, SI%H L.

PAHERI% A SN, LR (mpk, msk)— Setup(X), (LRI v Mik A A, (£5
AIRASC m, 2 HALY v € A I, R A Ao :

Decrypt (mpk, KeyGen(mpk, msk, ), Encrypt(mpk, m, A)) — m.
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&b a

Attacker Challenger

Security parameter 1 Attribute set ¥

Public parameter e 1e . . "
1.Setup 3.KeyGen Initialization : Access policy A

Master private key

Setup

Public parameter

Attribute set 7, (7, A")

Query phase 1

Private key sk,
Public parameter Private key sk,

Message m, and m,

Challenge -

Ciphertext ct* of message 7715

Attribute set 7; (7; & A")

) Queryphasc Private key Sky,
2.Encrypt o Cphetet 4.Decrypt
Guess '
Access policy 4 | Message M Message M Guess
Kl 2 CP-ABE R TARRARE A Kl 3 CP-ABE HyZ 4%
Figure 2 The workflow of CP-ABE Figure 3 The security model of CP-ABE

FRi% CP-ABE S35 2 1EH ).

CP-ABE M3ERB RIS A RIA0E AR« WA C FIT A, ZEH TR 2 Bk (anfEl
3):

AR E: TT A 1A B R BRI B AR s A

RGRIME: C 24753k Setup (\), P24 RS A LS EL mpk F1E %4 msk, 5 mpk K%k
4 A.

wiElE 1: A ATRAIE R Ml O KEMEE SN, M EN AR EEES 1,0y, ¢ A%), C
1217 KeyGen(mpk, msk, v;) %, FERNERRY sk, Kixag A

PREBER: AR ER 1 25005, A $2ANSFKIEE mo Bl ma, C BEPLEEE—ASHEE 8 € {0,1},
1217 Encrypt(mpk, mg, A*) Bk, A SRR SC ct*, HRF ot Kikss A

WEIMEL 2: = BEE 1.

BEMMEL: A Fith— AR 8 ENBNEER. 25 87 = B8, WA A fE Bk h ki, & SOk
BEDE A Adva = |Pr[s’ = 6] — 5.

EX 3 EXTAERZHNE W ET A, FE_ LRk 3R RE R L3535 0 T 20 R 5, IR
CP-ABE Jy ZAE %817 1) SR AI A Sc 0 T 2 IND-SAP-CPA (indistinguishability against selective
access policy, chosen plaintext attack) %4 [H).

2.5 SM9 FRRMZFEE

SM ARiFN s Bk 2 H v [ R A R A B T B i AR (GM/T00 44-2016 SM9), H:
O B P ME— PR (CAiRAE . SHiE %5 ) B R G R A, WHIRIE 5 A AR
(public key infrastructure, PKI) H4Z J8 Mk -FAEBRTE K, & M TRMBL, BIbME7 ) % 4l fs
SRR, SMO AR n s i 55 dl 28 T i, i DA P2 10 2 ) S A g 22

Setup (\): BHEEMALESE N\, LM BP=(G1,G2,Gr, e, N), Mifiki$t Hy - {0,1}" —
Zy, —F I FRAPIE SR ERIRAT hid, BEBERENLA 0T Py € G1, P € Gy FIFENLEL o € Zy,
& Por = aP1 fl g = e(Poun, Po). HiH AILSEL mpk={BP, Py, P5, Pyuy, g, H1, hid} 132240
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msk=a.

KeyGen (mpk, msk, ID): ZHER AR ID, A3ES40 mpk FIF%H msk, #H5H 6, =
Hy(ID|hid, N) + a(modN). # t; = 0, AUSHLE KGC BEHFEHH o € Zy, TR A
EBE Poww Ml g, HRFILATE, SRE HEE A PRI RS S sk, B, 318 6 = o7 A
skip = to Py = mpg.

Encrypt (mpk, m, ID): B EH ASRE ID, BISCHE m FIAIESE mpk, EEFENLEL s € 2,
HHE Qo = Hi(ID||hid, N) Py + Pyy,. HIR, THEE L ct=(Cy = mg®, Cy = sQp).

Decrypt (mpk, ct, skip): ZEHHAZ L ct IR skip, T w = e(Cy,skin), RJEWK
BWSGHE m = Cy/w.

3 EF SM9 iy CP-ABE
3.1 AE#A

B BP=(G1, Gy, Gy e, N) RAUHERE, Hy - 0,1} = 73 RFURERAIAA S, hid B—5
FORMFLHA MR B IRAT. IR, Iy R i) Hy(N) %R Hy(N|hid).

Setup (\): ZEEMALZESE N, BIREFERIT P € G1, Py € Go, FEHLEL o € Z3, FFEHL
HICR ha,ha, ooy € Gy, HXT ARG |U| DMtk HIRHHE P, = aPi, g = e(Pou, Pa).

EE?'LE, %X%%ﬁi’%%‘%&ﬁ mpk:{P17P27Ppubuga hi,ho,--- ;h\U|}7 I%%Eﬁ msk=a.

Encrypt (mpk, m, A): ZHEHA LIS mpk, WISGHE m € Gr ARG TTFEH A X
IS E) U5 IR 4R R BRI S (M, p). SE B e BERALI & v = (a,92, 93, ,ya) € ZR HIWK, I
BNo=v- M(io€ [L1]), Hrp M; 2 M P @ frocR4U . s, AR RE
1,79, T € Zy, WRE S ct=(A,C,C", (Cy, Dy)iep ), Hh

C =mg®,C" = s(H1(N)Py + Ppup),

(Cy = M Py —r1hpay, Dy =11 Py) -+, (Cr = NPy — 11y, Dy = 1 Py)

KeyGen (mpk, msk, S): ZE LA A IS mpk, 354 msk FEMEE S, FEYLERE t € 25,
ﬁ“%ﬁg%ﬂ‘%ﬂ‘% Sk:(K7 L? (K:E)IGS)a ;H\:EFI

[0
Y P4 tPy L= t(H{(N)+ )P, Ve € S, K, — t(H:(N) + a)hs.
K (V) + o 5 + 1P, (Hi(N) + )P,V (Hi(N) +a)

Decrypt (mpk, sk, ct): ZEEHARABIELE S WREEY] sk=(K, L, (K,).es) MEET)
s A B0 ct=(A,C,C", (C, Di)iepyy). FRESCHIMT S 2LV RN A, AL
Mg Ly m), & I c {1,2,---,1}, HI={i:p@l e S} % {w € Zyli € I} &L
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> wiWi=(1,0,0,---,0) WHHES. SFAEITH

el
e(C',K)
_GHI(G(L,CE) ce(D;, K,))wi
e(S(Hl(N)Pl + Ppub), mpz + tP2)

N E]—[I(e(t(Hl(N) + )P, NPy — rihyy) - e(ri P t(Hy(N) 4+ a)hy) )@
_€(P1,P2)as . G(S(Hl(N) =+ a)Pl,tPg)
a H 6(t(H1(N) +O[)P1,)\iP2)wi
:e(Pl, Py)s - e(s(Hi(N) + )Py, tPs)
e((HL(N) + a) Py, tPy) et
_e(Py, Py)* - e(s(Hy(N) + )Py, tP)
B e((H (N) + a) Py, tPy)s

—e(P, P =g
SR, S C/g® A E m.

3.2 ZREMIEA

EIE 2 # (¢, k +1)-DBDHI i oz, W FidJ5e ¢ IND-SAP-CPA 243 1Y)

R PR 2 T S E I ECT: A, DRI 2RSS €, 76 IND-SAP-CPA 424xiiftk ik
BE, WIRT ARSI B, FUHECE A (82 ffHe (¢, k + 1)-DBDHI .

457 (¢, k + 1)-DBDHI Ji1] @526

;@ P, bP aP, a’P, ---, a*T2P,
Q7 an GQ, G’2Q7 CLBQ, ) an7
FBENUKTECE T € Gr, B 1l T = e(P, Q)= AL
RGENME: 5F A wemH R B AR SRR A®, DA 2 X . A R R i
(M=, p*), Horp M* A 1* 17 n* 5. BiUE B 18 BAnvim g A*, #IRUT @ 255450
o ZWiME: M Zy PEBEARMBEIEL wi,wa, - we, AWMU f(z) = '—1_[1(35 +w;) =
qu cixt mod N. Horf, wy = Hi(N) =¢, H fi(z) = lg[(a:—i—wi) = qi:ldixi mod N.
=0 i=2 i=0
o MU E: WIHC MBI LHITHERE Gy WAERNIT Py = P, B Go WAERIT P, = f(a)Q, PA
K Pou, = aPy = aP fll g = e(Poup, P2), . a KF. B #HPAT 7 ME b, ho, -+ hjy) € Ga:
RN BIE o, EERT N I BENLEL 2. € Z5. 4PRRITT R SEeE A* AR 0 e (1,1, (G
p(i) =z, WL X ZFrA S p* (i) =« WFEHs « ESG, Bl X = {i|p*(i) = «}, &HE

B fla) - . fla) . fla) . B Sf@) )
ha: = Zz Z <CL+ CMi*,lQ + a+ CMi*,QQ + -+ Mi*,n*Q> = 2z Z (Z a+ CMi*’jQ> )

a+c
iex + iex \j=1

LR AT R € (L], 0515 o7 (i) = @, B X = © I, i hf = z:(aQ + Q).
BT 2 € Z3 WOBENLYE, 6515 ho BOBCEBRRENLN. B £2Q = fi(0)Q = ;) d;a'Q AT A I
I S SRR 2.



g% hENE:EERE AEXE 9

%E*ﬁ?ﬂ% B ﬁtﬂéz‘bé‘ /L\\;H\:%%ﬁ mpk:{P1>P27Ppubyg7 h17h27"' ah\U\}a E‘E%LI'EH msk=a 1%

B

WEME 1: A RVFRRSEEES S MRS, Hrb S AW 2Bk m kg Ax.
B LIS t' € Z, i

-1 q—1
K = qz dia ' Q+1t') dia'Q
=0

=0

=afi(a)Q +t'f1(a)Q

t,
:aJrcf(a)Q+ a—+c

Py +tPy,

f(a)@

a-+c

t/
a—+c

L=tP= (a+¢e)P =tla+c)P;.

Hrb, BEWAH t =4

atc’

VxeS W A% HBELE i e [0, {5 p* (i) = = B, e
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Table 1 The comparison of communication cost
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Table 2 The comparison of computational cost

Scheme Cost of extract Cost of encrypt Cost of decrypt
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Figure 4 The comparison of running time
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Abstract Ciphertext-policy attribute-based encryption (CP-ABE), as a critical branch of attribute-based en-
cryption, achieves fine-grained access control over data by designing access policies during encryption. Compared
with traditional identity-based encryption, CP-ABE supports a dynamic “one-to-many” encryption paradigm,
making it particularly suitable for precise secure access control in multi-user collaborative scenarios. Currently,
this technology has been widely adopted in next-generation information technology domains such as cloud comput-
ing, IoT, and blockchain. SM9 identity-based encryption, a commercial identity-based cryptographic algorithm
independently designed in China, has become both a national and international standard. However, existing
SM9-derived attribute-based encryption schemes remain limited and insufficient to meet the demand for flexible
and secure multi-user data sharing in domestic information systems. On the basis of SM9, this paper proposes
a ciphertext-policy attribute-based encryption scheme based on SM9, combined with the construction idea of
classical ciphertext-policy attribute-based encryption. It is proved that the scheme has chosen-plaintext attack
security under the assumption of (g, k+1) - decisional bilinear Diffie-Hellman inversion (DBDHI) and can achieve
chosen-ciphertext attack security through FO conversion technology. Theoretical analysis and experimental re-
sults indicate that the proposed scheme achieves comparable communication overhead and computational costs
to classical international CP-ABE schemes. Compared with the access tree used in existing CP-ABE schemes
based on SM9, the scheme proposed in this paper adopts a mathematically sound linear secret sharing scheme
(LSSS) to represent the access policy, which has good scalability and security. Moreover, the scheme can reduce
the time required in the key generation stage by at least 27%. Therefore, this scheme can facilitate the application

of attribute-based encryption in domestic information systems.

Keywords Ciphertext policy, Attribute-based encryption, Linear Secret Sharing Scheme, SM9
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