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/—1 Source code )_\ /—1 Decompiled code )_\
int Fibonacci(int param_1) {

int ivari;
int ivar2;

// Calculate fibonacci numbers.

int Fibon(int number){ if ((param 1 == 1) || (param_1 == 2)) {

if (number == 1 || number == 2) { N .
return 1; } ei!:r% =1
} else{

ivarl = Fibonacci(param_1 + -1);
ivar2 = Fibonacci(param_1 + -2);
ivar2 = ivVar2 + iVaril;

return Fibon(number - 1) +
Fibon(number - 2);

} }

\ J \}I‘etur‘n ivar2 J

1 JRACRS S IR G R ARY R LR P SR G PRI R 2 o e A DR AR 1 IR A T PRk Bl SRt A -

Figure 1 An illustration comparing source code and decompiled code, clearly showing that the latter is likely to
disrupt the watermark format present in the source code.
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PRI TR PERISDRE— 2k, AR TSRS ITEMEIT & RERNRE, Wik
BRI ALY, HECGEHCRAF AR BB, (e RS 5 T R BA SR E M TS
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W, JUHIRAEAL B Kt SR B A i) S 2K B T o

ABFFER L S vtk T :

(1) ASCER T —Fh BT 4 138 S i SR R AU K BN R R TE . %A RS AE R U S DD REME:




WSE PR BRREE (Bl 3

Question

bool check list_value(const std::vector<int>& |, int t)
"""Return true if all numbers in the list
| are below threshold t.

(a) Solution (b) KGW, Strong watermark
for(intk:1){
if (t<=KkK){
break;
}

return True;

}
(c) KGW, Weak watermark (d) SWEET Selective watermarking
for elem: 1) { for k
if (elem >=1){ if (t <=
return False

return True

(e) DeMark(ours)

H2 KGW 1, SWEET ©1 LA B0R a5t FUMRIfLsHl, Sktbsid (by o d) kBB i
KU, ABFSRET i i e e A IRRIX A bsid .
Figure 2 Simplified comparison of KGW 6l SWEET !, and our watermark-removal attack. The green
annotations (b, ¢, d) denote the key tokens required for watermark detection; our attack eliminates these
highlighted tokens entirely in this illustrative example.

AIATEEAE A R T i ORIk B

(2) AASCARGEMEHAL T 13 2005 5K e AU A A B 16 5 S 55 T RO B E, BB 1K
B PR B 50 B2 -5 0 75 0 Al S I TEA MU BT G, RS S Ie B 1 s Bl

(3) A SCE IS TR 4z ThI Y 525, ik 7 DeMark S8 BUAT 7K BN R Bt AT &4k, Herp, Unigram
IKEN#:7E DeMark MG T AUROC {Hik%] T 54.96% [ R, R RBEE B TS 7K EIHTI
BRI i N

ARSI 2 WA TR TTAR, 5 3 iR ik 7 ASSOK NG Tk, 26 4 1SR E. 5K
B g R KA R AT S 1HE, 8 5 RE M TETHE, 5 6 TRXA S B AT AR TARR R .

2 fHxT{E

2.1 KREDKEIRR

RIEFHI (LLM) 7K EEAR F S TE SR A ol R I IR AR E (RS, BRI i SC
AR IF T, SEBURT A 2R PR BB AN Rk U1 A A KRR Bk, RUMI R
RZ—J2 S. Aaronson % NFE YT EXP REFRSE (EXP) 9, % il Seniial 7e (token)
A OBEHLE 51, HAERERE T — Mo, i AR R s o Ak B SR 5k Le O R pL(EL
AR TR TG o A DT B T — SR o R BOR PP SCA S I D BEDLP 51 A5 AR,
B E BEAEA TR . EXP B4R % LLM JK BN, RR T e SRR S P A (R s A
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ARG S J7 . A T RBSR ERR B RS TR T BRI, AL IR n) TR g A A A T
BT RS, B, Kirchenbauer %5 AR HK) KGW J53% O, SR T —FfpET logit (44
BHLH . BAME, Bl AL cr A EEiS mlER, 51 EaN “ga” oo T
BEPEEE N —MATE, MITRAKE . R KGW 2y arE /K B A T B HEE , (H4R 717K 5
TETX A 22 SRS (WRE . B4 WA R — MOk K. EH6X—Ai, Zhao %A
FH UNIGRAM B JFIGIRR ALK B AN B 45 . UNIGRAM. 20 5% A7 [ 5 14 4%
LA IR R, TAESIASIA Ay, B e — i AR AT LA B 2 18] DA B BCZE AR e s R i K B
FE M. XA AR THE K BT o St . R WT PRI A 2 [A) A TR ) — Fh 21t

AR QI EAER E N5, R AE AT 55, RIUAE. X BRI 07 T RS r [
BIERE: SERESHLL, WA fHRNC RN S RN, FEFZ B B2
R E R . XA BB MO S T e B T R B NI A ] B . A K ENAR
PRI . BUA 3T 4% /209 3R 88 logit MASIAIZKEN T, FETRD X PRI REIERS , AEEMEDARR S 2
W) “HME” RIRABBRIKE, 2 FEEIER FF. MERX SRR, —FB ik
(SWEET) ) i 3 B HER AR BEIEAT /K B, 90 A5 e vy oot ) oo A A ) A A 485
PR A K BT, T2 2 TR A 2 b Ak gl A B, AT AE F AR i 1 ] ) 4 5 4
TR ERE, HEPLTEIA e, R, SWEET fEit& 8/ se s ik ooy, Tl aEmE
T ERCRARP R, JUH A AR BACRS FEE S i AR i o . SRS S T sbift e, KBS
BT K ENSTTaRATY TRI I 15 22 B SN TR A e 1 S /K B B 5 A o] JEHIE A o ASUA = Bnnl e AR
HEK VBRI A PG (ARE . S XTIt ) MR, o R R b X AR S A o A
RIS, RS ORI R Z P RGE 77 AT A 2 8 R 15 B ok
PN LLM #23, R SHRALRT T BeR e 09, DA R SR 24 B IR ST ARV @ 1R . ik
A, B LLM [ 2RS4 U R, A SeAs . g . 3500, IR 2 RSN T Se g — H e
RIZKEN %6, WRCh— 8% B SGEMBFR W UA DRSS — AL -6 F1 B bR v 7 A
JE, EASAREIZK By ¥ Z B AT R AR EME . Be)a, WHRK BIER SRR 3 44t (I
FEIGTIC, W) FHES G, Bl A K BIE LLM A 5 i ARG, R R R EAIRERN
jjm [7,16] Y

2.2 JKENE#EMH

PAT YK N 7 vk AT RS . — 202 A ARE H AL BROUERY #4148, (Paraphrasing
Attack). 70, He % A\ M {HFSERA, @0 SOR R HAE S TR DR (R “HHRRIE),
LA R SCA K BRI GETTRAAE X 0 QRS K BN e B (4t 7 8L, o R R & T AR C++
AN Python FREL I AT B BT 75— RN FHRHUR B A A By g5t vE ity . FEiX 07
T, Tarun Suresh 'O § 7 A T GAEER (AST) BEATRISEAMMH I, HTIPIKEHE
A UE RS BT o xBTFE il i Python AURS H LI Z ARz ek 7o (RLEHATEL
i, AREMA . try-catch UFHERESS ), RGP T X LRAEXT KGW O F1 Unigram 8 257K 1
R BRI . SKIREIREN], IR AR (Add A print iHAEEREGY) BB
WK BRI A FLFPESR (TPR), MER B (WHRE try-catch IREFCACHIBA) FWHE R
B3 MEEGUREIE, TPR dE—2 T, Hf WrapTryCatch 2 o Tk AU KGW
JKENE TPR A 0.79 Fg % 0.22. B B, ACRSAYIAATIEREREE 12 iRk By s ni Ak, S8 hmiy
WHPEPTIIEE R . AEZITON UK NSRRI SRR T B2, (B TR IR
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bool check_list_val t q ' '
ot vectorcintoh 1, int §) { Binar LLMs |
for (int k : 1) {
// Use range loop to traverse 1 ‘ pi
if (t <= k) { -
return false; .
}
} L ¥
return true; . . N
} [ Decompile(IDA Pro) ]— [ Optimized code ]

bl 3 Jiik LR

Figure 3 Overview of the proposed method

B, BHERESRIE, AR RS HR, B8 SR B2 R R %5 P8 AR mT B
XL RN . T 7 PR B RE R 2 Bk B SURBORFFACRD nT PR KRB A -

3 FHiE

Fefi1ry DeMark J7 % B el — QUG 3-SR DL A 73k, RO A AU b 25 ok
Bl AEERFHEANEIA DeMark JryARYBO TR . SREEA F R TARRAR

3.1 DeMark: %Ri¥- R4%mE-RILBIKEDEBRGERE

BA ST SR 10 WYeh s AR R B LISk E, AR, Rtk K
XS SR S 7 ADAAE A R e RHHEZ T, - i A R IR & S B AS A H Y (2 2
e, BN R g AR EAMTERMER, X SRR SR A UK BN e e . (I, &
IR Hh R 20 135 S A R 1) 22 J2 U A DA K B R BRI L, IR R b — P E T
RPEATIL M. DeMark J7 YRR AL T HOMRFIK) G R IR G PR- DAL RS, 456 1 A% 2 P AT it
BARGRIET AN REILLEE ST o 27 Wl I AEA R G2 R A AT, 1 o A o A Y
FEERMEHEMEE, AAMERNHECT LLM AL AR el

HA~ DeMark iR M 3 Frs: o, FEK AR IRACHS S iR b SCrR s PR S g i
Hab O DAY s f5 s A KT SRS 2 S R IR H HIC/K ENE IR A . XA d R nl A e
BN RN

B = Compile(Cyym ),
Cy. = Decompile(B),
Copt = LLM_ Optimize(Cye).

Hr, Cum FniKEINIEGRERL, B 24iFE0M iR, Co. &R%i1F (S5 EKH)
Ja RS, Cope Fn&eid LLM 4k 5 i 24005
FATH H AR TEBRACH KD, [ BR B i D Re Rt nl etk . X T AR A :
min D(Copt),

subject to S(Copt) = S(Csre)  (FNRESEMIE),
and Readability(C,,:) > Readability (Cye.) (PRI i215%).
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Her, D(C) KERMA C Fok IR maIdE: (SEREE) BeRgk, FEBUNRIR K BLBOE ARSI ;
S(C) Forfitg C ik Shee, BRI SR TOK Y Cyc PIRE—E0 Readability(C)
AR A ] B

TR, FATRHAES 3.2 5 MBI A BEHE— SR b — HARAY ] S B .

3.2 DeMark FEMERRIE: ThEERFSENRMEERE

ETHIRRAR, ARt DeMark J7yR7E ) REORRFAI ] S sy Tt BEISPRAE . FL
RIS, AR T Hias i ih SR . S i TR AYEE M TR, DA SRR SRR o SIS
TERESS, RAPRAEEBRK IR RIS, A2 AR AR D RE IR LTI T

o ZPEAPRUEDIREF UL : B AR 2 AN S E , LR A AR @A S A P S (B
TIRE) IR, Rrm B RS A S LS . Ik, gwidfamy —ith B 5EMERTY Cy. 18
e LR MM S(B) = S(Core)e

o Rk LI B etk ohe: amix TR (filll IDA Pro) BER AT REMER M — 3 Hl A5 5
AR EAMIIRE. RAERN IR Co MTRERZ Cse MBSO SEM R L, (HL
BoL I REEHE R AR © S(Cae) = S(B).

o LLM RALBIPR nf PATHE Sl etk : A9 S g 22 I, DeMark 5] A LLM XA Cae
BEATRE— A o X — B BOA OO ARSI ] e i e AR AL, R, LLM iR
TEAUAL IR AP R AR A S RESEHENE , Tl A PR I B HL ] PAT R ACRS SR AB S T BB vl S 425 |
ABIELESE . G, S(Copr) = S(Cac)

i TR, MEESEMEAEEE S DeMark AR IR ARTEE: S(Cop) = S(Cae) = S(B) =
S(Cspe) o ILXLEHLH], DeMark REMSARERRKE, [RIHH PR A A 1 D) RESE BN AN AT 1«

HEANT7 W I XA =y BER PR LA, FE R N B E e, SEB0 5 XK BN R 2
IRAS T RE MR A S e & AT 4R T, o LLM AR B AR 4R A T b A 5 4 P R A PR A AT K ED
KI5 AP BALBIACRA B LT 2 LI 4 ZDHEARTE RIS, g s 1 kUt /2.

Source code Decompiled code Optimized code
bool check_list_value(const std::vector<int>& 1, int t) { int main()
for (int k : 1) { // Use range loop to traverse 1
if (t <= k) { int64 v3; //
return false Std::ostream *va; // rax
} _QWORD v6[2]; // [rsp+20h] [rbp-40h] BYREF bool areAllValuesGreaterThanThreshold(const std::vector<int>&
} _BYTE v7[31]; // [rsp+36h] [rbp-30h] BYREF 1list, int threshold) {
return true; char v8; // [rsp+4Fh] [rbp-11h] BYREF return std::all_of(list.begin(), list.end(),
} char *v9; // [rsp+56h] [rbp-16h] [threshold](int value) {
unsigned int v10; // [rsp+5ch] [rbp-4h] return value > threshold;
int main() { s
// Demo data _main(argc, argv, envp); }

std::vector<int> 1 = {10, 20, 30}; // Init list
int t = 25; // The value to be checked

// €all check_ist_malue and output the result based on int main() {
he return value td

std: :vector<int> values = {10, 20, 30, 40};

c (1, 1) { (&v8); int threshold = 25;
s 1 elements in the list are greater if (areAl terThanThreshold(values, shold)) {
than " << ed __int8)check_list_value(v7, 25LL) ) std::cout << "All elements in the list are greater
} else { v3 = std::op ::char_trai refptr__2Stacout, than " << threshold << ".\n";
std::cout << "At least one element in the list is “"All elements in the list are greater than "); } else {
less than or equal to " << t << ".\n"; else std::cout << "At least one element in the list is less
v3 = std::op : :char_trai ( than or equal to " << threshold << ".\n";
return @; refptr__ZStacout, }
} "At least one element in the list is less than or equal
to "); return 0;
2 % s eserean , [ELrs ]
std::

108
pel i 1 3 )5

std: :vectorcint>: :~vector (v7); \7 3

- return 0; <>

Binary

Kl 4 DeMark Jjikifimnpil
Figure 4 Example workflow of DeMark
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3.3 ZHERFERITSIH

DeMark J7iR M AR SEBAL & AT = AN KB B, A Bl A AR R LA SR a1k Bl 2K B
FARHS SR T H A

3.3.1 H—HE: wWESKEDNLSRE

BB Bl A E S i R 0 S K ENBOIEANTS Cr S IS B ik BEilad AL
il SE K EN R AR S A

o MBRIZIFAR PR SUERER: A Zuh 5 R EHON R I Hil5 <. FE it e
d, BT EENFE SBE AR, PRI RS . R SIS . RRE TR R
G5K, AESRIEMPLER D I R B E TR AL . BIn, A5 AL R4 S i A el A
o riic, FERBE MR, XARCERAR 7K BN B R sRERIE, ARk B HORHX
SR BT, IR BB BEA R0 B i) 25 1 58 o

o fRRSES MM SRR IRAL : Z A ARG VLA SR AR BEAT A e, DABR S AT R0 IX
BAHEART BB 207E . Bt R B S 2 Pom FANRALE Cwm FIRFEKEH
P B G . AL O K Cun ¥l B, FEIRAK B Py ATRETE B SUHE)5 1
Cae HIRE , B Pum(Cum) # Pum(Decompile(Compile(Clum))) o XA AN J7 2R H -

o BEARRSINER : FEBRXIAL T Dh REVBAT SE MR AU B, RS Bt 4 AT AU A B 7K DD 284

o PRECNIBE: HORR PP HI ST T R BRI A5 R K B

o MBI BE VLI EHIFIR L, BIREE TR K B o

o TR PR FLICH I HIRTUA, P RERCIR OB T s 2k A K B o

o WM PN AT EEMY (WA FELRN™Y) BRI TR T4
SE AL A B A (E K BT 5

X LEALHIICFAE IS TR K BN R B Bl AR BB T R E S R 2 A
WA, RS AR B R VE O R i 8 HE A J2 THT A4 7K EVRRAIE

3.3.2 FBZHE: REIFSKEDREER

TESE) R B s, BATHE—ZR AL gk TH (40 IDA Pro %) RrHME 2 HR
B, RIS Coeo T GMIFIFEA S B A MGIZRE SR, B A B O ACRSAH L
SR RS FE A RS 254 55 Tl 2 B AE AL, AT HE—25 R B E AR BRI . SR, FEX— i s
WG 7 — A fE Rl e, FREP S5 24O T, W RESs LA AR RRAT AN 4
R4 A B FERR HE R AL FEAS MG L. T BRI AR, B LR T ARG R
TEKED, (H2MIEGAN, HE SYae kA 744k, Jovk 2 AR K NS RR i A 7oKk . ey
K B B R B R AT BB R AR S5, PRIE R iR g R 0 e B e 5 — 8k, R
. B, AT TR

o HANMEEAB PR . A2 I AT PAT SO ) TAR T, SRR s e it —
Yol FAWEHEE 1 (FRECHIHBIHEERAE), NeE A NS Rt a2 sk o & . 5
1 A RCERT DA S ] 4 R B PAVERH o SRR OR T eR AR % R IREE R T, BIE main
PRELIR 1Y) check list_ value pRAL PN ERAFAEXT HA B 5 CeRBITE A, 0 nT AR s 3 1 5] 5 b 2
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SR AR B VR, RO TR G I iR r G, AT e RS AR fa b [y BT A eR 2
WK FR, B L GE RN pR U & AL S 2 A

o PRHPIBIRAL SRy SRR B DA A B L B TURBI . Siaid e R ARE AR
— BRI RS — ), AT TR 2 (FORS R 5 ALY ) o VAR A BT i) ¢
o ims , R it A e B o AR EFOR B 2, B R A A ZEAAS , I T A 3L, 45 5 AU 4]
AR E R —8: . WK 4 Frs, FE GRS (Decompiled Code) HiE Al std: : operator<<<. ..
XETUR M FRB R 2 TP H AR,

WM W B ) B A T RO AT R b 5 A 1 ek RS ) ¢ 3R RS il , i 0 20 1 H BRI

2L LLM AT 45

%1k 1 Recursive search of subfunction calls

i A: Function name fgstart, decompilation function Decompile(-);
F%4C: Initialize F < &; > Set to store processed functions

1: Initialize a stack S < [fstart]; > Stack to manage recursion
2: while S is not empty do

3: Pop feurrent from S;

43 fourens ¢ F then

5 Add feurrent to F;

6 Csubs < FindSubfunctions(Decompile( feurrent));

7 for each fou, € Csubs do

8 if foup ¢ F then

9: Push fs,1 onto S;

10: end if

11: end for
12: end if

13: end while
Hiili: A set of all subfunctions F.

%5 2 Code replacement and optimization

#i A: Decompiled code C, a set of replacement rules R;

F%8: Initialize C’ + C; {Start with the original code}

1: for each replacement rule (7o14, Thew) € R do

2 Replace all occurrences of ro1q in C’ with Thew;

3: end for

4: Remove unnecessary lines in C’ (e.g., placeholder code, empty statements);
5: Format C’ to ensure consistent indentation and structure;

#it: Optimized code C.

3.3.3 H£=KE: LLM it 5aiZtRsiEs

SRAE G - I IF AR, Cae HEIRET/K ENEBEE R, (Hl T it fE H B, 4
A AU T AR IR 28 . EHIRE UK AR Z mOE S H ARSI, 7
BUCHE B AT EEAE AT A o S, TE58 =BrBeRATA I E S AL (LLMs) XA Coe BT
fitl, BEEMEA R TR R Cop

N FEEABbR, — D EEAREE h G F RS OO o 2 P fe . ST, B
AbBREA R EEEMRE S U R RO RS, ARSI LLM AR 6 4H, 255105 hop
B A AR B L) 5E . (hallucinations) , AT AR T ACHS BLAQ A AT SRk S R E M -
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RGP R IR B ), AT T T LLM /) 3 SRS LSRR . % SRIE A% O FE
T S g A 8 ILERFE , A DAF LA S BEEA TG 4 Ak etk - (1) B ARRS &S T i e, (2)
TRITEICA s 2l , PAK (3) Z5AMEL iy S e R D aaktiiX. o TA%5 15 LLM
TEX SRR LT Ei T4k, FRATRS Ot T — & H AR 10 #8278 37 (Prompt Engineering). 1l
#= 1w, B EARE B — DR T8 S, IR T R

B, Ex CHESRASHGREIE ", RATWHRTE (W3R 1, B—17) W5 1S LLM AR
FMEERIBEIACFIRE A B MR I S PG, $mim &8558 LLM f AACHS AT fE
VT R i, sl H NI A AR A N FEA B A 1 . BT A S im B e & — A IR 45 %
—— “Output only the refactored C++ code” ——PARf{F LLM (W H 4 FCs, 1 54209 B
LA PRRITEAL , ko TR A BN DA B R SOAS . PP A B R TR A, (7S LLM
REWS T SR TR A5, M EE A RSCR A B P AT AT 45k

XA LLM 3Rh etk AT — P48 T T AR AR AR BER XA — B, A3
BT R RE T RES | ARG E SR H AR E iR, MR T Suresh 25 A 1O 4R H Y75 2
KEBPAT 2 EEA (UIEZEE M . SRR ASEZFEANE) WKL RE, A0 LLM
ACHT BA TR AT — IR B AR Dotk A2, B AT 2 2 PR K BN AR AR BT B, R T s
PEo XK CURIRGAR T AN AE, BEEME, BRI E RN R —KE LY R 2
R AT AT e 5T S G iRt . SEIRgs R b, &id DeMark 55 =R B Ak A
1 Cope NUE N REIE AL, Hl R T 4er a8 7 B3, AEr R, N LiH#
AR R ] B8 T RS i) B A o

A1 I REE IR F bR LLM $#5300 8 i

Table 1 LLM prompt design for targeted code optimization

Refinement goal

Core prompt instruction

Design principle

Enhance structural

clarity

Simplify redundant

control flow

high-level

abstractions

Restore

General readability

enhancement

Refactor the following C function to improve
its structural clarity by modularizing complex
blocks
Output refactored C
[CODE_PLACEHOLDER]

and ensuring consistent formatting.

only the code below:

Analyze and simplify the control flow in the C
function below, focusing on reducing nesting and
eliminating redundant checks while preserving all
original functionality. Output only the refactored

C code: [CODE_PLACEHOLDER]

The following C code is likely from decompilation.
Identify and restore higher-level programming
abstractions or idiomatic C constructs to enhance
conceptual clarity. Output only the refactored C
code: [CODE_PLACEHOLDER]

Improve the overall readability and maintainability
of the following C function. This includes refining
variable names where context allows, simplifying
expressions, and ensuring a clean, consistent
style. Output only the refactored C code:

[CODE_PLACEHOLDER]

Guide the

macrostructure

LLM to

and

focus on the code’ s

visual presentation;
[CODE_PLACEHOLDER] is the code injection

point; explicitly require code-only output.

Emphasize functional preservation; explicitly specify
the optimization directions (reduce nesting, remove
redundancy); guide the model to conduct logic-level

analysis.

Inform the LLM of decompilation-derived source
context; guide pattern recognition and concept
reconstruction; aim to improve the code’ s semantic

interpretability.

Comprehensive optimization directive; allow the
LLM to be fine-tuned across multiple aspects;
avoid introducing excessive explanations or non-code

content.
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4.1 BERE

FUSPER A LI IzFT Ubuntu 22.04 2GRS 48 L 5E i, AL E 6145 8 2 AMD EYPC
7402 AhPESE (G245 2.8GHz) . 128GB fF. 12TB H{%PAK 4 Bt NVIDIA A100 80G GPU, %ii¥
THHERH GCC 11.2.0, FH C++17 #5#E5-00 itk RgmiatriET IDA Pro 9.0,

Eimpg® #0748 DouBAO-1.5-PRO-32K X} [ 45i% )5 AU IS HEAT Ak o 1 K7k BT AR 84T
2NN stk

o LLANA-3.1-8B: Meta /A RIFRI 80 (LSHL I KB, LHOIIHEEND 8 Mifw,
HA 128k K B RXHE O, @& T 2B ARG R, B3RS Lt mEms 18,

e STARCODER2: K:T The Stack v2 $¥iE Il 4k 150 (S B, 5 600+ HFmfbEs. %
AR A H A ) = PLEl, SR 16,384 token (Y E T 1 (WEshHE 0332 S8 4,096 token ) ,
1E 4 Ji1Z token FllZrsgng 19,

KEIBER  FEATA REL AT, IRITBEIEREA T4E 059 e, IS, 38 v s @i
(R RAEARRIL TR L, 0 4520 (iR T AY BRI FE 5 A B SR T £ T z-score MSEITHGH:, HHi%
EG—IEE 2 o G —IRET, RO =A AR TI R :

o KGW 9 iz @A yK EIAT e R 4R M R 22—, Ho st G S o8 728 T IR i,
VEZATA iR AR T HAE token [T TR MBS . Al b “BR-217 108 3 1A 3k
B g mITRIRAME S, Ry al R SR S O BILAS AR AR . O SCAR BT R M
INHEABAFEREE, RO — DN EEEL. v =05, § =20, z=4.0;

o UNIGRAM ¥t 0 YA AN B AR AR 2R F [ 5 FL 4 Sy E— O SREL 44 B, sk fp T BN T
BT AR S I ES M, AN E T 7K e gniB e T et BTHE S HaUKam&
W%, Tz AT SRR ISR, BB R R EUK A . v =05, 6 =20, z=4.0;

o SWEET s %R W MU BRI ESR H etk K ESfms , (SUEE o0 o A7 0 22 v )
JE I - 2147 B, AT SR G0 % ) BE O SR AR iRl ek i T3 . HAE AR B4 . RS R E ARG S,
FEPRIES) BB 5 28 v 0 A e S B B T T /K EDZE ARG 40Uk ol I vE S St . AR SR L 1 1A XD
SR P EGHEROKED, BA TSR ERER M. v =05, 6 =20, fHEEH =09, z=40.
BIE, X =254 B w7 R B vk B R AUK B . DA AL B e ik - A
X = FRHIE DeMark WA, BRI A 120 B O 48K 2 BOIRAS Z K B 2 RA Tt g

FUSVEE MBS, SO MultiPL-E g B 3E 161 MU R, R
F 2.1 B BTk 0 SCASK BN R AR O B ACRD o T SR 2 AT SCER AL, T LML A= i i 1 A A
H CH+ #ga. FRATHF T RA R Wi ¥

o fURSTEAy MO SEAIARFEF (WEMH . BRI, HAFTHER. 5 try-catch %) &
R AR S, () I R D REANAZ

o (RESHAVE 710 H C++ ISSERE R hIRIIES (W0 Python %), FAEEIE C++. XA K
Ef 4 ¢ A B 38 8 Doubao-1.5-pro-32k #{ENIF M U FP4RFLIE = Python, Java fl C#. fEiE =2
b, C++ 5 Java fl C# AT WAL, M5 Python fF7E %% R .
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KGW Unigram SWEET
PASS@1 AUROC TPR FPR PASS@l AUROC TPR FPR PASS@l AUROC TPR FPR

Attack

Model 1: Llama-3.1-8B

Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 < 0.10 49.1 0.980 0.957 < 0.10
+ Refactor 87.6 0.778 0.280 < 0.10 83.2 0.445 0.012 <0.10 88.2 0.826 0.484 < 0.10
+ Ours (DeMark) 90.7 0.660 0.137 < 0.10 89.4 0.259 0.000 < 0.10 91.3 0.800 0.478 < 0.10

Model 2: StarCoder2-15B

Origin 14.9 0.985 0.963 < 0.10 21.7 0.930 0.795 < 0.10 23.6 0.970 0.938 < 0.10
+ Refactor 75.3 0.772 0.180 < 0.10 77.0 0.769 0.205 < 0.10 84.5 0.809 0.466 < 0.10
+ Ours (DeMark) 92.5 0.821 0.161 < 0.10 78.3 0.752 0.180 < 0.10 80.7 0.624 0.236 < 0.10

%2 ARIBGE DT EMN S ORI AT M VAl . DeMark £ 2 BOGHES S PR T 64 )ik (Unigram, SWEET),
Wi kR 045 PASS@1 (%). AUROC. TPR fil FPR (ff < 0.10). CHIfkRwiRtkesa)

Table 2 Effectiveness evaluation of different attack methods against various watermarking techniques. DeMark
outperforms baseline approaches (Unigram, SWEET) across three key experiments, with metrics including
PASS@1 (%), AUROC, TPR, and FPR (threshold < 0.10). (Best Results in Bold)

EASERAIE , KREAIRE- B A — Fh G T BoR RERGE S R A AU sk B, 22—
HEXBIBTFEIT 1] FNTH HARADCRBERKE, e F R AU IR i i, s PR AU E s, pA
TEFISLERIT e . JEFRNTIT T, HET M Ie AT LT IExr 3 5t W ey ikl e 12
. Pt BATH TAEAGERE TR0 Tk, A PPREARRATH K ENBAR M B SR 1L 1
— AR T R

4.2 IBHER
4.2.1 JKEPB T ARBIX EL 534

AR 2 i 3 nIPAF I, DeMark FEBLH A RNl ERE, REPEILT AUROC Hi
TPR fH. BERTET, REBIA KA (B SWEET 4h) siisih &5 (g, &
FEONFTEF K — S s . A, HARTE S SO A S BRI IR SR A I L2 1 SRR
SUARHE, XL 2 DR B R B R n-gram FHAE, 5T REROK BV R 5. SRT
AU, HARTE S TEAINZE R E R, BN Python i I 4gdE U E, 1M Java FI C++
WIETT T BRI LGRS 7 T K Bl — St — N ER kiR . I, Teig AU AL 2 85
TE R 2 P EU Y n-gram FRAERGID . DeMark 4 AE S 004 J5 PR 7E T HO 5o 2 136 A S i A
e, =40 3.1.1 AR 3.1.2 WA, g AR G A S S R A A
PEEAL, KRS oK VRS S , R i KA AU T e

4.2.2 DeMark Hii¥ A RIKENHREF KIS Hr

MIE 5F13% 20 PABH A ), #£ DeMark Mrili T, % AR /K EI 1T SWEET 452 AR 8L H
fthsk BN R R A S . KGW il Unigram 7£ DeMark 25t F A9 AUROC {H439 R T 30.16%
M 54.96%, HHLFEHUENAK . M2, SWEET K AUROC BRMAR NE, {HA 0.98
W2 0.8, {URIH 18.37%, AMFHei K.

X—REVEREZE R RN, AR DeMark X Fp™ 817K It 5¢ T, SWEET {5 RE R FHE 4
FIA R HARXTR /NG AUROC IR HE—2 ™ i T AR T Hofl k) st Fge T 9eae 11, sk
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#% 3 {)il Llama3.1-8B X DeMark J;j k5 FRIVERM I IE{E C#. Java il Python wWitygeilifizitixfte
Table 3 Comparison of Attack Effectiveness for DeMark and Translation-Based Methods across C#, Java, and
Python using Llama3.1-8B.

KGW Unigram SWEET

TransLang

PASS@1 AUROC TPR FPR PASS@l AUROC TPR FPR PASS@l AUROC TPR FPR
Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 < 0.10 49.1 0.980 0.957 < 0.10
~ Python 83.9 0.757 0.230 < 0.10 82.0 0.457 0.006 < 0.10 88.8 0.869 0.634 < 0.10
~ Java 91.3 0.767 0.304 < 0.10 85.7 0.414 0.000 < 0.10 91.9 0.872 0.646 < 0.10
~ C# 91.9 0.788 0.323 < 0.10 84.5 0.428 0.000 < 0.10 95.0 0.879 0.696 < 0.10
+ Ours (DeMark) 90.7 0.660 0.137 < 0.10 89.4 0.259 0.000 < 0.10 91.3 0.800 0.478 <0.10

10 — 107
’,

°
P
°

e
z

True Positive Rate (TPR)
o
<

True Positive Rate (TPR)
True Positive Rate (TPR)

T00 0.2 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0

04 0.6 04 0.6
False Positive Rate (FPR) False Positive Rate (FPR) False Positive Rate (FPR)

(a) Origin (b) Refactor (c) Ours (DeMark)

P 5 AERIRIARDR DL T, SAUKEISEILfE StarCoder2-15B B! 1) ROC HhZext thsrpi -

Figure 5 Comparative analysis of ROC curves for three watermarking algorithms evaluated on the StarCoder2-
15B model under two distinct adversarial attack scenarios.

THAESER M UH@M s R BT ) A TS K BRI -

{EASERRE, SWEET 51 AUROC {E AT BEJR T HR T T —Fh BTERKRALH 3 (Recall)
AR ARG SRS o 1L B R AR B, SWEET W] R ) TR NS K BN E b, BIGEACAN 20
AR AR . B ARIX R ORNE FT R B — LU AR, (AR T IR A XU, AT T T 7K A
AR R T A P R AR

4.2.3 KBHREIFMS

WK 2 PR, AFFFERA PASSQL fEARIFAL U 4 @A, M 161 EEE (A
MultiPL-E #ffidie) #EA7TiPAh. SCHRESREN], MMl EAe R Bk BRI, 2 e TS
k. X EEUR K VBRI A I S G ISR (A0S SCPF R AR ) | R 5
SEAb P AT REE IEIX LU BIE . DeMark J5iATEM T TR B I M . HAR ) 46 i3k (A
3.1 WPriAR) ARG AR BRI RIE KA, FCEA AL B S B IR K BIRRET A
MR R B BUR AR 2RI R fE R, (AR A2 AR IERR L. HE A,
DeMark fRZFIHIRTEFHA (40 3.1.3 35k, FF45GR 1 3R TAR) X g™ Wy i 8 e
CFIER . X —Br BN AR — VG BRK BRI . B iRl BT AR BIIE , i RE B HE Y
(R RE . AT ERPE AR A SEM TR . PE, 4 DeMark AbBEJEIOMCEY, FERTSRATE . oo T 4k
e BRI BE LS. XA PASSQL fetniife T, JuHO2AE DeMark Jrkr, RE AT HAS
—PrEeiy LLM fifl, EADEEER 7RISR, XU B AT 75Tt
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Figure 6 Comparative analysis of ROC curves across three programming language implementations (Python,
C+#, Java) in contrast to DeMark, employing the SWEET watermarking technique on the Llama3.1-8B.

4.2.4 RIBAMEXKENFX HEIR0R

W 3 MIE 6 Frs, RIS EFERE T, JK B PR B R S YR 5 A E AR S AR o)
PIMG: C# Ml Java fERNFSRIUET, 5 C++ HAKRMEHHLE (28800, 55
ZALAF. 2K/ IrRE L), TERIFEIERR P RE LR P B 2 J5UIA SO BRI SR A5 4, AT )T MR SR
Bl (I KGW) s U2 (W SWEET) /K EIHLHIIHRSeAAE. M2 T, Python fEAZNAS2
BUEE, HARE R (AR, BT gibp e diin . i LiiEafrs ), fEfidd i
PEATE R AL (RS RRE AR . SR, S EUROBUR & A B S R D5 L B
Bro BLAh, FERFEIAZE R BRI & BRI DRI e A AR Al it , Xt —2 B 1 5K )
FH ORI TR AR REMECER

SACHE AT LE , S-S 2 Ak P 1 22 AERIL ] S SRR K ED 25 B IR0 3.1.1 Wik, 44
FEATE A P R P AT IRZ 0. (R i . ks liaife . sRBONER. #7554 ), S R
AR PRI FOR (OPLE . SE9R) S gh s B IX BB AL 5 1 s i B T (D2 4
KPR AT IR A L B T OB BK D (A KGW SO TR . SWEET HRS
). [, SRS EFIA ARG E (/s . E8), ROFE RSO
BB NAFS (W funcl, var2), MBI & AT K N7 58 (BT IR i A BN ) ——
X —IRRTE A PR A B, PO OR B B JRURAT 5o IO, Sifan ikl i) i A i et (1
TEHRRETT. 3Bt ARTIML) SBIRREE (A SWEET WTTRAMED30) , miAC RS E ]
AR M RIS OREE . BeJa, St RO PR PR A (= 5 IR R =2 1] AR ) e 46 e AT A
ZEY, AR AR (A C++ BEIMRIIREE . AT E RN C++ AURD), AIPA
SCOLATSIRYE . A ITTREARK PR TS, 100 FCR R (A1 C++—Python) A B2 NSRRI Y4
i, AATRECR B AT IR A 2K EVRRE
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# 4 AEAR G+ SRR RASEHRS Llama3.1-8B B F, AR EM KA . Sdiwn 17 %
AKENIRT) R (%) SRR )RR M BhBOR .

Table 4 Comparison of watermark-removal effectiveness across different attack methods under various G++
compiler optimization levels with Llama3.1-8B. The reported values indicate success rates (%); a higher rate
signifies a more potent attack.

KGW Unigram SWEET
Lovels PASS@1 AUROC TPR FPR PASS@Ql1 AUROC TPR FPR PASS@l AUROC TPR FPR
Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 < 0.10 49.1 0.980 0.957 < 0.10
~ 00 90.7 0.660 0.137 < 0.10 89.4 0.259 0.000 < 0.10 91.3 0.800 0478 < 0.10
~ 01 91.9 0.650 0.081 < 0.10 87.0 0.225 0.000 < 0.10 92.5 0.787 0.435 <0.10
~ 02 90.7 0.664 0.087 < 0.10 89.4 0.232 0.000 < 0.10 91.9 0.785 0.435 < 0.10
~ 03 87.6 0.655 0.068 < 0.10 88.8 0.236 0.000 < 0.10 90.7 0.787 0.379 < 0.10

4.2.5 FREREFFHMTKEDERGRBZE

RO FEIACIREEXT 2K ENRCR B, FAE G++ WP IEfe a4 (-00/-01/-02/-03)
TREATA S (W3 4). BAEEER: BIEEA RS -00 &0, {1 “4iiF —
Gt ARG )2 SR T R DA 55 R0 K BRI s 0 P RE ), DM RARAS B i (5 A L5 46
(AE AU 2 0 e DN IR vl TR

TESLEAL b, RmE ISRk b ERE” misMia: -O1 ERY R GerE il & SU AR M |
R & SEAY/CPG TG4 R, SRR T 1 s K Bl t— 2R 4k ; -02/-03
TEAGERASH . NI ) AL 2 5 T Y S T A | ARk R ARAG I o BB, (ERE (Aot 52 AR

AT 7K BT SR A B ) BURRBE A7 AE 22 5 LA Unigram Shfil, 75 -O0 CHETBENLF, dkS:
FETHAL SR EEA G | A izl i A AR 3 S i T i) SWEET WA S S Al - U5 PRy — g Bk
P, AHH PR R 5 B AR 7 MV B 10 P 5 1T e

(EAEERRE, RS — R R ERA RSN, LLM FE R Salipd B2 5 EA 5 Bat s A
T “IUEIA—1k (style canonicalization)” RUW.: MBI ATk 5 — 200k, S5ER M B4 1Y
ISl AR (BTSRRI IEER/ 25 (FRETT -5 fir 4 / it A ) o i BRI A5 SR i A Y
WAL T -O1 DA EARAHE RG22, IR S 2 35 A% 210, K H -01/-02/-03 K4l
RO R AR RS, RPN OCE /MBS E . 52, BIRARME, EWMsy, 5
ALY R Bk, X SEATER 4 PSR Rl brlias—2.

5 4ig: DeMark H)ERMESERER

BA W ERUKEIHERZ BT BT HITRF IR AN . FEX—RT73EF, KGW., Unigram 5
SWEET 703 T HM B R % . S IR %8, DARCER R IR R S
Wty 2 0801 L, FTRAAHIX =R AL S8 T AR 2 HUA IR SUK B, SR,
JEVE R WAR EL A SRR, BT I ] SRR T R C I BT AT RS . X RAF S 25 AL
e (ANRIRES . BIEFEE, JUHEASHR MR- S midd i) NEESWARSHNIR, S5
K ETRRINBE T W T BT U, AR I I A AN RE RS RS B K BT SRR, iR
XPEUAT BRI BATE G XKH, DeMark BB #5 kil ik, BB M AR RK BT
SXHPUET IR AT -
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LT RIGFBRAEPAFIF R H 2% O roir, BRI p R IR I . 24tk 5] 4
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Abstract While Large Language Models (LLMs) efficiently generate code, they also introduce potential risks
regarding copyright attribution and code misuse. To address this, LLM-watermarking techniques have emerged to
trace code provenance. However, when applied to code, a unique medium, their effectiveness and robustness face
severe challenges. Existing Abstract Syntax Tree (AST)-based attack strategies for evaluating code watermark
robustness suffer from inefficiencies and instability. To overcome this, this paper proposes DeMark, a novel
compilation-decompilation based watermark removal method. This method first compiles watermarked code into
a low-level binary representation, leveraging compiler optimizations to eliminate watermark traces. Subsequently,
using an innovative automated function call graph construction algorithm, it decompiles the optimized binary code
back into high-level language code that preserves core functionality and readability, thereby efficiently removing
the watermark. Experimental results demonstrate that DeMark exhibits significant effectiveness and superior
adaptability in attacking existing watermarking methods, particularly when dealing with watermarks involving
complex semantic-preserving transformations. Furthermore, this study pioneers a systematic evaluation of the
robustness of watermarks in compiled languages like C++ under code refactoring and cross-language conversion
scenarios. It reveals the inherent weaknesses of current text-based watermarking algorithms when applied to code

generation and offers valuable insights for designing more robust code provenance mechanisms in the future.

Keywords secure watermark removal, LLM security, trustworthy code generation, secure compilation,

adversarial robustness
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