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SRIM, MATRISC-V ~F &8 = X TPM S HF -
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RERGE, DR RSEIE DY R 2 m R A
Yy, (B R A A 2 =T A SR v
FIRISC-VF & 4R M ik ik = S TPMA SCHe . —F
BT 2 NRISC-V SoCHY N £ TPMits
o AHIXFP T RGN T AR R, IR T X
SoCHHTIERE, Mgt — Pt 7 it & 2 PRIk
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ArmZEHy, el F O TR A e AL, b
U 1) 22 4 . TEE SR E BRI AF B (Re-
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(1) BT PMP 1) A7 R B DA K T 32 (R 47 1
DRAM PUF (Physically Unclonable Functions)!*!
MFlashBUE MFF S8 E R BIREPMP, f
200 75 A0 R AL A o £T P ML P A A B 0 54 1) 45
Fo RN, Wit 7 ETZ R PIDRAM PUFHR
HEAMIERE, R R IRE Z AN TP M 55
PEHEATING . Ak, EIEPMPSLIIFlash®iE, H
R T AEAR BAE J2 RES R £ T P ML 25 s [l v i ik

(2) T REBEEEY RBMAGEE): NPT
RETPMZE A s TP MZE IR Ji 3 5 5 SR 1) 1 R
BETPMEI 5 N I6AIE 3 3h BA K FE & 8 sh AN B B
F I 7RI UE JA BB Bl A 51N AR S AL
IR R TPM %2 42 Ja S ThRE R 7 B 1

(3) EETBABIRAH T 2 A mB0EE: N
Tk S HWERITPM A TPM i 23815 XK, N
RfTPMBI N T EHRFAUZ I TPMAE B AL A8 e 11 k
SCIESE VLIRS, SRl sh AR E PMPAUR £/
TETZ A #e DULE 2 (A SE S i) 1) 22 4

(4) FETEFR) 244 I RISC-VF 4
M JZ B 28 ARFTPMA & 7 AkifE . %4
ImT L], PRIEXSCE 5 TG O B R gead
FTPM A 22 A pL) .

ASLAE RISC-VF 4 LS8l T RITPM [ R 7Y
R, I HAER NOpenSBINIff) — A2z 49 e i
Beo fTPMAE AN —3 5y, BB 1) )2 M #2
BTPMMRS . SULFR, ASCARTPMME T &
FI B ARZ B3R 3 56 1 JE TPM A+ (TPM Soft-
ware Stack, TSS) #17 [ &l . i H Genesys2
FPGATF KMUAEHRL T Rocket Corel'™, Ff4FH F il
R TRITPMAIMERE. SR 4s RER, SH4TPM
HHE, RETPMAE KR Z a4 k03 FRA 2 MEae
s, fltn, 7EBIERSAZEHE, RETPMIEAEIE
FHET65 . HHAETPME Har 2 it F, RfTPM
MtERE 2T RZ ZAERP I TPMERIZ. A
k4L XSGR IT, AL IR 1% 0 AR
4, ¥ W https://github.com/wchuanmu/RfTPM.
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2.1 TPM
TPMJEHA{E A4 (Trusted Computing
Group, TCG) & XK HEPrz e, &1 NiHHE
F ARG . TPMAES 7. EEMHR
TIREAEMR, MTRHIREE. TER. %
AFE LSO AR IESE DB . HAT, TPMsLIl
TR EZAHELLT LA,

(1) T TPM (Discrete TPM, dTPM): 3T
MSL T A BT o, B RSB T

GARY (B B R . BB VN
AR, RS A RS A B 5o AN 2 T ) %
F. B, dTPMEAESR &&EMZEN, 3z
R T ARG 2% IS T E IR SR & 2 A
%o SR, HTTPMRHMILAEME, TPMay 4K
Ao PR 5 57 PR TR TR, R PEREAR X K. UE
Ab, dTPM ¥ B4 TEREfF H, — BRI % 4
T, AB I 7 BT 30N Bl i A B ) ] 5 B
AT, AR, RiEMHEE.

(2) HAHTPM (Software TPM, SWTPM): #k
BB TPM, B iibmswtpm?2!', FEH T
KA IFEE . SWTPM i - B TP M ) 3
BE, ROARUEALITPME O, SN A E AT
TPMAHRHEAE. A1, BT HEeE TS mE R
RS, BhZ L ARG B, Mo nr Dl
I FEHUB PR Ry 7] B S TPMARES, BRIt 2e 4
PERAR . 7ESEFRM A H, SWTPMIEH T TPMAH
KM R ThREISUERA S, (HAE F T X 22 4
R R IR, Wel ST R LS T A .

(3) [ TPM (Firmware TPM, fTPM): iz
17T Z R B BB B AT G (40 Arm TrustZone),
T AR SEEHLTPM ) fE, kG 1AM PR A A
fTPMAKHT-CPUNE 2 b s hLA], S0 TPM
FHEL, EAREDEE 22t g — %, (HAEHEIRAL
BRI BB B R, AH45 M A M DL a3 i
YERG07 M TPMAHCHIE . th4h, fTPMERHE &
IR R, KRR AN T W, nTHTRAXR
G, BIRsMBEREE I EIE .

(4) BHMLTPM (Virtual TPM, vITPM): =+
EHT ot ERM BRI, ARSI TPM
FHICTRE. vIPMISATEREHMLE T (Hypervisor)
LAWY, 2 EUHILETPM 5%
U5, AT Z M P M N ETHERE 1. SR,
FE v TPM T T304 S50, 1T e 52 318 B
PR S, SEREEAL. Tk, PRE
MR T A H 2% 2R (W TEE) $#2 7 v TP M)
B tE, DR Hypervisor BB ARMKRR, $2 5%
LB RE 0020,

MHT, TPMAEZ A2 88 h K 5 %0 AF
., TEMNATFAETE. & NE. 2483
EREIF B S et . £ B =it A
B SEMEE T, TPMAIENRGHEAER, e
RS G, HRMt e e i S % g H
EThae. ww, fENEZEEKRF, TPMAHT
W& G NER S EAEE, JFrgs & XS
TAGATHLS], B 25158 Tk H R R % &P
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Re A2, oAk, TPMIE R N T A%t 580
R, RS & AR L BRI RS,
MHETH P R TH 5 R k2 A e 2324
2.2 RISC-V

RISC-V & —FpIF Y5 RS ] 15 & SR 484, A
HAFERE . AR B Th . ST L L B R AT g
e, BT T AR A2 8E . H2010
SE RN R AR TR R RO AR AR, RISC-V
O M e ) I 0 DR 2B R e R B A A BRI g I
O SR, fE2ANBUEEE T REIRE. RISC-V
%O B R Rt — A R B s i 2t s 2 46,
s ATy R SRR R S AL TR R . 1X
PSRN AR 1AL TS BF 90 38 RN K 2 B8 R 4R . FH 75
K, Wit@ER FEATTE. RAXRR. mHERET
HEN T BRI & AL ER 2% . R, FFIS
FEMERRAR T HARMENT TR, ¥Rk T REAH, B
TR A2 Ty s 8 (2222600 T ) 4 B DY) RO AR T R 8 1271
TEEP DL K 22 4= P 3 530 PS5 45U (1 BF 705 S e
2.3 PMP#H1#l

PMP ZRISC-VERA LA FRAL (1) — Fh ) 22 9 47
BB AL, B SOV MLAR A () B0 4% AR AN A
AN AT R BLUR o B ANRISC-VAEAF 28 24T
H—HPMP%H, B 24> W A7 XS bk |
KNI . PMPEEAFEHR R T4 : pmpaddr
Mpmpcfg. pmpaddr@ 17 a5 FH T B0 B 47 2 1 bk (1)
R B 5, TipmpcfgdF 47 %5 W A T 4% i ik VT e
BEAFBR . RISC-VF &l 14t 162HPMP2% H,
PRl It f % ] DAB 164 B B X 8. itk Ak, RISC-V
EAPMP B TR B RIKPMPZER 5
(4% H e e Bm 25 s bk 3 AR

3 REBRK

3.1 Wit B#r

(1) Zat: RITPMFZRIETPM dr 4 134T
AN ZREBCFRAT TGN, IF HHIES RMEFH S
AR SIZBIRY, REFILE M, SEREE AR

(2) m%tE: RETPMAI A CPUR O $ AT
TPMdr 4, H&EENHATIERE. RITPMH 5 A
{1 22 A AL R RF 5 /N (R 5 PRAIEAS 2 X5 TP M
A AT PEREIE K [ RE IR .

(3) SEAME: RETPMRBAUKIRISC-VF & 1)
B 22 A LA TR A B MAURR 1 1 22 29 e LA KAk
RETPMASEFRAT M
3.2 ZRAHLA

EIE/R T RITPMIS RSN . 2280 324
FEREAT JZ R AT R o WA 2 B R A L FFPMPHL

HIFIRISC-V CPU#. 164k, RFTPMIg{THISoCF
B T Z ML % N AF (Flash) 8{BootROM, LAfEf#IT-
PMIIE G K 1% £ (Non-Volatile Random Access
Memory, NVRAM) . eFuse (Electronic Fuse)s&
— PR MR AR AR, AT RUN R TR AR
HEEH . RETPMA] LA T I #EeFuse 1 [#]
TRIIAR 3 2h 25 SR IR A SETPMAH R 24, i
NVRAMKIINE %4 . eFuse NATE A, W0 -F
B A FreFuse, REFTPM S K5l i PUF #4) AR %
Ho A ERAERISC-VIFRRALH I 53 Fy 3R
P, W H SRR, TPMMH &
TSSEMFZAT T fTPMIKBIE N AZ AR
Pugtr FIREHE mTPMIUIZ {7 FHLgsmt,
A BB R

FERITPM & %, fTPMAE N TAE, FEi
FERMETPMAS . (TPMEREZ AL, #%EIh
BE T LA 43 A Th e AL . 22 A AR R4 11 Kb A%
o DhREMEEFETPMar AT 5 %, HEH
i, M5 ¥EMPCR (Platform Configuration
Register) 55 . 22 A 5H I 60,45 B 25 AT RS HRORT B 4
WIERE R . B8 B AT HHR H 2 A5 1 & M PMP 5k
BITPMAAFRRE, FERHFlashiIMMIOEE L, M
T DR TP ML) 7 25 280008 A 30 26 Hde i) &= T B 47
O BRAFEECALL (Environment Call) &b EE AR
HLAISPI (Serial Peripheral Interface) 3Kzt .
ECALL &L B HL @ AT TP My 4 K Ho i h A %
AbBRER G, 1 SPISR B A CR f TP M AE % 135 BUR1 'S
AFlash, DMRAFEFIRETPMANVRAME .

FERFTPMA, — 2 TPM i 4 [ 8 4A 4b ¥ i
wrrs

(1) TPMPH MR35 B 75 Th et ETPMAin 2
HENfE NI BE)S, KiERAERITPM
K3 .

I [ Tsstft |——] TPME | g};g
BAE RGN

B
O I
o

i
2

[ | [ wfegs | [ &% | [ rrpMsEs) |

[l

ITPM
1 Gyt H #piim H PCR [ ECALLA | L
| Wargdr | sl % | spih M s b J

s I L

[ PMP | [eFuse/PUF| [ NVRAM (Wff) | |BEfHZE

[ 1 RITPM &S 4244
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i AT

(2) ITPMERS R B i & J5, AT YR
AR . T TPMZ LN, fTPMIRZ)2:
MR L AT TPMAPIRES FIR R R K 4. RITPM
AT RARES, IKBh BT sbi_ecall¥ K iZTPM

AP
ﬂﬂé\o

(3) fTPMH HECALLAL B BLER B 315 3K Ji5
S TPMAr & T EMI WA AR K . 2 )5, fT-
PM& X TPMan & AT 2 &2, T TPMAr 4
Hobs LR IR AN AL FR BTG X T 75 B AL AT
ka4 (AR AZH . BEGAES), fTPM
S EE N e i SR TR ZENVRAM.,.

(4) EMAA I, fTPMEHATLE BTG A
TREMNFT, B ZNAIRERESHR, FEEHAT
WAL ETPMER SN . fTP MUK &) f 28 23 3% [0] 5
TPMMHH, S 24T
3.3 BEpMER

ERfTPMAH, EEERFRZATEN, K
A LR R R RS T, BIECPURA
FE. WAEEMG&EHZEEE. BIERISC-V#
e, BRI LA IR, RIEPMPHL
HIREE AL O S5 e AL TE R Ged . Bhah, 1UE
EBATENL 2 FIIETPM, R TP MK 52
B IR -

FHEEERNE, WESGE, W s Yk,
Rowhammer X o FlBE A AT AS7E A SR8 H
Mo RERITPMETE L NI RE 2247, DA
B A — K0 BRI S B e, (HAHZ A SR
A RN EERE, HirthRMAHEE, WT
R, BN TE, L2547 4%
Hilas, RIATBIH

4 BAGgt

4.1 AERESNVRAMZ £
TPMAERNTFEMAER, LA S ZaEEEX

HIL, N TR &R, TPMAZIR
WEB AT N A AR R i e 4t . BRIk 4h,
IR TPMERSREAMEEIR M 2 2 EFIFE L, TPM
WA AE T TPMP 2 A H 8 4 DL & — 5 5h 45
Gy KRR dE, Blans T ) — i AR &1
HMAC (Hash-based Message Authentication
Code). Il THEE 5 . T TPMFIRE AN F A S
FEENVRAMY, W#FFAEMRNHH——EK
(Endorsement Key), KAMERHAUE . NVAE#TT
A% . SHETPMAF) LR R R A7 1247 AR Y
AR DL ENVRAM A IR AN F, fTPMAE NI
PEEASRITPM, D215 18 ENLIL (5. 78
EFE LR, AT ST SR A B X TPM A
PR s DL S B AS R A B I A2 —

NfERIZEE, RETPMIFER % & 7 SHTPM3)
SEHEAFESEIE AT . WE2FTR, RFTPMA
FH 3T PMP 58 i T TPM N A7 5 B 3, @it
Wit 3T 254 FIDRAM PUFAMIFlash815E Hl i k
PR NVRAMH I FR S EE o
4.1.1 EFPMPHIRNFEEIERIF

N T ARUEfTPMIE AT I AE I e 4, o
7 — MR T PMP R N AAEAREB HLE] . fTPM)S
B 29N 2047 F0x80000000 % 080200000
2MBHiE S 0] . 41K & LR 1641 PMP 2 47 4%
MIZECTPM B ZN, RETPM2: i 4l B f AR (1)
PMP# 4%, Blpmpaddrl5Mpmpcfgls, PAITIF
BAYHNGFIRR . 25, fTPM2EE i EN
FR Y PMP % 17 #8 pmpaddrOf pmpcfg0, M 5% A
FTPMFTTER A7 X 3k, AR IR R B E R G0 I
dio &bl FEE, FPURIERGTIEY M TPM
FTEE I N A4S 8], T ETPM AT LA BEG 5 N1 &
GEFTE B N AR RS 1) o X R C B A ARIE T N AF
A, B TTPMATPMar & K4 HE ., £
FIOPMPIF & F, RITPMA] LA FHIOPMPHL

PMPHFRAC &

PMP,
4 H rwx=000
= : TWX
BN PMP i [Jrwx=111
2 -2 ;
= e
& | PMP,,
A2 ,
fTPM 8
MMIO W
MMio N\ ... Wi} L EV PO wEnE
[F URAE [

NVRAM ([447)

K 2 RITPM A 77 5 i A il i
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HRBIDMA X &7, MTTE— B FHTPM AN 71
B 1
4.1.2 ETZRIPHDRAM PUFFFlashéiEH

NVRAMHBUERGP

£ — I FTEEMITPM T ikt g, 5 A
FAE AT (5 =MLk I ETPMAE 5 2k M 5088 (47 4%
B ER T A B g 2k, LLIMRPMB. X
B RAME R T RimtE, Ak T AN 2 4R
Ko fERFTPMAF, AR T 2R3 LG R R
PR EE e a . BASEURRR T IRIENLE P
Ab, I T EARE s M AU A

XTFHLEMER R, W 6% HeFuse, RFTPM
YRR T ZHEPHDRAM PUF KM 2 4%
B, FERENE FE T Z AR S B IR A N 2 2 B SR S
fTPMNVRAM N2 . DRAM PUFHIH T 1514
DRAMMB = A R R B . et —2e 7750, tdn
N E R S HAT LS S DRAMM — S oK IA
SE1ECER0. FVRIMA T Z ML, Hk, %
BOE SR BUZ AR I DRAM N 7728/ NP UF I #4
BNAX. ATHEEHNREE, BEilEdxE
B DRAMF FIY R N, R 48 2 A~ 15 i 45
KRGt AR . BRNE, ST
DS ORRE— 3 (WK TV M BIAE) , A 4
INARREN, FERTAERRENEZS, BilEL

B3 1 EFF{R4 DRAM PUF W44 R EE

BN ZRPH DRAM Xik; #HEiik$repeat count; HLfaE
4 1) % B threshold
it AR E % HKey

1 Key < @

2 response_set <~ &

3 for i in range(0, repeat count):

4 response <~ &

5 WHAZARY DRAM J4& “0” Hi& “17
6 EEUZARY DRAM RAFFICTHN response
7  response_set.add(response)

8 end for

9 bit_statistics < Ziilf/MTE response_set H12 “17 [F4i%
10 for idx in bit_statistics:

11 if bit_statistics[idx] > threshold:

12 Key.add(1)

13 else:

14 Key.add(0)

15 end if

16 end for
17 return Key

BLECRA AR 2 R AT, Bk RE U8 MUDR A M B A 2
U B RS R A, IR — A i &=
5 o

BRI BAE T R F AN 2 A i, [H)
i) BT PUF BRI (9 N AP 3802 52 BR S 1), ReBOR
i ToiF R I A ) N AR T A O, PRE T
FHA M A, A, w2 AN ST S
b, SykRew It s A R, H R
MR SEME AT 22 At . Bk T DO i — 20 5] N
FEHL. W EhEE 5 A RS A SRS s e AT T F

JUE N B AR B TPM N VRAM BB 1,
H a0 RAFBURAE R A REHE 15 H| Flash i {4, {757 B8
R, BIREEE I e B A v, B
FR Bt . T fRRX — ) 8, AR TPMPi#E
— DRI T &5 Flash 8 E HLI LA B 13X F a1
Wikio fEfTPMUE SIS REF, REGSFIHPMPH E
NVRAMFT £ F ) Flash FIMMIO M hE 25 (8], AT
FI R LB 6 % Flash 07 M AR o 38 ix Fh
F, ZFlash R ] LR TP MG 9 110 TS24k AE il 5
IHAE RG], AT ORAIE 56 % 14 R0 T 6 12 o
4.2 ETEREET RNAERE

A5 B R TPMEIZ O L2 ThRE . fEMFTPM
H, TPMERGH GBI 2. Fit,
BIOSTH] LLE #EBootLoader (BL), 44 & w45 iH
STPMIRHE Y RIEEIET R BIPCRY. )5, BL
W m] DA AR R AR AR 2 B A%, TR &
— A SERMETEE. XL REF, TPMIENE
(SR, (76 T )3 shak A i e

AR, W LUR B TPMAE AR S AR
TEH R AN BRI A R B IR,
ANREM B BN, —RTPMEGEEAERG RS2
AU D& T 2RAs, NI RE 96 2 )3 shid f2
PIPCRY JEWE R X TH—"5%M, RFTPMALL
I BT & TR FINVRAMAR LSS, 1
ST AN PRAR, A S R ILRITPMAT SR At LU 2 .
X2 BN TPMAE A A — 5y, HB R AETE
EMBEBLM—MBBLZ JG. XHS 8N — B
BLAHTWE A R IRAER, fTPMM AR, KT
i L TP IPCRY RS R .

R T RJGZI B, ARSCAERITPMA T 74
THEIREEY RS A SLE] . E3FTR,
RETPMII & 4t )3 3B B 43 56 0F 5 20 A BE & 5
A B TERAEE S B, S5 TPM—FE,
B EM BBLH G s IS E N E S BT
RETPM [A)FE R F — B B8 sh AR A4 XT 5 — B Bt
M Ja AT . SR, SR TPMASF 1)
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(BootROM) » (U-Boot SPL) > (fTPM) > Proper > =
I N — I PO — s T— |

[ Imusssst [ ] weerssia

-->nE —> B

BERRTE > IERJE R

3 ET IR LY AR {E R )

52, RETPMZELR AT — B BS S AR I B = {E 2
BFFA TR e 2 B Bk 2 5 — B B, A2
MAY B TPMMIPCRY . M1 TEKE R s H
Bt, fTPMMAES, K G —M BOR sh#Fr
& B AE SRR ) JE BRI B G — B B, i
JE R B BUG, fTPM2K HT 7 M B A% i ok 1
HEY B HPCRY ., @iiXF R, BEIRRTPM
IFTPM 3 shA X SR TPMA BT A FE, B RS
FESHEFTPM — 2T {5 8 shThfg

4.3 BTSRRI SHIEE

R TPM A, TPM i £ 8 5 8 i [F & 1
MMIOEPIO#: AT IEAE « fESATTPMar 21/,
BHE T B A B NZESRIs) T, FEN
¥ A UR BN A% 33 B A TP M. X R 22 V% DL i $ s
4 77 T BT P M {5 2R M 8K . 5 UEAH
kb, fTPMAEANBMAESRITPM, ANRITH4HHE
fEMLH AL T AT BE .

SR, NETPMBETHHT @3 AL [F AL T I
AV RIVERE TP . AEVERE T, AN e
R L] ] 38 G A 0 B R 4 DL, — AN O ]
M, AR AR T T, IR T A A S5 R AT B
TOCTOU (time-of-check-to-time-of-use)&fi. i1,
TPMfi 4 FIALH @ & E et T e e fy, fE%
EREEEEASPATE S S, EFTPMAENT
A, S MZOTTRE B SEM X H a4 .
X R 2 Al A TP M A A 1) 22 446 2 i i {E A5 4Rk
BBRELENKZ T

RNT AR, B, ERFTPMA, At
TR T B SRR A T RGBS LS, B TR
B R TP M iy 2 FHEUHE A5 B 1) 22 A PE RN i R o 1%
BASARAZH TTA] LA T SEEBTPMM A . fTPM3K
B 5 TPMEEf: 2 8] (1) 45 DU e A& 4. AR, 1@
HEEPRACE, 7T ARSI 2t B
WIS, EFTPMERSIINEET, &2 BigAHRN 1Y)
BN TUE N SRR H T, FERFTPMEM .
L P ETPMMHBETPMa &K, 2 HfTPM
UKEN HE W AE, DK B A AR TR B H P A
TPMRE b HEZS (A . ZEFTPMARATI, ‘&4 F)
FAPMP ¢ 1 3 2B PR TTHIARLER , - AT B 1 R A 5

TERGESIH A EEE . JTPM AT 23T 5E TR
EIfTPMERENZ /T, RS2 FR T ShaS R 5L 1AL
PR, DAME EJETPMR A AT PLIR I TP M AT 45 54
4.4 RERTE

TPMPI B E 2 Fh e b R A EE R
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Abstract:

Objective The Trusted Platform Module (TPM) is a critical technology in modern secure computing systems,

providing hardware-based key management, trusted boot, and remote attestation to safeguard sensitive
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operations in embedded and cloud environments. However, current RISC-V platforms lack native TPM
support, presenting a security challenge as these systems are increasingly deployed in diverse application
scenarios. To address this limitation, RFTPM—a firmware-based TPM (fTPM) architecture—has been
developed to deliver the same security functionality as conventional hardware TPMs without requiring
additional hardware components or specialized security extensions. This solution provides an immediate, cost-
effective means to secure RISC-V systems while contributing to the advancement of trusted computing on
emerging processor architectures.

Methods The development of RfTPM incorporates several innovative techniques to overcome the challenges of
implementing TPM functionalities in firmware. The design utilizes the RISC-V Physical Memory Protection
(PMP) mechanism to enforce strict memory isolation, ensuring that fTPM code and data are inaccessible to
unauthorized processes. A novel static data protection strategy is introduced, combining a DRAM-based
Physically Unclonable Function (PUF) with Flash locking to secure the generation and storage of cryptographic
root keys, preventing rollback attacks on persistent fTPM data. To secure the boot process, RfTPM employs a
delay measurement extension mechanism, which divides the boot sequence into two phases: a verification phase
where each boot stage is measured and authenticated before control is transferred, and a subsequent
measurement phase that continuously validates system integrity according to TPM standards. The architecture
also features a dynamic permission exchange page, enabling zero-copy communication across different privilege
levels by dynamically configuring PMP permissions, reducing data transfer overhead. Additionally, a fine-
grained secure clock is established using the native RISC-V hardware timer to counter timing-based attacks.
The solution is prototyped as a secure extension module within OpenSBI, integrated with a dedicated kernel
driver and an adapted TPM Software Stack (TSS), and evaluated on a Genesys2 FPGA board simulating a
Rocket Core running Linux.

Results and Discussions Comprehensive experimental evaluations demonstrate that RfTPM meets stringent
security requirements while offering significant performance benefits over both traditional hardware TPMs and
conventional software TPM implementations. In a benchmark involving 2048-bit RSA key generation (Fig. 4),
the hardware TPM required approximately 17.28 seconds to complete the operation, whereas the RfTPM
implementation achieved the same task in just 2.18 seconds, representing a 7 times improvement. Further tests
evaluating sealing, unsealing, signing, and verification commands (Fig. 5) reveal performance enhancements
ranging from 3.7% to 8.2%, primarily due to the efficiency of the zero-copy communication mechanism.
Additional evaluations of cryptographic operations show that RfTPM improved RSA encryption and decryption
by 8.2% and 8.0%, respectively, and AES encryption and decryption by 9.1% and 9.2% (Fig. 6). Although the
NVRAM startup process in RfTPM incurs minor overhead—measured at 5.28 milliseconds compared to 0.9
milliseconds for conventional software TPMs—this delay is negligible, as NVRAM initialization occurs only
once during system boot and does not impact overall runtime performance. Memory footprint analysis further
reveals that while conventional software TPMs may consume approximately 1 536 kB of physical memory, the
combined footprint of the fTPM and OpenSBI firmware in RfTPM is only 956 kB, which can be reduced to
808 kB through compiler optimizations. These results collectively confirm that RfTPM not only provides robust
defense against various security threats, including TOCTOU and rollback attacks, but also enhances
operational efficiency, making it an optimal solution for secure computing on RISC-V platforms.

Conclusions In summary, RfTPM represents the first comprehensive firmware-based TPM architecture
specifically tailored for RISC-V platforms, effectively addressing critical challenges such as secure execution,
trusted boot integrity, efficient inter-layer communication, and precise timekeeping without incurring additional
hardware costs. By integrating advanced techniques—including PMP-based memory isolation, DRAM PUF-
enhanced static data protection, a dual-phase boot process with delay measurement extension, dynamic
permission exchange for zero-copy communication, and a hardware-based secure clock—R{TPM delivers robust
security functionality that matches or exceeds that of traditional hardware TPMs. Experimental results confirm
that RfTPM upholds rigorous security standards while offering substantial performance and resource utilization
advantages over both hardware TPMs and existing software TPMs. The open-sourcing of core components
further fosters community collaboration and provides a platform for future research focused on refining trusted
computing solutions for emerging architectures like RISC-V. Future work may explore additional hardware
optimizations, such as native AES instruction support, and further enhancements to file system performance to
increase the efficiency and robustness of fTPM implementations.

Key words: Trusted Platform Module (TPM); Firmware Trusted Platform Module (fTPM); RISC-V; Secure
Boot
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