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TR R AR RI m A Pvalue S3 AT MEAS B AN R P-valuer, i P-valuer >0.0001
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Figure 1 The equivalent generator with the continuous chaotic maps

R£1 54 [33 34 1000 1000] MKLEBFFIFITRELER
Table 1 The test results for the generator with the parameters [33 34 1000 1000]

Test name Proportion P-valuer
Frequency 0.9900 0.275709
Block-Frequency 0.9300* 0.000818
Runs 0.6100* 0.000000*
Longest-Run 0.0000* 0.000000*

“x” denotes that the sequence has failed the corresponding test.
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XA # P AENLBLEAT T (AR 0 BT AN JURAIE, 45 RARWT, ZBENLELR R A AT — R
HUBIA A 55 85 B0, 7R3 ATk e g9 25 1 AR LRI R EA_E, AT T 38 51X 28 59 85 B I kst Uy v

R G TRHAEHSECR, N NIST A5 T HR A A LU P SIREAT Ge T R 5 1
G, RPBRAT * DR PR AN Bl I i e R 6. 2 P IR R AL 28 S B 2 R AR SR R AT
GO IRSE U0 [P P, X,(0) Xo(0)] =033 34 1000 1000] , * N KESHPIS L
pL~pe & 1T x 1070 WLUE S, 7ER 1 6N MEASECT, FPa k2 feid i fsch 7 Sk s A 50 41,
b =T S ABANRE AL, 1M LA S8 T (A SO (R B R BER A A 22 R, AR, & 1 MNP S
UL R AR — 9559,

FAVEF RS 1 48 IR A B S S HU AL, NFR I Lo HTix A 592590 A R K. & 1 vh, k2
WELBHSHON p1~ p2 ~ 25 ~ 7.7 x 1070, BUHEIL T 0. 1ZSHCT 53 B MM bRk ik %
Wi, bruEk WU SR A AKX (7) 4

{ 2 x(k), 0 < z(k) < 0.5;
w(k+1) = frent(2(k)) = (7)
2. (1—=(k)), 0.5<ax(k)<1.
1% 59 % SIS 73 BN WU B TRk B, oA T BRI 0 BT O 5 {5, JA Tt A A ek
SRR R A A e AR o (3 03 BUER MRS, SReoxd 59 85 BH K 7 A LB EA T 3BT

TERAFEGAA | ¥ ke N 2 AN WU TRPRZS 235000 21 (k), 2o(k), i R A BINE 5

133 y(k) = z1(k) + z2(k) mod 1. HJ& k + 1 IZIHMKZEPIS RS 21(k + 1), z2(k + 1), HA
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(7). k+ 1 I A S nia 4 15 51

z1(k) + x2(k)) mod 1, 0 < z1(k),z2(k) < 0.5

14+ z1(k) —x2(k)) mod 1, 0< z1(k) <0.5,0.5 < za(k) < 1;
0.5
0.5

2-(
2-(
y(k+1) =
2 (14 29(k) — z1(k)) mod 1,
2-(

k
(8)
k < &C1(/€) <1,0< :172(/{) < 0.05;
1 — (z1k) + 22(k)) mod 1, < x1(k), e (k) < 1.
]
J(k 1) = { 2-y(k) mod 1, 0 < z1(k), x2(k) < 0.5; (©)
2-(2—y(k)) mod 1, 0.5 < z1(k),z2(k) < 1.

B8 y (k) 10— HEHIER T y(k) = 0.0FbY -0k, y(k-+1) B9 HERIRORA y (k1) = 066710 bt
M xy (k) R zo(k) [FJET [0,0.5) 5 [0.5,1) XTAES, A4 A= (9), W

k .
biJr1 :l)f_~_1,0<2<n—27

0 < 2y (k), 22(k) < 0.5 (10)
bk:Jrl =0
n—1 ’
Vit =0k L 0<i<],
P =k T<i<n—2, A 05 < (k) za(k) <1 (11)
bEtl — o,

n—1 =

o, 10 y(k) = 00508 -+ bF i fa—NIUEY 1 B HCRFROAE, B of = 1,0F = 0,1 <i<n—1.

XA RS AR BIAHARIN Z g (k) A1 y(k +1) FISRR G, BN uRE P 21 BERLIE R
th, BFFEHGERARMEN T KAESNENTERAL (6) 4, B 2 AWHEH T RKAERE
R A5 B LERs e A v B y(k), y(k+1), ..., y(k +t) R RAEBEBINEE 2 o Rz
M BIMES: ¢ + 1 AN, S(k), S(k+1),...,S(k +1t) R NERR BB LLEE 7. R AKX
t+ 1 AT B LURR P 720 5 B — i A 21 T B & I R Py S,

1 2 P, R A S (10), (11) 25 15007, AEBZMLERE 41 S HoAH 21 H) il
ICHE IS EEARR e S (k) A S(k + 1) FAT R AR O Y By B o (R DR 20 B AR B0 A2 B 0 AH 25 5%
R, B R HANCR. I, B BILLRE 21 S WARERENLIEIRZE 1. HniEea1 S 5
gy Ia, RERS ARG M PO T R — Bl K EE R P41, X AR B BRE T e R AEZHES S HSE py H
pe WUEEZIE T 0 W, AN R AR I P 91 e A 7 FER A (1) S AT

FRATVSE B v SR A A R HH P S0 BRAS 3 B 5 SRIEAT T 30E. AeTt R, BOR ARSI B U H 2
N [P P, X1(0) X,(0)] =1[33 34 1000 1000] , MMNHIELBEHSEN p1 =~ p = 35 ~
7.7 x 1070, WUEHEAL T 0, X IE A BIR /A e S D0, AT I, B2 AHAR B LU e 41 FLAT (R A7
AHAE B AL B AN OG R XA SR 45 R, SR A A2 4 FURE e 21 1R DR IBE G 2 R BRI 40 A7 45 A —
B, R A AT P AR AR S 73 BAT AR A G E, 1K A% S 40N P4 A Rl B LY E G TR e
1 Js A

DAL, FRATER R o3 ATT TR AEBRIE L S H py N po FET 0 I, P AL ke e 41k AR IR AE
HIE . BE 22 O BEALIE et R S0 S 00 3 WY, 2 R A SR BB LL B IS AL py M py [RIINGIE 5, 1 BR & I,
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Figure 2 The bit extraction scheme adopted in the generator

RAZRIT e HA 23 R AR AR AL, RIS BB A BRAR G M d i BE AL e VA 56, S5 4h, 4 py M
po LT S, (m > 3) W, JPFIRA S AN FREEE R, X8, X—REHSH ST RAERT
— KK,

N TR RS R L 592 E], AT DAAME X RS (FOXAE, — TS RGN % P13 AR
/N, BEAR R G 2 A 53 A RS DX L 55 2 H AR 2 A 45 STVE Y FH A RAME. 55— AR R It
BER AR EAE S, AR R G X RS HON P 9 B 8. R ) o b, BATE B, ik
A 2 R M TR PP 91 [ 7 T b X 22 A LU, T AH&TS 9 R 1) LU AR s R AT B IR AH OGPk, 3Kt
e LA PP A BB AL 5 22 0 iR R Ay T A BV PR — BB, AT AT LAk D> — VR I EE AR R B . 1
—YOELLHNE LR R KRR L, 78 L BORFEME AN, JoAT 0 B8 15000 Be e VWU 7= A 1 LU AR 17 41
BT THEHUPEGE VRS, S50, 1 L > 1B, fE3E S50 (24 P BUEAR /N, B =4
(R BRI ATISR IR 22, ASBEIE f SR TR a6 DRI, AT TR SRR 1 — R R 22 AN AR S5O L — A
LURE. 7E B RO BEURT IR AL 250 X (0) = 1000, P = 33 F, X1 k I ZIREME X (k) = bfbl - bk,
FATHEL X (k) HEE A E AN bF e € [0,n0 — 1] AU FER I E R F 3047 T BENLIERY 5.
X SH r = 16, S EASE ™ I P A HAT B I REA L, S 5005 1) 59 25 S S804 FEAG R Sedk 3
LI 595 H.

3.2.2 FHIHIEEHASEE =R 55 %

X5y, FAMTREGE A P A BB S VA BT A 8 17 90 1 JELSUIR 00, W7 A A 8 7 A R
WP H0 059 2 1 240, JE4e Hhlk S22 99 2 H I ek vk, B 0oY B M WIUSHAR v RE T B JA 1 e 42
FE [ 58 A, X MRV R A IR 22 A OV, SR X — 1), JEUR A AT A B O 1 4 R AT
B0 LA SR 07 50 i . XA — e R G T R A RPERE. AR, TR B 7 R
2 5SS S P A B OV A ELA R 1) R, T EL T BE LG S HORIAIA, B SO 30
TE AR P Rl B O [ 5 0, X (AR A R A A 25 5 TG B R 1 JE 0. e, e S A 1) 2
BORB AL B T R A28 1 99 35 8.

(1) 5 B A o 5TE 155 26 4.

SE IV R A A B B A T RS R I . AR (2) T (B BLER TEWUE b & X (K +
1) = X(k), I HAEARERA X P RBEIES (2], #l A S8 B Bek EWUN il BE174E 3 NN
0 HIEE 1 Xpio1 = geiips Xpins = Bl R Xjig = Zonrs. BYHUZ BRERMEMLGT 150X
3 ANSE RSO HEE 1 19 B, AR VT R AL P RO P [ 5 . B, Y BSOS S0 POk
34 I, WTLMGBIPRANE E 5 X pipn = 68, Xpipo = 2 863 311 523. >4 P MR 33 I, W LAfG2]—A
[ m: X = 66. UL, EBEUEHSECN [P P, X1(0) X2(0)] = (33 34 66 68] S&
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(33 34 66 2863311523] I, A48 HBEH &4 — AN e (M ELRR A IXFEIAS S 3080 L R A2 28 11
[i] 7 e 55 8. SR, X TR E ST R B S Py A Py, HBTT REATAER G f 55 % 8. IX R 55 %4
(T B v DAL ATt AT 2], Jioh, A — R R s 99580, B T ENL e R n A IR
FERE, R, FEXEL 5 BRER PR S5 p = L I, AN IRWIE W], Je 28 (IR AR 45 AL AT s e sl o231,
XEWE R EREHSE (P, p)=[230 230] I, TGil X:1(0) Al Xo(0) HUAELIT, HEA KA AR
A SR E] 0. DAL [E e AU5Y A T LATISE VRS 2 1, BRI, AT DI B S B A T
AT A JRRF el ] LA 3 G 2 i 52 55 2.

(2) J7 51 H B AT 1 55 25 4H.

Bk i 7 s Ah, AL S B2k M SR IR AR TT BB B B 24 Y i)t BRAEAS o) B #5452 R A —
AR 1 JE YD J R 5 A TN HE DS (1)) 4, 7 RS e B A I 2 A B B, FRATI T T
AT (2) P BT BE AR sy SR R R RS, sk 2 . 3R 2 v, JRATTRE A LR B 2 7 Bk
SIS BORIAE, 5 R PE RN T e KB S50 RG], nTEUE B, KAH 40% % HH S
H oA A3 BRI I BE N T 10°, RARAS R T S BSOS 45 BN 0 Jpa sk e A, i
FERA S 16% M HSEI R A 85 I A5 B 21 /N 1010, X R — AN B K BE R AN RE i 2
I 22 H0n # N 7 R i) 11

T LA P 27— A 8 Pl 25 B AT L PRI 3 g 2 B AL PR R AR AE 38 M R BT L SR VT A
50Tt BE O e A A B, Bt TT DU B B AT 8 A 56 S AT 1) 1 e IR 3. A AN R W 2 5
AT T, & 3 4 T RAS = AFIN G gs 1. ot S50y

[Pl P, X1(0) X,(0)] =[839032169 1049817325 2039465734 3987648544],

I I AN B S PRV SIS 21 100, Y9 8k, BRI o 28 2% R FH R et s i B Ak ik, X T HE
B3 FE 31 A o 2 SR S A B0 45 SR A SRR 5. 36 3 4 gt i 4t R 0, e i BE AL AR 22, 4 370
SR A el A TSI T AR A R .

R LA B, J5UR AR 2 (0 TR B A b 2 Nz B ) 7 A R OIS A A I ) .
AT O R A R IR, R AR A [ R R R 1) A1) 2 I S TR A1, X R T VR e A CRAIE
e BAF R P HI SN A B gk, AT R R AR A A T 3E— 0 i ek R PR R A AR A X
BRI A TS, SO 5 R A 3 FoR. VR, B R AR B HARH T oo 5 07
5, RVREAME AN R (v, ZHERIROR 2R 16 ANEoky) Ui e s, o ebER A R AR s A
X (12) iR, 2(0) € [1, M — 1] AR R R AERPYIEHIRE, A = 16807, M = 231 — 1. LPEFRK
A28 A BE LB A IR A e vE 260 3 HB A SRR IR E M- 1.

Zm+1)=A-Z(m)mod M, m=0,1,2,.... (12)
FEIE] 3 oh, RV R AR A R AR AE AR I 200 B R TR AN BEAT 26—k P ah, LURIEAEER A IRIAAIAED
— X, PeshriEm AR (13) Pz,
Y (k) = X(k), k#mA,m=0,1,2,...;
Y(k) = (X(k)+ Z(m)) mod 2™, k=mA,m=0,1,2,....

(13)

FEXFRB 70, P LAUE B R AR 38 B 2 (W i e 91 R T (M — 1) - ARSL i, B A = 500, W)
IR M- A = (231 —2) - 500 ~ 1012, IXEF R ARSI A TRORIINGE. /22450 P = 33,
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Table 2 Typical values of the period length of the discretized chaotic map

Period length Less than 103 Less than 104 Less than 10°

Percentage of keys 0.006 0.5 40

* 3 RERHSHTRERFINFIHEELER

Table 3 The test results for a short period sequence produced by the generator

Test name Proportion P-valuer
Frequency 1.0000 0.000000%*
Block-Frequency 1.0000 0.000000*
Runs 0.0000* 0.000000*
Longest-Run 0.0000* 0.000000*

“x” denotes that the sequence has failed the corresponding test.

X0 P : : Y(k) S
—_— The d1§cret1zed > Extract one bit ———
chaotic maps

4

Perturbing algorithm

Z(0)
LCG

3 SRR EREM LLR A 2R

Figure 3 The improved chaotic sequence generator

Xo = 1000, A = 500, Zo = 3 A1 T, AT Sk Ja (PP T T gevh k. 4R80T, e it Bl
PUARR A A A A R AT K IR (R I, 8 BAT 3L (R D BE LA L.

4 IRMILE RS AR HE X RBI S TITIE

ARSCHR T ™M R BEA LI SE VA 56 23 B TR 5 5 s I R ik, 3R AR F 50— TR
W ARGRHAT T 9% I, F5L b, O L8 TR IE LRy 7 20 I GETHRe PR AT TR, AT
SEANSCHITFEREA T 0 M LA, BE— 2B R IB A SRS /RS BAR, SETRHE B IS 1 1 EATWHIT, KA
PRI TR 30 TR AE TRV ERy e 1) B A .

XPIRTE R S BOIRAS B TE 2 A v LS B LU P81, HAT, O T IX RIRTE LU 751 e e vk
(K BRI LR AT 2k 7300 SR, IR e IR e SRR I 3 A Vv (R4 2 AN A BRI X S R
FURRIFEAS SE s A P TR 2R 48 100 3 D P MANAR 8 B By Py B RO AR S MEREA T AR 0 A 0 HoAT S A
XRRIE A3k D TR S, SCIR [27] dm L4 T SRS IR Al —BERI R AU 78 A A B, AE
LRASCE (28] T, AR G TR TAE, RGN TR R G R B R ] KR RIAAL R 93 At
FEHII T2, JF HANET o0 T X P SR 2 i 1 CDMA 85 RPNV . 2k, SCik [29] 33—
AAERE EATST TSR R P S I R Se v A k. R, i i PEAN AN AR 8 RS T 98 2R Ee oy 3 81U A
SRR PEARFER, T TR 28 e S B R e SR A 2805 7 1T RESE I AR S8 X BB, Bl ) SCHR [30] 1K
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AT TR, BARCL ERFAE RS Eay thy 17 E RAFRe v (LE W [/ 3 A) Leke e 21 1053,
EU2, B O FEE AT B T, X LE PSR SRS A IR B v I A AE O (280, J PR T
G, RSSO I B LU e S AR SR, T A 27 B 22 e e BT S AR R R, B
WAL A SR BE AR, ARAH G FUR B FEAR R, JLIR, IR AL BRI T AT 0 BILAE Y S
HORTEAR S, (A2 BN O M RIE R GUIRE T EEOR M € sl 7 milos. B, Biig B RAT Ry
PERIRP AR AT e A B E AR AL (2324 B K], Bernoulli B2 A7 MRS FE R L8 0 R 1 45
MR I BLIRSL ] 23 A3 e 4, B R T SN FRORS BE (e, i b e AR AR LN TR] Je it 2 28 42 0. 53
b, A T2 PRIER IR T2 LRy e B AE TR Ve e v (R ST, L e S0 28 49 R VR 3 e o
AR, FE T B B AR AN T 78 23R R I ) 25 B e 255

ERELE AT AN, A Gt A S TR AT DA o A e S BEA LR . 3 T g A i A i FIPS
140-2 ZEiH K . NIST K E/FA1 DIEHARD RAVKIAEAE. 7ERIEIBENLF AT, XLk
BT HROCLMERIIR) Z M B3l ek, Xee T B A FF R b A TR v 85 5 7 AR ¥ D BE LT
41 BL8A016.18] (R N H RIS DU, Ui/ — S 20— et —J7 i, —2E0P5TR
FTRAR I8 AN AT e, SR PR U SR G bR i SR T FIPS 140-2 Gritanii 3160 s |, BARAIAR
R RRHAE AT LERe P FU BEHLPE FOOE B R 204, I FIPS 140-2 45t FRVAS 50 1 DR] Sk A48 75486 171 AS 13-
AL BT ZERT ST R SIS LA i AR S0 A5 HH A G5 1R AR T RE R ANERG Y. X D70, BREA LS
(K575, G35 WSCHR [12]. SCRR [12] FUH NIST Rriefhxs SCik [15] 45 Hh TR L e e 41 it
AT TR IR, KB SUREALIERR 22, SR — e S EIERE T SCHR [15] 45 ATl SR (s SR g v 234
I35, BARAT D EIEFUR A T RS A S TR NIST g g, (A I U5vE LA AE— 284
AL G, LRI LIE R R A S M IE B AR SR U (M S B AT, DA 2 () R 45
RAE A 0 2z A e D18 SRR Rl LB 2 S e, (L AIAN I A 3 T BT AR R, RN 224
Y8 5 AR T AT S IS HOT P AR RS DA BT R R BERLAE. T o S At U P R 5 B T e AT
FAAESSE D], RIBELESHOR R B e SIBHLPE U AT e 2. LIk, 2 Bt A Gevt K e ik pir
SR S P 5 BAT R AFBEALE, AR AT TORE SE vt A 56 H 120 AR s i (1 58 3 s 2 51 3l
TATPT N, KA SCHR (11, 12] FUA] NIST R g fou il s i 10 99 e 2 HEAT 1 0. (H YRR SCR A B A
HANAEGE VR0 1) A0 L=, DAT I #8 B AT A DA T IR AN IR . SEvAer e i IR 2 B DA 4
BEVHAFAE IR i) RELE I8 ) L5k, (5D 55 P 91 R0 M (R 2 S0 17 R e 8 R I 938 0 T s 8 T A 6 )
HAMIE BEAE ], SRR S BT R AR, VRS, AL GV BT, B RS gk
T AT SEAFAE RSB I F SOk 500X — 1 R S A AR g 1021, TR 3 B O T S A3 — 77 1 A
FEZERE. DAL, AR 5 ZEAEIX 7 THORHR A (1) SAT 7SN LR 7.

AT T RS IR BERUVE ST TR I A VR A A BE v b (0 A R 00 10, AR SC LSRR Y
RGBT T OIS, A R 5 LB T xR G R I9)FFII RN T H B, X
B85 PIEA AR I GE TR T VA RO AN BRI 181 JE—20, RIME0S ™ M A G vh R e, i R 6
JHEAE B, BB R — D RESHAATINR, XI55 Fr o AR AR A B, SRR, A4 T
A GevHor 6068 55 8 B IOAT 200 e, ARBF IO AN 78 T 2R 55 e 2 0 e 2 BFSOIRDL. 3068 24 A TR
F P3Gt R B I 5T — MR A A HES).

5 R4
A TN RS B BE ML S v R 6 VRV S AL 55 B ) . SRR DL 2R R S il
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BEAT THESE, R0t 7% RGN BRI BLK 55 3 0. IXUESE T BAI5 KA RT3t o)
— 5T, ANSCEE A ST AGr e 0 58 8 B A0 AT R B, AR IKIRh T8 T 24 T2 58 e S i IR E R
DU AHGZ, 5 ENREN, R GEvH R g R R 55 S AT 0 WA A8 Jry BRPE. - el T-VR S it o 1] 725 )
EUR, XTSI ST R AT RER. P, 38 V)5 24 B8 FRE S U o] RAIE VR Ve 2 2 P 41
RLAFREPE, W RS IGETHRRIE « KR R R BRI R BE R AR 2555, 534, AT BB RPIRAS 1 L
IR R ST RE BB WETT, XIS I CR A RE AT Rt 1 3 S PRl s A e v X2 AR
RIAESS T35 1.
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Weak key analysis for chaotic cipher based on randomness
properties

YIN RuMing, YUAN Jian*, SHAN XiuMing & WANG XiQin

Department of Electronic Engineering, Tsinghua University, Beijing 100084, China
*E-mail: jyuan@tsinghua.edu.cn

Abstract Weak key analysis is a key issue in the design of chaotic ciphers. While most of the existing research
focusing on the degradation of the chaotic sequences which cause weak keys, we point out that the parameters
for which the chaotic sequences do not degrade are still possible to be weak keys. In this paper, we propose a
new approach based on the rigorous statistical test to improve the weak key analysis. The weak keys of a specific
chaotic cipher are investigated by using our method and a large number of new weak keys are detected. These
results verify that our method is more effective. On the other hand, although statistical tests are now widely
adopted to test the chaos-based bit sequences, there are few reports of analysis results on the weak keys or weak
sequences of chaotic cipher. Thus our work may be helpful for current research on statistical tests of chaotic
cipher.

Keywords chaos, cryptography, statistical test, weak keys, sequence randomness
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