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Intrusion detection based on improved triplet network and K-nearest neighbor algorithm

WANG Yue', JIANG Yiming, LAN Julong
(Information Engineering University, Zhengzhou Henan 450001 China)

Abstract: Intrusion detection is one of the important means to ensure network security. To address the problem that it is
difficult to balance detection accuracy and computational efficiency in network intrusion detection, based on the idea of deep
metric learning, a network intrusion detection model combining improved Triplet Network (imTN) and K-Nearest Neighbor
(KNN) was proposed, namely imTN-KNN. Firstly, a triplet network structure suitable for solving intrusion detection
problems was designed to obtain the distance features that are more conducive to the subsequent classification. Secondly,
due to the overfitting problem caused by removing the Batch Normalization (BN) layer from the traditional model which
affected the detection precision, a Dropout layer and a Sigmoid activation layer were introduced to replace the BN layer, thus
improving the model performance. Finally, the loss function of the traditional triplet network model was replaced with the
multi-similarity loss function. In addition, the distance feature output of the imTN was used as the input of the KNN
algorithm for retraining. Comparison experiments on the benchmark dataset IDS2018 show that compared with the Deep
Neural Network based Intrusion Detection System (IDS-DNN) and Convolutional Neural Networks and Long Short Term
Memory (CNN-LSTM) based detection model, the detection accuracy of imTN-KNN is improved by 2. 76% and 4. 68% on
Sub_DS3, and the computational efficiency is improved by 69. 56% and 74. 31%.
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Fig. 1 Architecture of triplet network
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Fig. 2 imTN-KNN architecture
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Tab. 1 CNN structure employed by improved triplet network
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Fig. 3 Flowchart of imTN-KNN

INFFSEVERUHE 4E 1DS2018 £ & T $E I 80 Z AN HREIE K
P, o0 B T B TR AL AR — R OO R EE
23 (H SR B HEA T B B RAR 55 s R AT IA — b B, R
UEER S AN R A B LA (R BRI e 20 [0, 1 IX )y,
R F B /M — F5e AR PR B (Min-Max) 1547 U5 — 4k DL SE B R
TREIE OS5 LU 4B i . PREX Min-Max & SCH

X = X

Koy = (5)

rrrrrrrr
Xmax ~ Xmin

223 A PR A R0 B 3 S S AN I A 4
SR INGAFMART B . DA BT REA T SRR
BENLLEHC, AN A i1 -

3 EBFH

S I R ) B4 15 B 45 - Intel Xeon (Cascade Lake) Platinum
82692.5 GHz/3.2 GHz [ 4 #% .0 v 4 4b B 5. 5T (Central
Processing Unit, CPU),8 GB N ff. 7 FHES 4L IDS2018 [~
PEATICIRAVTAN , 5 B PERE RS MR B 2 ) IR AT XS L, 5
TEimTN-KNN B9 %P o HEAE , imTN-KNN b 5 3% )2 2% 2 J7 ik
T 4343 M7 (Principal Component Analysis, PCA) 1 KNN #H 4%
4 19 PCA+KNN , SVM™ | PCA+SVM"™ F14b Z U1 i 37 (Naive
Bayes, NB) ' #EA7 T Xt L, B UE T el = O AL ) 26 455 10 30k 1 7
FRIE SRR R Ak o
3.1 HiE&E

1DS2018 J& — ™40 & K R0 45 i 1 LR 46 H s 1 B8
£ i3 10 K A EE R ERAS , B R W BRIE il — A~ B+
£, BR/INEE T 400 GB. iZBUR AR AL 7 Fh 0t S8R 16 Fif
TR E A Y Shric 8Os AU FE 2 Wt AR 4 IR 55
(Denial of Service,, DoS) W . Wi # I 28 15 15 A 18 8 10 i 45
T S ERAE A 8 T EL CICFlowMeter-V3R 341 IDS2018 % #i 4k
Az 2 80 Fh A AE B , F AT 1 I 45 37 et RBCHE A0 B4 35 B AT
Ko FEMSCFITSERE [ 7R SO ORI R0 I0RS B E A v 1 K
P4 (4390 7 5 4 Sub_DS1 F1 Sub_DS2) Fll— 4K K B L
R B T2 (75 hy Sub_DS3)VE RS sb k4 . X =
A BT AR AE A AR e S DU o A 288 22 SR AR, K G IR AR
TR BRI BTN R 2 B .

£2 IDSWIS=ANHIBFEHE
Tab. 2 Summary of three data subsets of IDS2018

B T4 R AT [i] Bt AR SR
Benign 663 808
Sub_DS1  Wednesday-14-02-2018  FTP-BruteForce 193354
SSH-Bruteforce 187589
Benign 988050
Sub_DS2  Thursday-15-02-2018 DoS-GoldenEye 41508
DoS-Slowloris 10990
Benign 235778
Sub_DS3  Thursday-01-03-2018 . .
Infilteration 92403

3.2 Xtb&E&E

FETUR B 2 2] 0 A AR A T 80k S AF SR AR 2 2 B SE A
FMF 5% F W] . IDS-DNN HI CNN-LSTM 7EE REFE 45 k%] T R
IR , BT RBIS [ Sh AR BUR PURRE | J5 3 TR B A i) A as
[EVRRAE L B P . 3 F LR B, A SCEEFE IDS-DNN Al
CNN-LSTM WA B 2 ST BRI R %) LSS AR

IDS-DNN %5443 %7 6 1 Dense 21 1 MEOE 2 o J B 1k
T HIA , Dense |2 Z [A]HIA Dropout JZ . £ Dense JZ it 4E %L
W3 FR. I Z R Sigmoid BEEL, Dense 2 1% B EUR
FH 2R 1 % 3 B85 (Rectified Linear Unit, ReLU) B4, #5125 o&i
BChy T A8 SR R AL SRR Adam™

CNN-LSTM™ R A M4 25 F 13 4 7R , HAb 2k R EICH i
B 53 238 S RS, SAL PR K Adam,



2000 HH AL A

% 41 %

%3 IDS-DNN 4544
Tab. 3  Structure of IDS-DNN
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Tab. 5 Performance comparison between imTN-KNN and shallow

machine learning models
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