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Abstract: Mobile network authentication protocol attacks continue to emerge. For the new 5G network protocol
EAP-AKA', an EAP-AKA' security analysis method based on Lowe’s taxonomy is proposed. Firstly, 5G
network, EAP-AKA' communication channel and adversary are formally modeled. Then Lowe authentication
property is formally modeled. Using the TAMARIN prover, objectives of the security anchor key Kgpap are
analyzed, such as Lowe’s taxonomy, perfect forward secrecy, confidentiality, etc. Four attack paths under
3GPP implicit authentication mode are discovered. Two improved schemes are proposed for the discovered
security problems and their security is verified. Finally, the security of the two authentication protocols EAP-
AKA’ and 5G AKA of the 5G network is compared, and it is found that the former is safer in terms of Lowe

authentication property.
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