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Abstract: In order to efficiently eliminate the security shortcomings of the dynamic ID based remote user authentication scheme using

smart cards (short for XJWM scheme) proposed by Xu et al. ,a new multi-server and multi-factor anonymous remote authenticated key

agreement protocol was presented ,based on Diffie-Hellman key agreement algorithm and biometrical authentication technology. The new

protocol can not only overcome the security flaws of XJWM scheme , but also add smart card’ s password and bio information authentica-

tion for the cardholder to avoid the smart card stolen attack. The security of the new protocol was proved by the improved BAN logic and

the result showed that the new scheme can ensure the correctness of key agreement, key confidentiality, key freshness and mutual au-

thentication. The security and performance analysis demonstrated that the proposed protocol provides better security without increasing

too much computation overhead.
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B AT 2 st S B AR, SR 55 fR 2
JCHE T R AT BEATG SR o SCHR [ 1 ] B8 A BE, 1
AR R LA H N-FEERE 25 ARG 55
fir s P SO TEME, IR iCAE RE R P 44 e 2,
HA ki A S TR 2RSSR
T A RE SR 2 AN IR 55 AR IR IR AN
[7 iz 55 o5 B 190 25 R 55, DRI % PP el SR A R A R
W, Bt 2 A 3 2 IR 55 A FR 5T T A IAEFR il

s HER:2015 -09 -22

B MR AR A DA ) RO P 75 SRR TR A

2000 4, Lee % JEF Mo ) A Hash bR
KO B P, R H — A 2 IRF SR IR R B B )
WIER . AA %7 PR J0 Ik S B A FR Y
o l%%‘f@ﬂ?ﬁ 2 #IGED . Rk, Liao % 4R
HET R RZ IR AR ID UIET R, L T
FHFE’JE%‘T%,{EUK ESE B IAGIE , 05 52 v ]
N Tt Lee S T — AN T 3h 5 By i i &2

EETIE :FHK A RP 25 G BT )T B (61402275 ;61402015 ;61272436 5 61373150 ) 5 [ 74 i 13 JC 2 WF 5 £k 35 % A0 3 4% 4 %5 By 0t H

(2015CX8S022)

EF R A 2 (1978—) , &, 2%, . YA Z L IEZE P iF5E . E-mail: lyp@ snnu. edu. cn

) 2& 4 kg A 18] ;2016 — 1 — 11 19.33.27

X 28 H Rt ik http ://www. enki. net/kems/detail/51. 1596. T. 20160111. 1933. 002. html
http ://jsuese. scu. edu. cn




92 PO R A2 4 ( TARERE 22 )

948 %

245 2 INE )7 %2, 2013 4F, Xu 251 45 1Y Lee %507
FRREHST B 2 T i, 7 BAORIK, AR5
B, AR — AN T R (XIWM 7R, &0
e BT ML 3 AN H A2 46T . Chuang
1 Chen 7 1 Hy — AN 56 T A2 W 45 B9 22 IR 55 2% 490
TEB S IIRT UM, (E3% 07 RAFTE IR 55 805 B ity
FUERYGE BREREEAE G T OAAES
MEE B, BB R A S Bk S (LT O AR il
RHPMES AR E AR, ML T BRER .5
TR LE WA A N AT A A TAGIE R T BN I AR A
TEPMLBF LB AR

T XIWM R, 58 AR AR Y 53t
T ETERER DA 54EWE B2 N FAES
BRI, SextiER GE I 04 KA 8UE BT
KU F-IGIE, PIEE 8 R A eI , LA B
SIS RS R E S B4R, Horh f5arE R
K TR B TR IR AR B h i, —E R AR
THEAGESERNES . BNAGE SR
PN 2 450 HN B, BAEAS Hd R iz I sh 45 9 &
B P BBy AR TP BafL . FH ekt
f{) BAN 22" IEM] T 807 R R I E B
TP TR B B XU TR o

1 XJWM M=

XIWM FEN S5 AP U, k5 &
Huty RCOH A RC 5RA MRS AL h(x) ,x B R
GiEwmY) o RIS BB EME B S
SR BE IR BE 231 2 4 TR B B 11475 T
BB (O A28 BB Be 5 XIWM 5 5828 v M
LW 2 ) o T FE TR R A A4S SO
mE 1 fs,

1 BHHSREEN

Tab.1 Part of notations

e X
n A SRR
® S RAEIES
h() 4] Hash 550
E(()/D() kTR R, | K = 1
A M AN VOB % AR B
A—B:M ATEHE MBI AT S B

1.1 EMREE
4 CID = h(ID, || b) J3XJ5,U, — RC:CID,

R2:RC i1 B, = h(CID || h(x)) ,¥(CID,B,,
h(+)) BARGER ARG, RC=U R,

R3.U, & R, = h(PW, || ID,) ,BPW = h(PW,®
ID;) @B, .4 R, BPW U5 B, G AR RER T 2B
e R EFE(CID R, . BPW ,h(-)),

1.2 ARER

L1 U, i AR 6K A ID," #1 PW,",

L2 REIE R, = h(PW," || ID,') = R,
SRR AR A0, PuAT L3,

L3: 8 e Rma 2 SRS b, M N, TR
¢ib,. = h(CID|b,.,),V; = CID,.,, @ h(B, | N,),
Q, = h(CID,,, | B, | N,) ,U;—S,:CID,V,,Q., N,
1.3 SAERE

V1.S, it & B, = h(CID || h(x)),CID,, =
h(B, | N,) @V, BiF Q. £ h(CID,. || B, | N.) .45
ANEG DO 0 M SR SR AR S AGIE o 4 AR A Tk
17 V2,
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BHe R TIE RN UE S 5%, AR A ID, \PW, b, If
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Tab.2 Performance comparison
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R3 REMILE

Tab.3 Security comparison
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