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Abstract: In recent years, the form of invoice has changed from the traditional paper invoice to e-invoice.

Compared with issuing paper invoice, there are the advantages of simpler process, lower cost, and easier storage

for online issuing e-invoice. However, how to ensure the legitimacy of user identity and the privacy of identity

information in online issuing e-invoice service is the focus issue of current research. In order to solve this issue,

by using the pre- shared key mechanism, a privacy preserving authentication scheme for online issuing e-invoice

is proposed. By this scheme, a legitimate user who has completed a transaction with an enterprise can initiate

an e-invoice request locally and online, and the e-invoice system of the State Administration of taxation can

provide the user with e-invoices after verifying the identity information and transaction information

successfully. Security and performance analysis results show that the proposed scheme can provide robust

security properties with less authentication overhead.
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ARV M. MRS, WETR SIS
SeID; FIHF 5277 Ak A5 BsIDy, MyA& FaFA 5 i 1y

K FH IR B 4 228 MK /MK N J5 A&, B35
WAMHMNEIESH, Anaesk e RAEdE. fFilEd
B, WEFHIZGEEM,, 189555 Bm,
AV AF i 1T 58 5 45 Eomy DL K B TR 3R A B
M 351K e B 25 B TMK, / TMEK 0 % 5 A& 4, Bk
FEAHNPEH, ATaesR R R . FitA
77 AT R AR AL 5 1

Pt E RS . T RE S /ry, BTk /t 0
PAKct: [tes [t AT 7 28 PT AFRHT B T30S

HPH PR E B d . fEEME RS, B
W7 FHLAPP 2 Al S Uk B8 715 B 53 R A K
REG B —8UE, WR -8B 2RI Kk
M. Hik, B RIRERFESEE =TT ALY
WYIIE RGN 7 B s B R R, IR )
Ja, A ERIECETT FYLAPPAUE KL =
. RNE, EINEERES, RAARETSETE
UL 7 FHLAPPEE AR 2 A 801 S k5 B AN
s 2, ULEE T A fe il it 50Uk I R T SR s K
I, ATTEA DA AR E B
4.2 HRWEIUET A: Tamarin

ANF R A EEE T B Tamarin °HIEB] T
AR RRZ 4. Tamarin/® 287 27 K1
Ve TR, o DL ERRIGUE. nf A4 )5
K& HGAER G H, M EDiffie-Hellman %5
Hia% . XORIZH . XFRRIN 2 DA fif 2 18 B 55 4
fERY, Tamariny & Dolev-Yaof FAELAY, EI#F
XTI W25 A 0TS HIRL, PTG MHIBR . 4
A B AEE EEE . Tamarin TR
ST TAR RN, R SRR 24
HE M ruleB R4k, T CH 224 H AR K A
lemmaffiiR . Tamarin T. G5 H 3% Hlemmals
WESE R, B o lemmaiifi 2, % verified; 1%
Hlemma Al 2, Wt falsified 345 H ], LA
R TH RS PUd R I P2 A IR TR 5 sl adt 47
Beg. fETamarinfi B ALITFES, Fr(~ o RKREF
BEr, $MERAT, AR/ EN, ExURA
EEN, == >CRMEH, #RIAERTE, M
FQ#iR T FAFF R AAERH] i FATELinuxF
H NEE T Tamarinfi MR, 2R M
Tamarinf A, FEA 345K User, Enterprise
DA K System, 73 mlARER T P MRET . FET
LR RS, BARERE TR

(1) Tamarin¥J4AHC LN

T4 H T B OCRA T — LB R rGA . X
R LR S B S, DRI an e B IS FE AR SR
FTamarin N & [fJhashing, symmetric-encryp-
tion A Kexor i, BEAR®EN:
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theory authentication

begin

builtins:hashing,symmetric-encryption,xor

(2) PhUCE R 2 A EE BRI

(a) T Tamarin b B ZHIEA R, ASCHEBEKH]
FSetupRniEMITFE, BRIl e . 5
T AR BT R G TE VIR E IR AE . A
9

rule Setup:

let

HIDi=-eIDi XOR h(<~bi,~Ke>)

Hbi=-bi XOR h(<HIDi,~Ke>)

Ki=h(<~Ke,~eIDi,~bi>)

Kj=h(<~Ke, ~sIDj>)

in[Fr(~Ke), Fr(~eIDi), Fr(~bi), Fr(~sIDj)]--
[Setup()]->[SystemUinit($User, ~Ke), SystemEin-
it($System, ~Ke), Userinit($User, ~eIDi, Ki,
HIDi, Hbi, ~sIDj), Enterpriseinit($System, ~sIDj,
Kj)]

(b) W ITETT H i T R R R o (R
KA A E SN User L A User2# 84k, A £ 1)
User 1 F/s WS 77 1) B8 7 48 R G0 R IETT 2515 3K TH
B FRE, 1A User238 7R US 52 77 2 0 21 FF 22
2 ST AR IETT A SRR . Bk

rule Userl:

let

TKi=h(<Ki,-ti>)

Cil=senc(~sIDj,TKi)

Ci2=senc(~Mi, TKi)

Si=h(<TKi,Cil,Ci2,~eIDi,~ti>)

in[Userinit($User,~eIDi,Ki,HIDi,Hbi,~sIDj)
JFr(~ti),Fr(~Mi)]--[SendRequest($User,Si)]-
>[Userstore($User, TKi,~sIDj,~eIDi,~Mi),Out(<H
IDi,Hbi,Cil,Ci2,Si,~ti>)]

rule User2:

let

sel=h(<TKi, ce, eIDi,Mi>)

Me=sdec(ce, TKi)

Ri=h(<TKi, eIDi, ~sIDj,Mi>)

in[Userstore($User, TKi, ~sIDj, eIDi, Mi),
In(<ce, se>)]--[Eq(se, sel), SecretMsg(Mi),
SecretMsg(Me), RecvResponse($User, sel), Send-
Confirm($User, Ri)]->[Out(<Ri>)]

(c) M RGAETT B i 7 AR R
FIEEAER AN E S MM System1, System?2,
System3 L J System4 A4k, o, FUSystem1

FRos LT R R G ENCER T RAE RIS SRE 2
e B 7 RIE T AT BAZ I R B R, M
W System2F 7 oL 7595 R GBI 5205 KB HITF
SRR BEAZI R BE R S IR R, B Sy s-
tem 3 7~ HL T FE A 28 ¢ ) WL 22 7 A3 T S i I
SR, M System4 s BT 4 RGIEITT
SR B JERRAEL R . B y:

rule System1:

let

bi=Hbi XOR h(<HIDi,Ke>)

eIDi=HIDi XOR h(<bi,Ke>)

Ki=h(<Ke,eIDi,bi>)

TKi=h(<Ki,ti>)

Sil=h(<TKi,Cil,Ci2,eIDi,ti>)

sIDj=sdec(Cil,TKi)

Mi=sdec(Ci2,TKi)

Kj=h(<Ke,sIDj>)

TKj=h(<Kj,~te>)

Ce=senc(~mi, TKj)

Se=h(<TKj,Ce,sIDj,~te>)

in[SystemUinit($User,Ke),SystemEinit($Sys-
tem,Ke),In(<HIDi,Hbi,Cil,Ci2,Si,ti>),Fr(~te),Fr(
i)

--[Eq(Sil, Si), RecvRequest($User, Si), Send-
VerifyRequest($System, Se)]->[SystemEstore
($System, TKj, ~mi), SystemUstore($User, TKi,
sIDj, eIDi, Mi), Out(<Ce, Se, ~te>)]

rule System2:

let

mj=sdec(Cj,TKj)

Sjl=h(<TKj,Cj,mi,tj>)

in[SystemEstore($System, TKj,mi),In(<Cj,Sj,
tj>)]--[Eq(Sj1,Sj),SecretMsg(mj),SecretMsg
(mi),RecvVerifyResponse($System,Sj1)]->]

rule System3:

let

ce=senc(~Me, TKi)

se=h(<TKi,ce,eIDi,Mi>)

Ril=h(<TKi,eIDi,sIDjMi>)

in[SystemUstore($User, TKi,sIDj,eIDi,Mi),Fr(
~Me)]--[SendResponse($User,se)]->[Systemstore3
($User,Ril),Out(<ce,se>)]

rule System4:

[Systemstore3($User,Ril),In(<Ri>)]--
[Eq(Ri,Ril),RecvConfirm($User,Ril)]->{]

(d) JFEETTAETT B - TR R 72 v g 34
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KHMASE S N Enterprisel flEnterprise2 45
1k, HHEnterprisel R/ H 22 5 N EBIFF 245 BAZ LR
HRVE S Z GRS, Enterprise2 &/~ H 2277
) L A 2R 40 R T SR AT B R e e SV S o
o BARN:

rule Enterprisel:

let

TKj=h(<Kj,te>)

Sel=h(<TKj,Ce,sIDj,te>)

mi=sdec(Ce,TKj)

in[Enterpriseinit($System,sIDj,Kj),In(<Ce,Se,
te>)]--[Eq(Se,Sel),RecvVerifyRequest($System,
Sel)]->[Enterpriselstore($System,sIDj, TKj,mi)]

rule Enterprise2:

let

Cj=senc(~mj,TKj)

Sj=h(<TKj,Cj,mi,~tj>)

in[Enterpriselstore($System,sIDj, TKj,mi),Fr(
~mj),Fr(~tj)]--[Send VerifyResponse($System,Sj)]-
>[Out(<Cj,Sj,~tj>)]

(3) Wi 22 4x H bk lemmaiE XN

FEE LlemmaZ Fil, ARICE T P45 2B il
restriction, HHirestriction EqualityX K EqiE &
HIPNME L ZARTE, restriction OneSetupftEE
SetupfT NME—.

restriction Equality: "All zy #i. Eq(z,y) Q3
==> gz =y

restriction OneSetup: "All #4¢ #7. Setup() Qs
& Setup() Qj ==> #i = #5"

AIE LT Z A all-tracesZE M (] lemmaill B T
TR . BARHL, SystemAuthUseri
ML IR RGN UCEETT NIRRT SRz E v,
TATER N User1 1 F512 T SendRequest ($User,
SN, HAEMMISystem1FFRic T Eq(Sil, Si)LA
MRecvRequest($User, Si)iT M. # RecvRequest
($User, Si)47 AR AENIFW] oL 74 R4 2R
09 BANIERS . 11 4 RecvRequest ($User, Si)4TN
KAWS, SendRequest($User, Si)i7 N —E &K
41 HRecvRequest($User, Si)f7 8 R &K AE T 1R,
MR B30 S D IER S 7 . [AEE, Enter-
priseAuthSystem ¥ & T 5277 X} M T #2408 RGE A
iE, SystemAuthEnterprisei & H T L8 R G5 I
EHINIE, userAuthSystem J W 52 5 %) HL ¥
P RGEWIINIE, SystemAuthUser2 5 M HLF
i RGTICEE T HIE. IEAh, AR A Secrecy-
Message & X FH A EHE M;, m;, ML\ Jm;i)
BlEME . BAke R

lemma SystemAuthUser:

"( All entity m #i. RecvRequest(entity, m)
@ #i==>/* Whenever the RecvRequest(entity,
m) action occurs, */

( (Ex #a. SendRequest(entity, m) @ a &
a<1i )/* there is an entity that has sent the re-
quest */

& (All #j5. RecvRequest(entity, m) @ #j
==> #i = #j)))" /*no other has the same ac-
tion*/

lemma EnterpriseAuthSystem:

"(All entity m #i. RecvVerifyRequest(en-
tity, m) @Q #i==> /* Whenever the RecvVeri-
fyRequest(entity, m) action occurs, */

( (Ex #a. SendVerifyRequest(entity, m) @ a
& a<i)/* there is an entity that has sent the re-
quest */

& (A1l #j. RecvVerifyRequest(entity, m) @
#j ==> #i = #7)))" /*no other has the same
action*/

lemma SystemAuthEnterprise:

"( All entity m #i. RecvVerifyResponse(en-
tity, m) @Q #i==> /* Whenever the RecvVeri-
fyResponse(entity, m) action occurs, */

( (Ex #a. SendVerifyResponse(entity, m) @
a & a<i)/* there is an entity that has sent the
request */

&(All #j. RecvVerifyResponse(entity, m) @
#j ==> #i = #7)))" /*no other has the same
action*/

lemma user AuthSystem:

"(' All entity m #i. RecvResponse(entity, m)
@ #i==> /* Whenever the RecvResponse(en-
tity, m) action occurs, */

( (Ex #a. SendResponse(entity, m) Q a &
a<1)/* there is an entity that has sent the re-
quest */

& (All #j. RecvResponse(entity, m) @ #j
==> #i = #7)))" /*no other has the same ac-
tion*/

lemma SystemAuthUser2:

"('All entity m #i. RecvConfirm(entity, m)
@ #i==> /* Whenever the RecvConfirm(entity,
m) action occurs, */

( (Ex #a. SendConfirm(entity, m) Q a &
a<i)/* there is an entity that has sent the re-
quest */
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&(All #j. RecvConfirm(entity, m) @ #j
==> #i = #7)))"/*no other has the same ac-
tion*/

lemma SecrecyMessage: "All n #i1.
SecretMsg(n) Qi ==>(not (Ex #j. K(n) @Qj)
)"/* no attacker knowns n */

Ak, BT RS T BRI A R AR I veri-
fied, ASCE X T 5 exists-traceE M [fJlemmar:
ExecutableRequest, ExecutableVerifyRequest,
ExecutableVerifyResponse, ExecutableResponse P
JExecutableConfirm. EARE XN :

lemma ExecutableRequest: exists-trace "Ex
entity m #i #7. SendRequest(entity,m)Q:i &
RecvRequest(entity,m)@j"

lemma ExecutableVerifyRequest: exists-trace
"Ex entity m #i #7. SendVerifyRequest(entity,m)Qi &
RecvVerifyRequest(entity,m)@j"

lemma ExecutableVerifyResponse: exists-
trace "Ex entity m #4 #7. SendVerifyResponse(entity,
m)@3 & RecvVerifyResponse(entity,m)@Qj"

lemma ExecutableResponse: exists-trace "Ex
entity m #¢ #7. SendResponse(entity, m)Qsi &
RecvResponse(entity,m)@j"

lemma ExecutableConfirm: exists-trace "Ex
entity m #i #7. SendConfirm(entity,m)Q: &
RecvConfirm (entity,m)@j"

end

(4) P BOS PRI A 25 R H Wl 22 4 B s E X
S JG, AT T4 tamarin-prover authentica-
tion.spthy --provef H I8 1E4E R .

AT7 ETamarin TR UESE R K20 7R, 45
HAE B Tamarin# 8 1 5@ AT A lemmals) E %2
SR, BT ZADUSEICE T ST RE R G
() AH ELNE . JFERT7 5 T4 RS0 18] (R AH B
WAE LA R SR T 5T 5277 e R B B L 1

summary of summaries:
analyzed: authentication.spthy

SystemAuthUser (all-traces): verified (18 steps)
EnterpriseAuthSystem (all-traces): verified (27 steps)
SystemAuthEnterprise (all-traces): verified (115 steps)
userAuthSystem (all-traces): verified (44 steps)

SystemAuthUser2 (all-traces): verified (26 steps)
SecrecyMessage (all-traces): verified (319 steps)
ExecutableRequest (exists-trace): verified (20 steps)
ExecutableVerifyRequest (exists-trace): verified (23 steps)
ExecutableVerifyResponse (exists-trace): verified (26 steps)
ExecutableResponse (exists-trace): verified (22 steps)
ExecutableConfirm (exists-trace): verified (23 steps)

2 Tamarin36 il 45 5

5 MeEath

ARATVAL T ARSI 77 -5 HAB IR R BB
FRACLI T G 314161 (g o B A B A5 4
5.1 iHEFH

AR LG T iR T R HoAth Uy SN
R R TR . AU T SRR 2 1
PR, BAREHE SIRIET, . BT AET
[ o 4% 5 B R AR AT T I EE T R 2 T AE
Tov WEORIEERURAET. . XEFRINAR 2 BRAET DL RS A5
BAETh . AT R R, he, L) KKDF K
BERAE R TR IR RYE SCR([22,23] 15 LR %
B 224 A 1 B 8] R T, = 63.08 ms, T, = 21.02 ms,
T, =63.08ms, Ty, =870ms , T}, = 0.50ms , T, =
60 Ty LI Ty = 22T, &

M SRR R B RATLR, mAME R AT 2
R, PRIASTAON EEAH 9C T7 SRAEAUE S R i THE
FEAS . SCHR[13]7EVEE F2 AT T 3R s et A DA
07 e I B R R S bR iR USRI AR TS 2
AR G SR 2 At LIRS SR B 1R
PAK 2 A2 S A iR 55 o SCHR[14) B IR
PR AT T 30K R FRAE LA R i B 25 BH R 47 & 1y
PRI 2 A . UM FRINR B4 E . 1LIRBRBI$2 L
AR UL R 2 G A B SE . SCIR[16] 7R N IE T F2
PAT T ARVITE S K 2 B R AE DU S 1l 2 B IR
P Ja SR B 2 Ak . LIRSS 5 R DR & i
PR A 1o [ 96 4 e R AR DL 2
R A BRAE S o AT RAE IR R P AT 178K
XoF RN i 5 BV DA OR P B FA KR (1) 22 A . 1IRAEE
BITR B A DL 2 s F5 AR 4 . 3R2%0 X EE
T7 FAENUES R THE TS . FE T RS 2 A
PSS E), B3R T 6 b 7 RAE R I 2 Hh
N E G I ST IR IR LL g B 45
TR, A SNBSS N T SCHR13,14)
J7 ZNUEE AR T BT A, TR K T SCHER[16]) 1A
R AR T ER RS, (HR SCHR[16] 5 RSFET K
G T4
5.2 BIEFH

A/NFIRF LG T A T % 5 HoAh T RAEVIEIE R
HEE T . N T AR, ARSCE O TR

®2 HEHFH

i TR ESEAEERE (ms)

22Ty + 6T, + T = 452.56

SCHR[13]

SCHR[14] 19T}, + 3T + 8Ts + Tr = 331.42
SCHR[16] 16T} + 4Te + Te + Tery = 133.08
RT7 % 27Ty, + 8Ty + Ty = 146.18




1084

R

Ziny
ik

i 44 %

Hh ) 22 42 S5 R S AN T O FR dE (Advanced
Encryption Standard, AES) 128 bit?*?°, H{k
M, ABRBEHTXIFRINE . %5128 bit,
TA (] 2 5 0 B IR B K B D256 bit DA B
TR B H oy i B SR ) B K 3072 bit S
FAk, N Ay B AR — AN 256 bit, SRS
7 B HAE— M o128 bit, FENLECA128 bit, B
BON32 bite M4, EF—IH5T, HTXEHTE
) 5 A A A IR BR AL B0 ML S5 N 2, IR BR AL 4L
WK ELLE G 0hERIRGEEENERNKEL A
128 bite ALTTEF, WA R A h 4 H IR
256 bit, {HZEMIEE 128 bitH A, fkH A
128 bit; KDF:RHH W &AM A R0 5, fd
fE 4128 bit; bindRHhott 5, HithE 4256 bit.
EE R, SCHR[13,14,16) 57 R H4%1E
ATH IR, AR ST RN BB R S RIN TR 6%
BAHE. R3FIH T A TT 5 HAAM KT RAE
IIEEFE B AE 8 O b g 5. s thgs R EOR,
AT FAE IS FE A I8 A5 85 /N T 5wk [13,14,16]
J7 AL FE B S TR
6 it

AR T g RREITRE RS, IRt
FRgatat . PRI T — AR RY R TR AL
TPRANIET 5. W% R, SEae o R Al e
ORI B HFARRIE R, 1 RIE B i R A]
IRAFAH DL 7484 . 2 RIPERE 0 HT 45 RAR W] 1%
77 G AT LAEFE BB D IE T IS 0 T Se B 2
Wz @it EFEAHEIAE. BEATE. ArraEk .
Bl LA ARG T S A R B B A

10°
b
£ 1
i@l;_'
= , ‘
g | R [13]
= / = iHiR[14]
-o- 3CHR[16]
ly KRR
102
0 10 20 30 40 50 60 70 80 90 100
NIEREL
3 VIR gy
< 3 BIEFH
YR 3 FHAFEF LS (Byte)
SCHR[13] 400
SCHR[14] 272
Xiik[16] 520
AT7H 268

2 E x|

E¥H. BT RERG SO LTHE B RGP FXEDT 5 [D).
(W48 0], B #RA T 5 K2, 2017,

WANG Fen. Study on synergy effect between E-invoice
system and enterprise’s accounting system[D]. [Master
dissertation], Capital University of Economics and Business,
2017.

RUIZE, MEH . KT TR EHEAT I 2t S 5 (). 1L
T, 2018(7): 90-91. doi: 10.14041/.cnki.1003-4617.2018.
07.040.

XU Lijun and LIU Xinyue. Research on the security of
electronic invoice[J]. Liaoning Economy, 2018(7): 90-91.
doi: 10.14041/j.cnki.1003-4617.2018.07.040.

ORI, Xk, BT IX BRI T R IR RG] (FE%
AR, 2017, 3(6): 516-522. doi: 10.3969/j.iss1.2096-1057.
2017.06.005.

ZHANG Qingsheng and LIU Haifa. Research of electronic
invoice system based on block chain[J]. Journal of
Information Security Research, 2017, 3(6): 516-522. doi: 10.
3969/j.issn.2096-1057.2017.06.005.

eV, REIRSE, FLBERE, S FET CTHIBM 4+ R E R
HF-5 (3] EMHEAR S ER, 2019, 22(4): 48-51. doi: 10.
3969/j.issn.1008-3162.2019.04.014.

LI Tao, DU Xiaoping, DU Xiaoyuan, et al. Invoice
integrated management platform based on "Internet
Plus"[J]. Journal of State Grid Technology College, 2019,
22(4): 48-51. doi: 10.3969/j.issn.1008-3162.2019.04.014.
TORHT, T, WS IEEORMEOTT 2 ([T]. BURHRE R,
2011, 41(10): 67-71. doi: 10.3969/j.iss1n.1002-5316.2011.10.
024.

HAO Tianxin and WANG Haixiang. Technology solution
for online invoicing[J]. Modern Science & Technology of
Telecommunications, 2011, 41(10): 67-71. doi: 10.3969/j.
issn.1002-5316.2011.10.024.

JAIN S and ASADULLAH A M. Aggregating bills and
invoices on cloud for anytime anywhere access: A
sustainable system[C]. The 3rd International Conference on
Services in Emerging Markets, Mysore, India, 2012: 1-5.
doi: 10.1109/ICSEM.2012.8.

CHU Hongyang, CHAI Yueting, LIU Yi, et al. A novel E-
Invoice Framework towards data-oriented taxation
system[C]. The IEEE 18th International Conference on
Computer Supported Cooperative Work in Design
(CSCWD), Hsinchu, China, 2014: 242-246. doi: 10.1109/
CSCWD.2014.6846849.

ZHANG Wei. Online invoicing system based on QR code
recognition and cloud storage[C]. The 2nd IEEE Advanced
Information Management, Communicates, Electronic and

Automation Control Conference (IMCEC), Xi'an, China,


http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.14041/j.cnki.1003-4617.2018.07.040
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.06.005
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1008-3162.2019.04.014
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024

31

SInEaE: AR DR LT B S5 A IE T 5

1085

(9]

(10]

(11]

(12]

(13]

(14]

(15]

[16]

(17]

(18]

2018: 2576-2579. doi: 10.1109/IMCEC.2018.8469461.
SPANIC D, RISTIC D, and VRDOLJAK B. An electronic
invoicing system[C]. The 11th International Conference on
Telecommunications, Graz, Austria, 2011: 149-156.

CHOI Y, LEE D, KIM J, et al. Security enhanced user
authentication protocol for wireless sensor networks using
elliptic curves cryptography[J]. Sensors, 2014, 14(6):
10081-10106. doi: 10.3390/s140610081.

HE Debiao, KUMAR N, and CHILAMKURTI N. A secure
temporal-credential-based mutual authentication and key
agreement scheme with pseudo identity for wireless sensor
networks[J]. Information Sciences, 2015, 321: 263-277.
doi: 10.1016/j.ins.2015.02.010.

CHANG C C and LE H D. A provably secure, efficient, and
flexible authentication scheme for Ad hoc wireless sensor
networks[J]. IEEE Transactions on Wireless
Communications, 2016, 15(1): 357-366. doi: 10.1109/TWC.
2015.2473165.

LI Xiong, NIU Jianwei, BHUIYAN M Z A, et al. A robust
ECC-based provable secure authentication protocol with
privacy preserving for industrial internet of things[J]. I[EEE
Transactions on Industrial Informatics, 2018, 14(8):
3599-3609. doi: 10.1109/TII1.2017.2773666.

LI Xiong, PENG Jieyao, OBAIDAT M S, et al. A secure
three-factor user authentication protocol with forward
secrecy for wireless medical sensor network systems[J].
IEEE Systems Journal, 2020, 14(1): 39-50. doi: 10.1109/
JSYST.2019.2899580.

CUI Jie, ZHANG Xiaoyu, ZHONG Hong, et al. Extensible
conditional privacy protection authentication scheme for
secure vehicular networks in a multi-cloud environment[J].
IEEE Transactions on Information Forensics and Security,
2020, 15: 1654-1667. doi: 10.1109/TIFS.2019.2946933.

XU Guoai, WANG Feifei, ZHANG Miao, et al. Efficient
and provably secure anonymous user authentication scheme
for patient monitoring using wireless medical sensor
networks[J]. IEEE Access, 2020, 8: 47282-47294. doi: 10.
1109/ACCESS.2020.2978891.

YANG Qingyou, XUE Kaiping, XU Jie, et al. AnFRA:
Anonymous and fast roaming authentication for space
information network[J]. IEEE Transactions on Information
Forensics and Security, 2019, 14(2): 486-497. doi: 10.1109/
TIFS.2018.2854740.

WANG Feifei, XU Guoai, and XU Guosheng. A provably

secure anonymous biometrics-based authentication scheme

[19]

[20]

[21]

22]

23]

[24]

[25]

Ty

ko
=

Z

ZLIRE

for wireless sensor Networks Using Chaotic Map[J]. IEEE
Access, 2019, 7: 101596-101608. doi: 10.1109/ACCESS.
2019.2930542.

QI Mingping, CHEN Jianhua, and CHEN Yitao. A secure
biometrics-based authentication key exchange protocol for
multi-server TMIS using ECC[J]. Computer Methods and
Programs in Biomedicine, 2018, 164: 101-109. doi: 10.1016/

j.cmpb.2018.07.008.

The Tamarin Team. Tamarin-Prover manual security
protocol analysis in the symbolic model[EB/OL]. https://
tamarin-prover.github.io/manual /tex/tamarin-manual.pdf,
2021.

BASIN D, CREMERS C, KIM T H J, et al. Design,
analysis, and implementation of ARPKI: An attack-resilient
public-key infrastructure[J]. IEEE Transactions on
Dependable and Secure Computing, 2018, 15(3): 393-408.
doi: 10.1109/TDSC.2016.2601610.

ROY S, CHATTERJEE S, DAS A K, et al. Chaotic map-
based anonymous user authentication scheme with user
biometrics and fuzzy extractor for crowdsourcing internet of
things[J]. IEEE Internet of Things Journal, 2018, 5(4):
2884-2895. doi: 10.1109/JI0T.2017.2714179.

SRINIVAS J, DAS A K, KUMAR N, et al. Cloud centric
authentication for wearable healthcare monitoring
system[J]. IEEE Transactions on Dependable and Secure
Computing, 2020, 17(5): 942-956. doi: 10.1109/TDSC.2018.
2828306.

National Institute of Standards and Technology. SP 800-57
Recommendation for key management, part 1: General
(Revised 4)[S].
Technology, 2016.
National Institute of Standards and Technology. SP 800-

National Institute of Standards and

56A Recommendation for pair-wise key establishment
schemes using discrete logarithm cryptography (Revision

2)[S]. National Institute of Standards and Technology, 2013.

2, 19914F4:, #HIl, BEFLT7 MA4G/5GME Kith—
AN 25 22 A A B 2.

B 55, 19854F4E, HAR, WHALITAINAG/5GMLE . Kith—

PRAC I 2 22 P SOAIERR R T 5 0 145

WE: 59, 19684L, %, WHILTTIMNERE. LM %2

EoNEPSSI g RS T
55, 198654, BIWTIUR, BFFCTT M RN EAR 577k

S TR


http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3969/j.issn.1002-5316.2011.10.024
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.3390/s140610081
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1016/j.ins.2015.02.010
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TWC.2015.2473165
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/TII.2017.2773666
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/JSYST.2019.2899580
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/TIFS.2019.2946933
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/ACCESS.2020.2978891
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/TIFS.2018.2854740
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1109/ACCESS.2019.2930542
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
http://dx.doi.org/10.1016/j.cmpb.2018.07.008
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
https://tamarin-prover.github.io/manual/tex/tamarin-manual.pdf
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/TDSC.2016.2601610
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/JIOT.2017.2714179
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306
http://dx.doi.org/10.1109/TDSC.2018.2828306

	1 引言
	2 系统模型、安全需求和设计思想
	2.1 系统模型
	2.2 安全需求
	2.3 设计思想

	3 方案设计
	3.1 系统设置阶段
	3.2 在线注册阶段
	3.2.1 收票方在线注册阶段
	3.2.2 开票方在线注册阶段

	3.3 开具电子凭据认证阶段

	4 安全分析
	4.1 非形式化安全分析
	4.2 形式化验证工具：Tamarin

	5 性能分析
	5.1 计算开销
	5.2 通信开销

	6 结论

