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Table 1 Some inofficial IoT exploit examples in past three years
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CVE_2021_33514 HTTP_Router NetgearGC108P Netgearf# i i
CVE_2021_31755 Tenda AC11_Router Stack Buffer Overflow_Vulnerability i 3 s R
CVE_2021_287990n QNAP_NAS Hybrid Backup Sync_Command_Injecti QNAP NAS %
CVE_2021_20090 Arcadyan_Buffalo_Routers_Configuration_File_Injection BuffaloZH 411 #% th &%
CVE_2021_1497 Cisco_HyperFlex_HX_Data_Platform_Command_Execution CiscoF BTV
CVE 2020 9054 Zyxel NAS RCE_Attempt_Inbound Zyxel NASIE %
CVE 2020 8949 Gocloud Router Remote Code Execution Gocloud ¥ H #%
CVE_2020_8515 DrayTek_Vigor RCE Vigor#h &5
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CVE_2020 35576 TpLink TLWR84IN_Command_Injection Tplink# B 5%
CVE 2020 17456 Seowon_Route SeowonH H £
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Fig. 5 Structure of the proposed model
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Fig. 6 Experimental results of precision and recall rate
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Table 5 Common attack commands in IoT exploits
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An automatic and real-time detection method of loT in-the-wild
vulnerability attack
HE Qinglin"?, WANG Lihong” ", CHEN Yanjiao’, WANG Xing®

(1. CNCERT/CC, Beijing 102299, China;
2. School of Computer Science and Engineering, Beihang University, Beijing 100191, China;
3. College of Electrical Engineering, Zhejiang University, Hangzhou 310007, China;
4. School of Cybersecurity, Northwestern Polytechnical University, Xi’an 710072, China)

Abstract: The vast number of Internet-connected internet of things (IoT) devices are susceptible to hacking and
exploitation, which can lead to the paralysis of critical IoT applications. Vulnerability exploitation is a common
method of attack on IoT devices; however, due to the diverse, mutable, and highly disguised forms of in-the-wild
vulnerability exploitations, it is extremely challenging to quickly and automatically identify ongoing vulnerability
attacks targeting IoT devices. To address this, a detection method for IoT vulnerability attacks based on a hybrid deep
learning discrimination and open-source intelligence correlation is proposed. This detection method can identify IoT
in-the-wild vulnerability attack behaviors in network traffic in real-time and accurately identify the specific categories
of vulnerability attack behaviors. Experimental results show that the proposed detection method achieves an accuracy
rate of over 99.99% on large-scale datasets. The application of the proposed detection method in real-world scenarios
has been significant, discovering 13 new in-the-wild vulnerability attacks within less than a month.

Keywords: internet of things; in-the-wild vulnerability exploitation; attack detection; hybrid deep learning;

open-source intelligence
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