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Customer Information Protection of Commercial Banks under
the Background of Big Data Finance

Dong Jichang, Jiao Danxiao, Zhang Xin, Song Zijian, Li Xiuting
(School of Management, University of Chinese Academy of Sciences, Beijing 100190, China)

Abstract: Under the background of big data finance and with the appearance of new technology and new
commercial activities, customers’ information protection has become a new challenge to commercial banks. This
paper analyses the influence mechanism of big data finance on customer information protection of commercial
banks through case study domestically and internationally. We think that, under the background of big data tech-
nology, customers’ information has three new characteristics: the volume of the information is big; the information
is more valuable; and the divulging of information is destructive. Data processing includes three steps, which are
data searching, data transmission and data storage. Information divulging happens through information desensiti-
zation treatment, data storage management and internal regulation breaking. The main reasons include hacker at-
tacks, internal regulation breaking and management oversight. Then combined with the information divulging
channels, reasons and results, we made specific case analysis. At last, from the perspective of law, management
and technique, we put forward some advices/suggestions on the customer information protection under the back-
ground of big data finance.

Keywords: big data finance; commercial bank; customer information protection



