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Cyberism: The theory for relationships between human and cyberspace
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ABSTRACT Approximately more than seven million years since early humans, humanity has existed within three fundamental spaces:
physical (also known as the natural space), social, and thinking (also referred to as the cognitive space) spaces. The physical space
represents the interaction between humans and the natural environment; the social space reflects the network of relationships among
individuals; and the thinking space includes human consciousness, cognition, and the spiritual world. However, with the advent of
electronic computers and the subsequent development of the internet and artificial intelligence, human status of production and living
have undergone significant changes. A new space—cyberspace—has emerged beyond the original three fundamental spaces. This space
not only encompasses human activities in the digital environment but also significantly influences identity construction, social behavior,
value systems, and ideologies. New digital phenomena such as livestream commerce, the gig economy, metaverse, virtual humans,
online education, and digital social interactions are rapidly expanding the dimensions of human life, leading to unprecedented behavioral
patterns and social structures. In traditional Chinese culture, Confucianism studies the relationship between people (social space),
Buddhism explores the relationship between individuals and their inner minds (thinking space), and Daoism (or Taoism) focuses on the
relationship between humans and nature (physical space). However, the relationship between humans and cyberspace has not yet been
thoroughly explored. In response to this significant transformation, this paper introduces the concept of Cyberism, a new school of

thought developed as a counterpart to Confucianism, Buddhism, and Daoism. Cyberism is dedicated to systematically exploring the
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fundamental relationship between humans and cyberspace and establishing new principles for existence, behavior, and ethics within this
digital realm. It views cyberspace not only as a technological extension but also as a full-fledged existential domain that demands its own
philosophical, scientific, and normative framework. This study focuses on several fundamental issues in Cyberism. These include
problems related to cyber philosophy, cyber science, and cyberlogic. It also examines questions concerning the notion of “the human” in
Cyberism, such as cyborgs, digital humans, digital twin humans, and robots. Furthermore, it explores issues of technological
development in Cyberism, including sense—communication—computation—storage, the transformation from data to intelligence
(data—information—knowledge—intelligence), the progression from artificial narrow intelligence to artificial general and super intelligence
(ANI-AGI-ASI), human—-machine integrated intelligence, and artificial consciousness. This study also considers social and cognitive
challenges, including cyber ethics and morality, culture and art, gender, psychology, and governance. Additionally, it discusses health
and disease issues arising from existence in cyberspace. In addition, this paper elaborates on a disciplinary framework for Cyberism
encompassing the natural, social, cognitive, and cyber sciences. Based on the cyber—physical-social-thinking (CPST) space, it outlines a
new approach to disciplinary organization and highlights the transformation of traditional academic structures. Finally, it explores the
challenges and opportunities that Cyberism presents for the evolution of human civilization, education, and technological innovation.
Cyberism, as a pioneering field bridging humanities and cyberspace, offers not only a theoretical lens for navigating digital
transformation but also a potential philosophical and ethical cornerstone for sustaining human dignity, purpose, and development in an
increasingly virtualized world.

KEY WORDS cyberspace; Cyberism; human—machine relationship; digital human; cyber-syndrome; disciplinary system;
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Table 1 Key elements of cyber philosophy

Areas Core issues

Core perspectives

Virtual positivity; digital dualism; hybrid ontology;

Cyber-ontology social ontology; virtual digitalism

Virtual objects have causal dynamics and can be treated equally with
physical entities; certain scholars advocate two separate orders for the
digital and the physical; practices such as augmented reality demonstrate
the dissolution of the boundary between the two

Knowledge generation and validation; network
structure; algorithmic bias; semantic coherence;
socio-cultural embedding.

Cyber-epistemology

Information is encoded and transmitted in distributed systems, and Al
(Artificial intelligence) “understanding” must satisfy semantic and
coherence criteria; algorithmic bias is both a technological flaw and an
entrenchment of values

Cyber-ethics and
Cyber-politics

Data privacy; algorithmic power; post-human
subjectivity; governance mechanisms

The right to privacy debate focuses on property versus human rights
attributes; algorithmic governance becomes a new form of power, requiring
transparency and accountability; the expansion of cyborg rights calls for
ethical reconfiguration

Embodied interaction; virtual body belonging;

Cyber-phenomenology technological mediation; culture of connectivity

Immersive interaction in VR (Virtual reality) highlights the practical nature
of bodily experience; technology not only mediates perception, but shapes
social presence and online identity performance

Generative Al art; interactivity; immersive

Cyber-aesthetics . . .
Y aesthetics; media reconfiguration

Digital art is both an algorithmic product and carries cultural intent;
immersive and interactive experiences break traditional viewing patterns
and reshape the relationship between aesthetic subjects and space
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Table 2 Key elements of cyber science

Areas

Core issues

Core perspectives

Cyber physical Integration of cyber and physical systems; real-time control and

Study of the interaction between cyber and physical systems to

science monitoring; resource optimization; system reliability and stability =~ achieve seamless integration and efficient operation
Cyber social ~ Social phenomena in cyberspace; social network analysis; social Exploration of social structures and behaviors in cyberspace to
science behavior prediction; social influence and opinion leadership. understand and manage social dynamics
Big data processing and analysis; data mining and knowledge . . .
Cyber data 18 P mne 1nalysts; g ede Development of advanced data processing and analysis techniques
. discovery; machine learning and Al; data security and privacy .
science . to extract valuable insights from large-scale datasets
protection
Cyber Human—computer interaction; cognitive models and architectures;  Investigation of human cognitive processes and the development of
cognitive cognitive enhancement and augmentation; emotional computing technologies to enhance human cognitive abilities and facilitate
science and affective interaction natural human—computer interactions
. e . . Establishment of comprehensive security mechanisms to protect
Cyber security Cyber threats and vulnerabilities; attack detection and prevention; b y . pre
. . . . cyberspace from various threats and ensure secure information
science security protocols and encryption; risk assessment and management . .
sharing and system operation
Cyber Network architectures and protocols; cloud computing and . L
. y . P . puling . Design and optimization of robust and scalable cyber
infrastructure  distributed systems; edge computing and IoT (Internet of things); . . L .
. . R infrastructures to support diverse applications and services
science High-performance computing and storage
Modeling and representation of cyberspace; geographical . L. Lo .
Cyber space . & P . yberspace, geograp Study of the spatial characteristics and geographical information of
. information systems; spatial analysis and visualization; cyber . . L
science cyberspace to enable accurate spatial analysis and visualization
geography and cartography
Cyber . . Formulation of effective governance frameworks to ensure the
Cyber law and regulations; cyber ethics and moral norms; cyber .
governance . . orderly development of cyberspace and address legal and ethical
science governance models and mechanisms; cyber policy and strategy {ssues
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Table 3 Key elements of cyberlogic
Areas Core issues Core perspectives

Cyber-enabled
physical space (CeP)
logic

How does CeP logic reflect object relationships and
overcome physical space limitations?

Focuses on spatialtemporal attributes, including unrestricted spatial
interactions, non-unidirectional temporal interactions, and spacetime
interactions. Cyberization enables new object interaction methods, breaking
the limitations of distance and unidirectional time in physical space

Cyber-enabled social
space (CeS) logic

How does CeS logic reflect individual-to-cyber-
entity mapping and change social activity analysis?

Involves homogeneous social existence, social relationships, and social
lifestyles. In CeS space, individuals can have multiple social roles, social
relationships are less restricted, and social lifestyles are altered, such as
modeling social activities to analyze relationship formation probabilities

Cyber-enabled
thinking space (CeT)
logic

How does CeT logic help understand and analyze
human thinking and build machines with thinking
abilities?

Covers cyber-based brain research, brain-abstracted cooperation, and self-
learning cyber brains. It includes collecting brain data, simulating brain
mechanisms, detecting brain signals and behaviors to construct cognitive
models, and advancing self-learning cyber brains for machine intelligence
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Table 4 Key elements of humans and cyborgs

Areas Core issues Core perspectives
Technological BMI and neuromuscular modeling enable human—computer collaboration
ontolo ggy BMI; prosthetic implants and exoskeletons with real-time decoding and feedback to reconfigure and extend physical

capabilities

Social and cultural
criticism

Immersive virtual environments and digital bodies

Virtual avatars blur the boundaries between the real and the symbolic,
reshaping social interaction patterns and identity

Ethical and legal
controversies

Data privacy, legal status and attribution of
responsibility

Cyborg technology raises privacy and legal challenges, need for clarity on
device ownership and regulatory framework

Art and media

Stelarc’s body experiments and posthumanist art

Artistic cyborg extensions present the body politic for a synergistic

expression reconfiguration of body and technology
x5 BFANWELEAR
Table 5 Key elements of digital humans
Areas Core issues Core perspectives

Exterior modeling and
rendering

3D model building; facial and motion
capture; optical material simulation

Construct high-precision 3D digital humans by scanning, parameterizing, or
generating models, combined with motion capture and blendshape drivers; use ray
tracing and subsurface scattering to achieve realistic skin and hair rendering

Intelligent interaction

Speech synthesis (TTS); speech recognition
(ASR); multimodal dialog and affective
computing

End-to-end models such as VITS, StyleTTS 2, and NaturalSpeech provide natural
speech, and systems such as Whisper ensure recognition robustness; using big
models with emotion recognition, digital people can understand and respond to
emotions in real time

Behavioral and
cognitive simulation

Text-driven action generation; personalized
behavior and “persona” building

Modeling action generation as a Markov decision process, optimizing naturalness
with the help of reinforcement learning and diffusion models; customizing digital
human personality and habits through multi-task learning and user data to enhance
interactive immersion

Application scenario

Virtual idols and digital employees;
healthcare, education; metaverse
socialization

Digital people are widely used in entertainment marketing (for example, Hatsune
Miku, A-Soul), Al customer service and virtual anchoring; to provide personalized
services in medical accompaniment and online teaching; to support immersive
social collaboration on platforms such as VRChat
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Table 6 Key elements of digital twin humans

Areas Core issues

Core perspectives

Data acquisition and Multimodal data fusion;
modeling personalized model development

Integrating physiological (for example, ECG, and genomic), behavioral (for example,
physical activity, and social interactions), and environmental data through AI models to
create and continuously update individualized digital replicas in real time

Health risk simulation; behavioral
and psychological modeling

Simulation and
prediction

Using specialized physiological models (for example, cardiovascular simulations) and
affective computing frameworks to proactively predict disease risks, consumer decisions,
and psychological states, facilitating interactive feedback mechanisms

Bidirectional operation; agent-based

Interaction and control . . .
decision-making mechanisms

Employing digital twins for remote manipulation (for example, “virtual engineers”
guiding physical machines), automating repetitive tasks, and enabling real-time
human-machine collaboration through co-simulation platforms

Embedding privacy protection and security-first principles during the design phase,

Ethics and privacy ~ Data ownership; identity security

consent

establishing access authorization and encryption standards, preventing misuse such as
deepfake exploitation, and adhering to regulations such as GDPR to ensure informed user

T BTFPREENGEF AR

Table 7 The difference between a digital twin and a digital person

Dimension Digital twin human

Digital human

Associated entity -
engineer)

A specific real-world individual (for example, a patient or an

A fictional or virtual persona (for example, a virtual idol or
Al customer service agent)

Data source . o
media activity, and other personal sources

Real-time, multimodal data collected from wearable devices, social

Predefined scripts or Al-generated content

Primary objective

To simulate, predict, and enhance the state of a real person (for
example, for health risk assessment or industrial simulation)

To provide entertainment, marketing, or virtual social
interaction services

Continuously updated in real-time to reflect the current state of an
individual, maintaining bidirectional interaction and

Dynamism
synchronization

Behavior driven by scripts or offline Al, lacking real-time
synchronization

Application scenarios

Healthcare monitoring, industrial manufacturing, and personalized  Entertainment performances, brand marketing, virtual social

interactions

education
Representative A “medical digital twin” of a patient and a “professional digital
examples twin” of an engineer

Hatsune Miku (virtual singer) and Al customer service
agents on e-commerce platforms
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Table 8 Key elements of sense-communicate—compute—store

Areas Core issues Core perspectives
. . Leveraging deep learning and reinforcement learning to enhance environmental context
Al-enhanced perception and multi- . . . o
Sense awareness; employing multi-source collaboration to reduce recognition errors and

source information fusion

communication redundancy

Adaptive resource scheduling and
low-latency communication
assurance

Communicate

Using Al algorithms for link quality prediction and optimization; supporting dynamic
scheduling in 5G/6G networks and multi-access edge computing (MEC) collaboration to
ensure efficient data transmission

Edge-cloud collaborative inference

Applying federated learning and model compression techniques to balance computational

Compute .. . power and latency requirements; implementing BPS mechanisms to enhance continuous
and model optimization mechanisms . . . . . .
deep inference efficiency, suitable for manufacturing and autonomous driving scenarios
. . Employing Al for hot and cold data management; utilizing blockchain and zero-knowledge
Data tiered management and privacy . . . L . L
Store . . proofs to ensure data integrity and privacy, achieving efficient and secure distributed data
protection mechanisms
storage
L . . Facilitating information exchange and strategy coordination among modules; advancing
Integrated Coordination and interaction among . . o . ; .
. . .. the system from passive response to proactive optimization, constructing an intelligent
collaborative perception, communication, . .. .
. . network loop system characterized by self-awareness, self-decision-making, and self-
architecture computing, and storage

scheduling
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Table 9 Key elements of ANI-AGI-ASI

Areas Core issues

Core perspectives

ANI systems, leveraging techniques such as deep reinforcement learning and convolutional

Artificial narrow
intelligence (ANI)

High efficiency within specific
domains and inherent limitations

or long short-term memory (LSTM) networks, have achieved superhuman or near-
superhuman performance in specialized tasks such as Go playing and intrusion detection.
However, their capabilities are constrained by predefined threat libraries and the scope of

their training data

Multimodal large-scale models, exemplified by GPT-40, have approached or surpassed

Cross-domain commonsense
reasoning and transfer learning

Artificial general
intelligence (AGI)

human-level performance across various professional evaluations, including mathematics,
code generation, and medical diagnostics. The integration of neuromorphic and digital
hybrid architecture chips facilitates comprehensive solutions for complex network defense

and resource scheduling

Theoretically, ASI can emerge by assigning instrumental goals that trigger an intelligence

Artificial super
intelligence (ASI)

Recursive self-optimization and
strategic-level prediction

explosion. Combining neuro-symbolic systems, multi-agent collaboration, and safe,
controllable self-improvement mechanisms, ASI holds the potential to achieve qualitative

leaps in global governance, risk forecasting, and information integration
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Table 10 Key elements of human—computer fusion intelligence

Areas

Core issues

Core perspectives

Physiological
integration

Brain—computer interfaces (BClIs), virtual reality

(VR), and intelligent prosthetics

Seamless integration of electrophysiological signals with digital systems;
personalized VR combined with EEG feedback enhances neuroplasticity
and improves control performance in Internet of Things applications

Behavioral integration

Computer vision-based gesture recognition and
natural human—computer collaboration

A triple-loss deep learning network enables real-time monitoring of user-
defined gestures, facilitating flexible interactions in scenarios such as smart
homes and voice-controlled programming

Cognitive integration

Knowledge graph alignment and hybrid reasoning

A multi-stage retrieval and path enhancement framework based on large
language models aligns knowledge graphs, combining programmable
reasoning chains and generative models to construct verifiable and
evolvable hybrid decision-making systems

Social integration

Digital twins and collective intelligence (social
digital twins and artificial collective intelligence

platforms)

In metaverse collaborative work and smart city co-governance, digital
twins and closed-loop collaboration of collective preferences enhance
decision-making accuracy and robustness

11 ATEHWEENE

Table 11 Key elements of artificial awareness
Areas Core issues Core perspectives

. Nature of subjective experience; Integrates the “hard problem” of consciousness from philosophy of mind with cognitive
Theoretical . . . . . .

. mechanisms of information science models such as GWT and IIT, aiming to establish a framework of necessary and
foundations . . . . e . ) .

broadcasting and integration sufficient conditions for phenomenal consciousness in artificial systems
Explores quantum phenomena—entanglement, superposition, and the Posner cluster

Biophysical Quantum microtubules and neural model—at the level of neuronal microtubules, integrating findings from neuroimaging
mechanisms correlates studies of regions such as the posterior parietal cortex to construct a testable biophysical

substrate for artificial consciousness

Algorithm and system
design

Modular broadcasting architecture;
emergent learning of self and world
models

Designs information flow across functional modules based on GWT indicators; through
reinforcement learning or self-supervised training, systems can autonomously develop
internal models of the world and self, exhibiting core elements of consciousness and

supporting interpretable algorithmic implementations

Embodied intelligence
and hardware

Perception-action loops;
biomimetic/brain—machine quantum

Combines GWT broadcasting with embodied cognition, enabling System-2 reasoning
through closed-loop perception-action cycles in robotics; concurrently investigates high-
fidelity mapping of neural network weights to quantum states in microtubules, informing

impl. tati interf: . . oy G6qs s . . »
'mpiementation 1tertaces the design of hardware prototypes for digital “biomimetic conscious agents.
Advocates for establishing research agendas on Al welfare and rights: if artificial systems
. . Moral status and legal frameworks ossess subjective experiences, corresponding ethical and legal mechanisms must be
Ethics and policy & P ) P ] P & £

for Al subjective experience

developed to prevent exploitative practices akin to those historically inflicted upon animals

and vulnerable human groups
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Table 12 Hierarchical framework for cyberspace governance

Hierarchy Go;/ztr(r)lfsnce Core mechanisms Challenges
Multi-stakeholder cooperation mechanisms: Represented by the UN, ITU, ICANN, and IGF,
International promoting global dialogue and standard-setting for cyberspace governance!* Sovereignty conflicts

International .
organizations

constraints on state cyber activities

International treaties and legal norms: Addressing cybercrime and cyber warfare, such as the
Budapest Convention on Cybercrime!®” and the Tallinn Manual®®, that outline international legal — hegemony issues

and technological

National cybersecurity strategies: For example, China’s “National Cybersecurity Strategy” and the

U.S. Cyber Command mechanism

Militarization of

National Sovereign Legal and regulatory systems: Cybersecurity Law and Data Security Law [*’) cyberspace
governments Dedicated governance bodies: Such as the Cyberspace Administration of China and ENISA (EU sovereignty
Agency for Cybersecurity)
Enterprises Self—govemance mechanisms: Industry associatiqns and standards. alliances (for example, Internet o
' NGOs. an d’ Society - ISOC) relf%‘ise codes of conduct and ethlcgl norms; provide suggestions on data flow, leltatllons of self-
Societal in du;try platform accountability, and cryptocurrency compliance!””! regulation and data
. External regulation mechanisms: National and international regulations on enterprises, such as the monopolies
alliances EU Convention on Cybereri d antitrust and pri tection directives!®”*7!!
ybercrime and antitrust and privacy protection directives
Users, Ethical self-discipline: Advocating for civilized online behavior, fair expression, and privacy
Individual developers,  protection Technology abuse
and civil Legal accountability: Clarifying legal boundaries for online infringement, data misuse, and cyber  and the digital divide

groups fraud to ensure responsible internet use
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Table 13  Core elements of the Cyberism discipline system

Hierarchy Governance actors

Core mechanisms

Disciplines within
cyberspace ({C})

Computer science and technology, Information and communication engineering, Software
engineering, Control science and engineering, and Cyberspace security

Core structure of cyberology
Interdisciplinary within
cyber-enabled spaces

Cyber—physical interdisciplinary fields ({CNP})
Cyber—social interdisciplinary fields ({CNS})
Cyber—thinking interdisciplinary fields ({CNT})

Relationship and influence of
Cyberism on traditional
disciplinary systems

Transformation of
traditional disciplines
cyberspace

Cyberism breaks traditional disciplinary boundaries, promotes the integration and innovation
of knowledge and technology, provides new perspectives and methodologies for metaverse
research, and drives the evolution and upgrading of traditional disciplines in the context of
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