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28 80 FFARTTU, Ea I WTAETTE /TEIE T B2 L bRt O, Bla it 7, S eig 8, el
ER] O1 BERSAG S DO~ s G fRe 18] SETVARI SRR T, S T Bk B A D 58 0o 77 1 ) A 25 1t
(EARRS 22 4 8 B D 00 1 L, IS8T W T I AAAE A FL ISRt [, R T IRlvE AR A RO 7 vk
AR i, I ELARMERS I 213 SR G (1 22 Pk B, Bs i 20 I BoRYT e TSR, (HX I 2
GAIOR A 2 A PR B IR i, [R]IN Ap gRAN T BB R ) o AL U 0 T BoR g e 17 Iy %2
SARSR ) 2 PSR B I 1r L, (E5 LN T SR O A i e A 1 ) A 1T SRR A By B B A LAE 3 B8
HOMAZ G (RIS 5 0T BR BOMVAR FE PR U5 ) 2 77 - TG O R R B SR TR, 366 T T4 B Uk )
REFF 34T, BEVUMRE et fis et AR B 00 44 1), i EL AR B8 S PF e 4 e A MR b, (H HUREAE 2
THE# S HTRCR A BB, BRI A A S LB ) il IR AR ) 2 A, SR a
1y, (LT 2 R P DR 2 22 ) 0 3 g i AL, RRRSEA s RIS L RIS, I HLATH IR A7 A R AR e 1
[ (4] Sl G AR i R SO [R) (il B35, KR T Ik F AR FRDIR A W), fift e T IRFR S5 4 A i
WFHERIE T, (BTG BOBERAR 2 M ZRC R, TR AR AT PR 2 EHCRAFAEAN AL [9); DL 2
R DA Bt PR B30 240 TR G 2R SR AP AR g R e 0 3 v (1 TR, FL 2 TRV K, H IR RESE /N AR A A
Ik 01,

BEEWTFCHIBERE, ARSI K T — S Bag— @ SR AT IR AL R ¢, i 2R ikAb
ST RGHEN, W1 WA R AE SR I saturn®, FIH] CIL i si0) B2 Fe IR il G i ik W 34T S i, JFF)
SN calypso B4R TE 5, X b I AT BE — D AR DR PP 29 R4 A . R B B A O
TG RIS R RS . saturn 51N SAT BRI (AR AT A2 k) D7) ) B AR AT Ik M EAT 24 o SR A 1)
€, BT RERE, R LB R 7L T TR A BB Z RGBT A 2
T BRI SR, Cousot 2542 ) ASTREEY JE & T B B HE M ELF S S0 M s, 45755
BRI 567 VA (R At L, 38 ) (AR A 57 2 IR Rl S sk, AT ARSI -5 AT AR RUBERE e v 1) B 20
BT PR T s S0 O RSO SR A 1) R, A E T & MO G AR R PR T
ASTREE R IIAEEE 18191 rose gwi¥as TAEAIT K1) compass BRSO HT T H 2052 ST 88—k b
FREIAHESE, AH L GRAE T DB SR e 2 1 ) faf SR ifad , k= 00 AR ke e PR 2 O SCREIE R SR, 75
R A5 HARAAAEA L. BRUE, H AT 70 b TR AT I i % 22 5 2 o0 IR s O SR HE R, B
LAFELLR 3 A7

1) HAT RS 0 M A R 3 AT IR 2 (W03 [, B if iR I 22 A 5 A R A T S 2 Fe
ETRRER, AENAFACEAT B A BUAR. € BRUE | AR ARG 56 A5 A 2 20T 7 10RE ol e s 00 K
LR P BT 5 R LA e 3 1 (05 g 1, (EUR R B S AL g R P e vl v 5 P 8 o A S )
WA, Prits (i a) 2 2% 2 2 HR A K

2) DUAT IS B AR 22 4t (0 P AL it SRS B 0 T PE B 2 PE AN, DRI, Py AR S A
DRE S BATAR SR R BRAE, X5 TS0 U A DR B E R 40 22 A P (1 FE A

3) DU IR A BT EAE S BRI AT s e 0« R RE o AR« IRy T I AR URESE: )y T
HAAR RHFE, B Bhig A 70 M 5 ik e g 78 LB Fabs 5 i[RI B 203, BAE T B/ coverity

2) RATS, http://www.securesw.com/rats/; Flawfinder, http://sourceforge.net/projects/flawfinder/.
3) http://saturn.stanford.edu/.
4) http://www.astree.ens.fr/.
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prevent [211%) klocwork insight®, codesonar”™, polyspace®) ZEpiNvAbiRA T T HIEAR FEKR T £
HARRIMER A7, BAR ORI — 2 RS B, (EAE BB VPG FRAR LA B it
A 1221,

N A R e (RS R ), ASCER T — R 42 (pattern path, PP) A3, /0K
AR 22 A R B T XA 3R PR30 P FE AR Y, ] LU 1SR [22, 23] 0 A BT SR 200, At
XS R GE MR BEAT R T A 4 2 5 B RUARAIR , ) AR A AR 2 AXORF B A A 11 22 4 1k e g
A7 B ARG P H A dn R L3

1) BUHARHE T WIARAS IR, 38 ) S A IR E R A BT —ANRAS, IXHER ok fa A
D0 ) R L e s A 2 SR AR P 5 T L, ROR il D 0 R I TR 2%, S o £ S 36 5040 T
PAE 2, R AR - 7 V2 BRI ek (R A0 00 A o A7 i S ok e M OC 3

2) BB AR AT LURIARE P A i . BB I P 95 2R, BE RS R I e A 5% ) AR A QT 22 4 e
KA,

3) BRI AR T DAZZ R P TR S A L, 0 s 42 TR AU R e U U PR SR AR 2
ARRESRAY, HE— 2D ), R AR T LA &2 i s S A e s ST 5 | A R R B 2 20

4) BT R AR BRI TE A RIR TR T TR . 52 BIUERT L A5 44T o R HERT A5 as
I 3 IR T G, BN BTk,

AL PPDdetector BN 22 4 LBk i A2 A LIRS AR A JEA, HARERATARAS 1)
B PR AR AR G R B a, — 5T AT DAFH 2 A A2 2 i P e e 10 U A Ay e B R ) o) S 442, b
SR REAAAE I 22 A b, RUASCHR R IR A2 12 (pattern path directed, PPD) 7592 b3 Ji 1, 4%
AR B A0 35 RS 22 1) LU 2R GE MO KRy b, T A PSR A 6 o ISR | o PHIE B A5 2%
I TR SEIUAARIS R PRI, SIEAUS R 22 i, KR IX ST VA AT i 2 AR T
&S SR ELY

PPDdetector FMY %L AE T B4R 24 2 78 SCRIBR I TR AR IR, 538k, L9 R AR e
AT TR SR A [ B e 0. AKSCER 2 9 438 PPDdetector BIUAELE | BIAUERAE A A
& S AR PR AR A URlE - RO R A 2 UR 5C A B 4 by e v AN [m) B2 2% 2 23 Ar, o6
3 490 13 ASANFEACAS R TT I AR BEAT IR, I S50 85 %) PPDdetector FE7Y (i B S8 AL 4T o fE
JIFUI ) 52 2% FE SRR AT BRI DIl 265 4 TR 4543

2 ETHEABREEHSHRERESR S RN EE
2.1 RREGEZR R IIRERRIR S AT

XT8R2 IR A EACY, e TR AR 5 A AR 22 PSR A B2 PPDdetector (13 2544,
RN
1) FIH rose #ut¥at @ LR b A AE ST s (EDG front-end parser) il A2 i 5 v VA4
(AST), MH#REEHIKEE (CDG). HikfiE (DDG) Fi¥EHlm K (CFG), Jf455 il fe w4 M
5) http://www.coverity.com/.
6) http://www.klocwork.com/.
http://www.grammatech.com/products/codesonar/overview.html.

7
8) http://www.mathworks.cn/products/polyspace/.
9) http://rosecompiler.org/.
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Software
codes
PPDdetector EDG front-
end parser
PPD-based rules v
A AST/SDG
Y
Static analysis|
A 4

[ Typessets ][~ Control
depniene

n sets E
[ Pointer sets | D A Vulnerability

Pattern path dependence »
formula sets PPDsol report
Control | [#+——*{_PPDsohver |
flow sets

Static information
database

1 PPDdetector &8

Figure 1 PPDdetector module

RG] 24 (SDG);

2) FEF DI 1) W AE R AL R R AST A SDG, i A B S BB AR M 46 17 S AT 1Y)
XG5 B, FEAFEAHICH ARG (type sets) LHAAME B (value sets). H 415 B (alias sets,
AR ZZE T SR [25) TIOTYE) . BEIRAE B (CF sets) BRACHE . (DD sets) 145 il
TR (CD sets) &%, XUEEFATRE P05 B LA RS TE A7 1%/ BDB (SQL Berkley data base) ##f
P 10) i,

3) WA BRI e UG, R AR A 2R 4 PPDsolver (fff ] Ocaml 15 V) SEHL), HR4
BN U B 4 (LLEHRIAATE A/ BDB B8 e ) oF 8 Bt 7 s R

4) W R R GG A AR NN SR, S R R AR I A5 PR R T R, DUDRE S 7 A
SR BDB #dis i, JEREAR IR 1 R N — 3o BRI L RIBRPER 3), JEHAT,
BRI AR A SR AR 58 e WAL R AR T 4 PRI 4 H 0 R, SRR 45 0

5) PPDsolver Kf#58HU, ££ BDB 2 22 R ORA- A7 R M ACHS (R AN SR At = 18], AR A QAT 22 4
PSR B 4 8 ) s AR P R AE AR 2 BB, B SRR IR 4) rhai e A A T 4 PR I A
A AN AR A AR E S B P AT I R, A AT REAEAE DR 4) R SUCERAT Bl
R, BV N R S BRI IA AR L, DA ER SRR, FEP IR 4) Rk R NS, 7 B R
NS ORI Y AR 2 R, A STP UK 126 E4T KM% (PPDsolver #2417 H AN 5
WL AR STP ZYAUKARZSBIHIN ), WA AR (AR NG sn] 385 759 50, WHZ PR 4) IR H A
FESRAAR T RE DA RAES BDB s Eh, dhai T T — D58, Wi o, Wivh S g

1 7”& T PPDdetector FAY ) EEIRFE. 5 saturn #HLL, PPDdetector H1i) BDB i A7 itk
I AL BRI, FRAK T 25 Al F4Y 271,

BEABRATHAZ ORI T a2 4 | I8 4R . DL 4 DU RDE AR ) A8 5 18 48 s HlOE R 1
AR A, FE SR AR A AR 1 -2 e A P R B A T T AL IR, ARG Bl [ IR I 4 A A

10) http://www.oracle.com/technetwork/products/berkeleydb/overview/index.html.
11) http://caml.inria.fr/ocaml/.

111



RIRZEAE: — R T— WA A R AR e VB i S Rl AR

[ Model E f -
' checkmg/ . | Problem | Pattern |:
: etc. _ ' |converting| | path |:
' Testmg, E_—ﬁ formulal

program’s ! : ~ solving

state space S/ |

..........................

2 KRR FERTS O AT RY B AR

Figure 2 Problem converting of testing software’s static analysis

_______ T > Input
/|Vulnerability|:
rule . \

:&—i—»' Deduction |<->|Judging

BDB &

b Encode ' Lo
b e ]l st

3 R EKMEREMLEHFED

Figure 3 Structure and interface of PP’s solver

BIRPR 2522 ) R St A 2 TSR AR ), 4l 2 s,

PPDdetector 1R UG SR IBURTAF A A it 42 28 50 (BT AR T8 R 37 R S 78 SUAE U8, 3 B 17 4%
TUACRE BEAIRZS 22 0] BEAT 22 Vs o AN R V5, RORAr ek 1 #5220 A BRI T O, A7 2 B dis i
RBEHARIAT.

1) N[ 28 500 22 A B (R AL SR 20 A7 23 Tripathi 25 291 Al Howard %5 281 %[ AR 2 A B ffA (1)
WU B34, RIS DB BE  J HIalE S TEIE A HOBOR & . PUT IR &R SRS R

2) AR A e S AR a8 AL b, e SRS 2R, A A R U A2 A
R, Bt AW TATAIRES 4 F CIRASHAE 4501) DL IR, #E T THis 4%
e Ak B A E R 28— HESL.

3) P M. AR i A 8 AL b, S5 S AU 2 2 e Rk B b i K S, A Kot
L P RS A S A R 8] 1R S2HE . RAT IR S8 8 Bl oG SR M 1) 3 2 1, Ol P o ) IRPIRAS e
St AT, foeJm L — 4L by U IR SRR E R e e PO A7 AR

4) B4R A HORMFE PPDsolver il B RRSCHERE P RS 45 M B A AE 6, AL
AR A AOR MRS AL A BT, PPDsolver FHAIAREER . JE T AEER | HHARbR B ) 5 1 B DU
AR, WlEl 3 Fron. O ABREUE BDB Bl i 250 A7 i i (R B Al G A s 42 A sKA e R & SR & AF
N, SR HE SRR IR AR 2 U () B 4 1 (ARARIA ) HATHES, JFRIEHE S 45 R ke
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RETAT R Rk M. ROATERAERE D, A AORARES P (K AR AL AR BDB B A
T, i NAF S i R B S RS A A AR R AN R 2 A S IERTS, AT A R Sy
H AR SR A 2 308 SRR SE Pl S N« HESe L B s e S ThRE.

5) AHRDIRERLI 1L 4. BDB Hdl ] IR LS (138 Y. PPDdetector F44 A AE (1 £ 1 1) AN'S
N, A AR 2 S OR A & 10 T2 2 AR AR vh AR R SU I HE S A ARSI, {EH] BDB idfs
JE, REAS D SRS AT AR IR 5 1. LIARARER KA AT 0 13k BRI R,, JEFERON B STP
KA A S5 AT B S

2.2 EBTHRHBXREBEREXMRABZHSLN

TEASCI TAEY, PPDdetector #5828 U 1IE 5L Ae M A I N A7 RS 0 B R B L FREH R TR
Fov NIEGR . MUl . AR RG] ek . SE S BRIR R A M5 9 RIS
ARG 123280 7 A U A SEAN T AR QA1 28 O I 45 2 i ) s O P SE Al sk g
Al e, ) A A8 2 O ke B RV R AT 0, It xof I (1) T 11 58 24 A A e MR, 5 7
AR H HAR B S fa TR A BT BE 42 2.3 NI Bl 9 SRERFEHR K 4 REHT RN 1 b Hfiid.

EX 1 (HIFZRMN) TR E SO S ZERREN) p S ¢, For “WR p oz, H
WA ¢, A q AL, I LT 4 4R

1) H FARRS RN p S g - g S p;

2) il F LRI LA EM I p S g4 (pAc— q) Alghc— p);

3) I S AL 1) 2 5 S U TR AR AR p S ¢ S g Wi p S¢S g4+ 59 S
9495 (05 q);

4) ISR G AT A2 R0 3 T S AR AR p S ¢ D g S f, W —(e — g),
?ﬁ&pﬁq&gﬁf#p&qﬁﬁ PR SS ﬁ(eﬁg)/\—'(e%q),‘?ﬁﬁ/@pgq&gi)fkpﬁf.

EX 2 (BN a2 ) Bl A —A th A BRA S5 18 F0 R i3 250 A4 3 1) 2 X
Po T P Pt 5 P 5 pey FHT P, Pty P Pt - I, Ine K RTEAD, po AR <A
Hong BT ME AR T AR set”, p; (1<i<m) R Nl ny AL IR, pe
FOR W RZZIET R &, Ing (1<i<m ) FoR “BIFEENI, Ine Fon “HlFENERAEE.

EX 3 (BRFEAXG 2B ERAT) WA AL AU A e S, REAH R, () S -1 A v (R0t
QUBLT BRI Y, — SR RS R R B gy DeRom ),
InductRelation,, (N, ,7m ) T InductRelatione (Ny,41,€) c %557 E%u?nﬁ\é@ﬁi%’ﬁ:

1) A4 HACH — MR EEAR T 0 ng AR R e, WA ERAR T RURI 28 1b n i A) 6 25 A PR
(m = 0) ANERACT R P IEEIT ).

2) BATBI A m + 2 AN A R I A A] 1) ) 30 4 S 2 R e o R 00 R
InductRelation 5&JX&.

3) WA 3 R AR AL A A NULLS &b e Fraran @ e X, AE& a1y Rl
Sy AEZE AT 5 A 5 NULL.

4) B E AR T 5 ny BEAEZET S nay M HACY InductRelation; 1 (Nit1,ni41) == REAL.
H 1 InductRelation; 11 H—41 i R HM & AR RIE LR, N ACFITTRES, N C
{no,...,ni} , nip1 N InductRelation; y; 7EA7 PR R AIFAERAEL LA AL Wik Angpy, WL
InductRelation; 1 (N;11,ni11) == REAL, A n, A5 NULL, 24 InductRelation; 1 (Niy1,
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NULL/@_‘ InductRelation (0,1)
NULL o
NULL/@\ InductRelation (m—1,m)
}n}\NULL

4 —FBEREAFSRXBREN

Figure 4 A directed PP tree based on logic expression

NULL) == REAL.

5) RSB AR Y A my BSR4 HALY §) #9304k 2, W InductRelation,,, 4
(Nms1, €) == FALSE; ii) Ny,y1 SUIEHILETT R no.

6) Z13€ InductRelation. (ng, ) ICVENTFS “07.

EX 4 (ZIHEIERH SRR AR)  — BRI b S 0B P (AT — 4 B R 2
WS B PI BUE E , JE R4 DUF 4 A

1) AR A A — 40T SR R 0 LR B, RGBSR m 42 (m > 0),
TR B AT — A AEZL S a1

2) B AR Fh TR B R B, 2 TR A R G 7 2 B B A AR 2, % T3
B AR LA 0,1, m — 1, A AR LR A R £ (B 4

3) ISR B AR 10 Y TR B AR T pp %, I ABERERAEM T L (pp) 7.

MERR 1 EFR— 4 TR 0 2 2 o ) S 2R 46 P AAT 1] 2590 22 MO 3 Hh A s £
R 2 0 R 1 BB 0 A R

MR B TRRBA AR p S gD g S f, WIS, %A I
SRUE R BS AAEA B  r H 2L, B p, e, dye HEL HURSE X 3 H03E 4 4204 A, WI435) q,9, f
SV ARG A T AR FADRIG 1 AL TR p S g S g S fE (pS D) S
WSR3 2R 5 4 PRI, WL (PSS g) S FF (P20 g) Ae — f; HAEI
SR DRI, 6 (pi> g $g) Ne— frfAe— (ps q ig); LESHN e, f WIL, iR
fre = (05 ab g) febpSa g MBLES W2 p S g B g S Fhp S g b g R THER
pPSqLgS frpSqSgpSarp B THSHpS¢SgS fH (pﬁqgg)/\(piw)/\p-

TR 3o TR 0 2 S Bt A S P T BB R R B BB 7 A PR
T, 24—k A R M R S A ZU, A S AR RS (AR A B
R T A LA AR S 06 R R B AR) 2 D TR £ i B A 2 M TR M 556

EX 5 (BARBRMHISR) BB

InductRelation; (N1,n1) InductRelation,, (N, ,7m ) InductRelatione (N, 41,6 )==FALSE
PP : 1o ny- " Nm-1 Nm
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Bk 1 B SRR 5

HIN: pp, —4cUE X 5 Fros kR4
Ht: order, BIZNERAE pp AT AT AL R B AL ) AU AR K R S R AR B
1: for i = 1 to m (m &7~ pp W1 Ri4E) do
2:  order(OptimalPath;) =< ng > ( OptimalPath; 75 pp &5 ¢ N S KA H S B AZ)
: end for
: order + {order(OptimalPath)}
for : =1 to m do
for j=1toi—1do
if n; € N; then

order(n;) < order(n;) U order(n;)

PRI P A IFERAE D < noyn1 > U < niyng >=< no,n1,n3 >
10: end if

© P NS T k@

11: end for
12: order < order U {order(OptimalPath;)}
13: end for

14: return order

P11 T FE order(pp) M THIBAEEAE pp H WA IHI ST, B < no,na, ... n, > ik, @ik
order(pp) ] WL BHZALA 12 pp.

MR 2 EwAUHI S (RADEE T AU B AR - A0 Rikoe OB AR, S5 G
PR 1 DARE S 3 N5 4 AP, BpANTT R A Ar A — S e S A (s 12, P AR SV g
FiR.

WERR EZSELE TR S AR T s R R SR R B A R, AN AT Rk AR
(R R RR T ZAI AL, L 1A 1~3 il )2 I in Ak, AT AR AR (0 ) 2 Rk AR e
A WA 20 AT —AN 5 RO AR SO T4, T LA 258 U SR A L 1 — A 49 s (R e A ik
FEHIERR, AV — AN sl s U B AR ) SR, I 1 BIEE 510 4B Rt XX AN ik P fr 4
W, DR, B JE AR IR RN T A ) A AR A B AR .

MR 3 HRARBR AR A pp A AR SRR L PR ER AT pDope, WAL DD F DDope-

MERR IR 1 UE IR

HIE 1 ETEBART SN m+2 (m > 0) MBS BEAAR80E pathnum <
L+ 350 o

ERA ( %ﬁ@*&ﬁﬂ”ﬁ’%ﬁﬁ, YRR TR ] R R O R IR AR Y s AT G, A A v ) 4 A DG,
KR AR 00, + 30 O %l

EX 6 (FEEARAEED)  EARRB KA PPT & L F:

1, if PatternPath € M;
PPI (M, PatternPath) = (1)

0, if PatternPath ¢ M,

Horb MORARATIRANT R T R PR LR 18] 1R O R A AT FRARZS A B2 18], PatternPath Rt
AR A2
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Vulnerability Vulnerability ~ Vulnerability Vulnerability
property property property property

Normal
property

Normal
property

Normal
property

Normal
property

5 FIEIiEML

Figure 5 Description of judging procedure

EX 7 (PAAID 2 A BB RA RN BAFARS 22 2 PE G A RA I VulnerabilityRule H—
MY el 7R, VulnerabilityRule = (€2, ng, SyntaxRule, JudgeRule), € &7~ Fds U N FH )75 i L 183
DL A5 B R P25 1], SyntaxRule RniEVERN, JudgeRule FK7nHIE N, ng AWIHFEF
AL BRI R

o IEVEMN. VulnerSyntaxRule = {L(pp), PP}, L(pp) & — M =T 15 pp A B %
7R, PP & L(pp) LR T4, WL Ypp;, € PP,pp F pp,. BEUEAEW LIH T £ A
Induct = {CD, DD, Pred, Succ, PD}, GG HIHOMIT] T - 2 O3 mrokdil T 5 4kl T . SRl
TR R SRS S, MR IE R R TE A statement = {njn € N AN C Q}, — M=
WH) NULL, — Mg bifn) e 03T A) 2 B 161500 R 2 — a2 AN T s ME R 1R 2 4 R0k
3 InductRelation, F AT IR W R =42 %ok,

InductRelation(statement,statement NULL)==REAL
statement statement|NULL,

InductRelation(NULL,NULL)==REAL

NULL NULL,

InductRelation(statement| NULL,e)==FALSE

statement|NULL

T — 2L SyntaxRule = {£ (pp), PP}, B #4121 4E PP = {ppy, PPy, - - -, PPy }s S IATE
i A5 PD; AE LR atti (ppy), iR
atti () = { L @)
0, MMaggrtE.
o FlE N, SyntaxRule J&—™ HHiE & 2 LM 84, id/E SyntaxRule = { judge (pp;) |
pp; € PP APP C £ (pp), 0 < i < n }, B EEIERUN 4 — S Bk A%, #B S A AH N IR TS 1 E 5 A
3, AR SyntaxRule H RN MR G H e 40 0F, I 5 4 T e AR S i, B IR ik 2.
PERR 4 (WG R afEtE) AT — R AR 22 A PR B RS IR B AT A6 2 no SR JE T34 1
SE A BRAME AR RS (8 X 7 rh e i, B — MR s A A 2 A BR ).
PR 5 (FISAMEMBENE) AR — TS b RS e Y1 RUB H bR RV 6 S 3 R
T GO R FRIA A (8 X 7 hIHI SR AT U TS E A e ).
TR 6 (UM SEEifh) 45 Se iy B AR 22 A P ol g i i J0 0w LB 5 22 A RS2 4],
D) S48 1) A0 e A T R PP A U B AR TR B8, AN ) S48 B 4 — 4 P vk R ) P A e A R 5 2 6
I e BRI (5 7 A R TEE R s SCUERA TR A s g4k ).
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L 2 AT AT T PRI 22 A b ) 1 A

N W) VulnerabilityRule (415 X 7 FT7R)

i : FHE M VulnerabilityRule FH) 521 FE judgeprocess (WISE X 7 FizR)
1: for i =0 ton do

2: if atti(pp;) == 1 then

3: while traverse w do

4: if condition then
5: EXIT

6: end if

7 end while

8: else if atti(pp;) ==

9: while traverse w then
10: if condition then
11: report vulnerable behaviour
12: end if

13: end for

14: end while

15: end for

PR 7 CHE RO EHET) A A e il R B U A2 ppo, PPy, - - -5 DD, TFIRHIE, — HHH
IR TEE IR IR H R pp, W2 R 20, SLRISEWRHAE (Wi 5 Pox).

EX 8 (HAAID 2 A VERBE R IR BB AR SR AR TR X T — 4 B e A MRS
IR B VulnerabilityRule = (€, ng, SyntaxRule, JudgeRule) I 15 4% 72 ST & & ME R gk 15

InductRelation; (N1,n1) InductRelation,, (Np, ,nm ) InductRelations (Ny,41,€)
PP : 1o ny-"Nm—1 Nm g,

HSR A S (pp) ik, sKAFEZS BB |S (pp)| Hifiids, HAEANTT A ny RS AR NEE S set (ny),
KT S € S(pp), M (s0, 81,5 8m) F~, MHALY

InductRelation; (sg,s1)==REAL InductRelation,, (s0,51, ,Sm—1,5m )==REAL
S0 € set (ng) S1°** Sm—1

InductRelation, (so,e)

Sm

IS 2 (BN AR IR S BT 50) T — SRR 22 A P B B R AR VulnerabilityRule
= (2, ng, SyntaxRule, JudgeRule) I )45 & AT = 8 MM B k12

InductRelation; (N1,n1) InductRelation,, (Np, ,nm ) InductRelatione (Ny,41,€)
PP : 1o ny-Nm—1 Nm g,

T A2 0

1) BN ng BB MR AR set (ny) WA KA [set (no)| < - -+ < [set ()]s

2) HofER A TEHUEE (S (pp)| = [set ()3

3) SRARII ] FHRAE BB S0, |set (ny)];

4) S(pp) LA AT LAHIE 6 IR EATHEIR, B FRIAR TS R A 2 T P 1) 315 0, AR ER & )
FA 1 R T 8R4 set (na—1), MBI H & B 95 R — SR R ARkl S (pp) SRAHII—
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B 6 RABEKE=IE
Figure 6 PP solving space

MIE, WA pp 72 Q HHI—AMi#. Vs; € set (n;), children (s;) KN s; 1 E I THEE,
farther (s;,7) &7~ s; 1900 § ALK, Bl sg = farther (s1, 1) = farther (s, 2) = farther (s,,,m), L&
set (ni+1) = Uy, eset(n,) children (s;).

EX 9 (PN 2 4 PR i B i R rh ) e O T8 1] 5E S0) R T — 2 B A R e A M B
R H VulnerabilityRule = (2, ng, SyntaxRule, JudgeRule) T 14 4% 8 AT & & PE A Bk 14

InductRelation; (N1,n1) InductRelation,, (N ,nm ) InductRelations (Ny,41,€)
pp o ny-MNm-1 Nm &,

XF I E SCIRTRAE RN, S FR 0 5 SCH— 4R an F
SET; (s): s € set (n;),

N (s): s == NULL,

CH (s,y): s € children (y),

FA (s,y): s € farther (y),

EQ (s,9): 5 ==y,

LT (n): Lessthan (n) == REAL,

VUL (s,y): s,...,y is a vulnerable trace,

VUL, (s): s is a vulnerable statement,
EXIT: exit the analysis.

FERS PR FROIRZS 23 18], RSB A AT SR AR AT A ol SREGS ) BEIE S S Ak SRS AR RE DL S SR A
SRS, X PSR A Ty sCAE I T T A _EFEATC 22 5, AN SR AR DR S S Ak SRamgs, Ox 1 A Bl B il ik KL
WP R RN (R AR 2 30) S0 I AR A 2 ], S0 A A A 75306 A2 ) DR B FR 1 Rl i i N 5K, O
S AT AL A

2.3 ETHEAREHSQAXMRERBDR SRR L

PR (PDG) 2l B 42 AR R0 5 st B R B2, A — R LA B v ) A 27
T, BRI RE W LSS M AR 5 R IB A IO TR AN T SR OGBS L. R PP O I3 7 Dy il
FEA SIS (PDG) AL RE IO (AR AR GEMAIEL, SDG), 1o R[] HCASE 1] e ok e A g Pl f1 AP —
ARSI Z AR . A R E X 10~18 SIH] T 3CHR [29,30] 58 TRE AR B A E X, £EIE
Bt b, 58 X 19 ~ 25 Fe TR AR A SNa Y T ACRE e A PR B AR I i 75 PR 78 2058 XL
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E)‘( 10 (BEHRFNS 1) —DREFRI Y s s o — 4 BT A), REESN PP AT 178 ), B4
A ADAANEH—AN I, SRR NS HLBEAT RN DHEN, ST
EX 11 (CFG) BRI CFG MUk, Horh N Rz B mifk &, B &1
G, BRI ARSI  ng BT R ny W REAFTERE R B A 15 R0 (ng,nj).

EX 12 (FEHIRIL) W ng BN R ny ZIAMEAE— SR HITIL Y 78 B4, AT IERERE TS
Fong BIER)REN A ny HITEA).

EX 13 (HAZA—EH%)549k) 15 CFG T, & (ni,ny) € E, WHK n; & n; BEBEATIK, n;
& ng WHEBGE 1A n WITA BEATIRARES RN n K EBEATIKEE, X4 DirPred (n) =
{m e N|(m,n) € E}; Wri n K HEFRA ST n EEEDLE, IR DirSuce (n) =
{m € N|{n,m) € E}; CFG MW i Entry & —/M&A AR A, CFG 1 H7 58 Bxit 2 —4
BAT G AR KL

EX 14 (PATEEIR)  1E CFG 1, Path = (n1,na,...,nk) N —IBRPH, FHL Vi,0 < i <
k,n; € DirPred (ni1), WFR Path 4 CFG 4 n] $h47 442,

EX 15 (H—F4) 1 CFG i1, #0 ny 1, 2458 4T AT ECRS, DB n, & n; 1
HIrK, AR nj & ng WIE4EE, A8 (ns,n;) € Pred 8% (nj,n;) € Succ.

EX 16 LET ) 78 CFG HY, #5 ny BIREFFt H79 81 Exit IAEATEEAREL ny, WFR n; 2
n; CHC PostDominate 95, icAE (ni, n;) € P.

EX 17 (FEHRA) OB T RIS DR R S Z R SR, T CFG
AR ng,ng, A ny BERHITH ng PATIRESAL, W ny FEHHKALT ns, ILH (ny,n;) € CD, Hil
S ny B ng ZIAAFE— AT $ATIRAR P, X T P EER ng,ny SRR n, T 0y #E n )G
WA R, TR ny AR ng BIJELEETT AT

EX 18 (HHlfk#) (& CFG o, X T H AP B4 i mliiE f) ng,nj, &5 o, 792 v € DEF (n;),
v € USE (n;), n; Bl n; Z A4 AT IERAT, HAXERAD b, A TERINT o BT HH w L. B4R
n; KT v BHRRMKAT n;, iE (nj,n;) € DD (v).

EX 19 (ATRERMEIREARRES) B P AR TR A RS possibleNPV i 2
possibleNPV = {v|3n € P, such that v € DEF (n) A (v = function_return_value Vo = NULL Vv =" €
possibleNPV)}.

EX 20 (EX—MH—%A) W THEARF P, DEF (n/P) £~ P IETER) n 4 S
AR, USE (n/P) Fonfily P e ) n MAEHIINAZ AR S, DEF (v/P) RoasFEy P HE A2
v El’*ﬁ%’?% , USE (v/P) F/n-fe)¥ P Al v R4S, CHECK (v/P) KnFE)T P iz &
o MEMEES.

EX 21 (BEORA) X THEAEF P, FUNCTIONCALL (function/P) F/nFEF P i i B8
0 function MiEAJEES. CallName (n) RNFEET] n A H AU S, ResourceAllocateFuction-
List 27 B2 BoAH OC 1 e& 50 FH4E A, ResourceAllocateFuctionList = { malloc, open, fopen, new,
strdup, realloc, socket, calloc }, ResourceRelease (fuction) 7%t ¥ 73 BC BRI AL fuction X8 [ % 5 [FT1AC
R4, ResourceAllocateFuctionList &7~ P85 [MSCAH OC I 8 20 FHAE &, H ResourceReleaseFuctionList
= {ResourceRelease (fuction) | function € ResourcellocateFuctionList }.

EX 22 (frEHn4) W TRAREARE py, AN A$RE 455 H] PointerAlias (pv) &7

EX 23 (WRAEHE) MR o KFEHEZRIR N process (v).
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x1 HT-EIREEX

Table 1 Some definitions of boolean functions

Function name Function definition  Value Conditions of value Variable description
Bool functi TRUE s CD

oolean funetion CD(no,n1) (no,m1) € no,n1 are statements
of judging CD FALSE (no,n1) ¢ CD
Bool functi TRUE DD

ooleant funeton DD(ng,n1,v) (no,m1) € (v) no,n1 are statements, v is variable
of judging DD FALSE (no,m1) ¢ DD(v)
Bool functi TRUE CHECK

colean function CHECK(n, v) ne ©) n is statement, v is variable
of judging CHECK FALSE n ¢ CHECK(v)
Bool functi TRUE s € Pred

oolean tunction Pred(no, n1) (no,n1) re no,n1 are statements
of judging Pred FALSE (no,n1) ¢ Pred
Bool functi TRUE NullStat t

oolealt tunetion IsNull(n) n € Rulibtatemen n is variable
of judging IsNULL FALSE n ¢ NullStatement
Bool functi TRUE eEN

colean function IsBelong(n, N) " n is statement, N is a statement set
of judging IsBelong FALSE n¢ N
Boolean function . TRUE function € CallName(n) .

IsCall(n, function) n is statements

of judging IsCall FALSE function ¢ CallName(n)
Bool functi TRUE hild DirS

oolean THnetion Lessthan(n) [children(n)| < [DirSuss(n)| n is statement in FP
of judging Lessthan FALSE |children(n)| > |DirSuss(n)|

EX 24 (ZiliEn))  ZabiBEa)%E 4 H NullStatement K78, LS exit BAECFT return p&ECRH H 11
RS NullStatement = {FUNCTIONCALL (exit) , FUNCTIONCALL (return)}. JANFEF P
A EEAJE A RO NullStatement (P) = {FUNCTIONCALL (exit/P) , FUNCTIONCALL (return/P)}.

EX 25 (AFETGFHRIAE TIERECE ) T (R A0 LWL 1 P, 595 1 5145 H ek
YRR, B 2 FIFERT NI R EOE X, 53, 4 F1 70 )2 —AE pR EIBEL RN I (B, 26 5 Z1E s e
SCHRT B @ VA

NS, gt T ARG T L BRI R L A AE 22 R IBURT S A A AR A R RN, o4k
FHAFBR BRI AT LA A, SCr P AN,

1) ZBHREF G H B RE R R BN . = $a 55 | s Fa R @ #U A NullPointerRerenfenceRule = ( 2, ng,
SyntaxRule, JudgeRule ) #7~, HH Q = { SDG, NPcheck, possibleNPV, DEF, USE }, ny € DEF
(v/possibleNPV), SyntaxRule = {L(pp), PP}, PP = {pp,} , atti(PP) = {0}, JudgeRule = {judge(pp;) |pp;
€ PP APP C L(pp)}.

o« pp g DD(n1,n0,v) - CHECK (n2,0)ACD(n1,n2) ny O e

DD(n1,n0,v) CHECK (n2,0)ACD(n1,n2) 0

® DDPg : 1o ni ng — €;

e judge(ppy) : Vs1 (SETy (s1) A =3s2 (CH (s2,51)) — VUL3 (s1)) .

B 7 AR T LUR IR, R 3 —iffy 14—y 7 — 1 A) 22 SRS IREN ST BT B 12,
IR AETET) 22 RAETARET G A% W EAE A SCE SCHRISR RN A SCHEIR A .

FESC R R 5 G55 LR A RN 52 SCHIEE RN

DD(n1,n0,v) CHECK(n2,v)ACD(n1,n2) 0
1o s ng — ¢,
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1 FUNCTION *** () { 13 slsef

2 char * input="ssssssssss”’; 14 Return 0;

3 char * string=funA(input); 15 }

4 if(!string){ 16 }

5 funB(string); 17 funB(char *y)}
7 FunC(string); 19 }

8 } 20 funC(char *src){
9 funA(char *x){ 21 char des[10]="0"
10 if(strlen(x)<10){ 22 strepy(des;sre);
11 return Xx; 23 }

12}

B 7 —REITHEHSIARSERKE

Figure 7 A fragment code containing null pointer reference

Horf ng = { #5603 }, v = { &% string }; MRAEHIF 5 DD (n1,n0,v) (0 KTALR o BllRHMT
no ), WIS ny = { 6] 5, R 7 )5 ARIEHI AT CHECK (ng, v) A CD(n1, ng), W) ng XHAEE v
lﬁﬁﬂ‘ﬁﬂ@fiﬁ, I HEA) ny FEHIHBTTE ) no, PITFELH ny = { T60) 4 3. FIERNAY

Vsq (SETl (81) A —dsg (CH (82, 81)) — VUL, (81)) s

W E B RAR A, T 5 ng PIAERGER) 51, WEARARTE A A B AR A F 21 (RIAR S
BRI RN N RO LRI, R ne XN ITER] s0), IBATER] 51 RAET A4RERS
. AEZAE RO R AT BUREL, 0] 7 i dw bt oI e ), JF Hoar BLERR w] REAFAE 1 4R 1E ) 5.

2) G5 R Sl S s . s i R R U A ResouceLeakRule #8718, ResourceLeakRule
= (9, ng, SyntaxRule, JudgeRule), H:H' Q = { SDG, DEF, USE, ResourceAllocateFuctionList, Null-
Statement, procss, Pred, Succ, PD, CD, DD }, SyntaxRule = {£ (pp), PP }, PP = {ppo, pp1}, atti (PP)
={ 1,0 }, JudgeRule = { judge (pp;) | pp; € PP A PP C L (pp) }.

e pp : N (@), ny ), ng ©, ng LN HAr (a): Pred (ng, n1) A IsNull (nq), (b): PD(ng, n2) A
IsBelong (ResourceRelease (CallName (ng)), CallName (ng)) A Pred (ng, n1) A DD (ng, ng, DEF (ng)),
(c): IsBelong (ResourceRelease (CallName (ng)), CallName (n3)) A DD (ng, ng, DEF (ng)) A PD (ns,
ny).

® DDy : Mo Q> ny (—)> ng LN e, Hp, (a): Pred (ng,n1) A IsNull (ny), (b): PD (ng, n2) A IsBelong
(ResourceRelease (CallName (ng)), CallName (n3)) A Pred (ng, n1) A DD (ng, ng, DEF (ng));

e judge (ppg) : Is2 (ST2 (52)) — EXIT;

®pp; : Mg (), ny o, ng LN e, HH, (a): Pred (ng, ny) A IsNull (ny), (b): IsBelong (ResourceRelease
(CallName (ng)), CallName (n3)) A DD (ns, ng, DEF (ng)) A PD (ns, ny);

e judge (ppy) : Vs1 (SETy (s1) A—dsz (FA ( s1, s3)) = VUL (so, s1)).

3) WAF 2 DR TBCER B IR BRI N A7 22 VORE TR B i iR B ] MemoryDoubleReleaseRule 7,
MemoryDoubleReleaseRule = (€2, ng, SyntaxRule, JudgeRule), @ = { SDG, DEF, USE, ResourceAl-
locateFuctionList, NullStatement, procss, Pred, Succ, PD, CD, DD }, ny = { n|n € DEF(v/PV) A
CallName (n) € ResourceAllocateFuctionList }, SyntaxRule = { £ (pp), PP }, PP = {ppo}, atti(PP) =
{0}, JudgeRule = { judge (pp;) | pp; € PP A PP C L (pp) }.

121



RIRZEAE: — R T— WA A R AR e VB i S Rl AR

e pp : g (), ny o, ng ), ns LN e, HH1, (a): DD (ng, n1, DEF (ng)), (b): DD (ng, ny, DEF

(ng)) A = IsBelong (ng, n1) A Pred (n1, na), (¢): (Pred (ns, na) A PD (n1, n3) A IsNull (n3)) V (IsNull
(n3) A PD (ng, n3) A Pred (ng, n1));

® PPy : Mo {2, ny ©, ng ©, ns LN e, 2w, (a): DD (ng, n1, DEF (no)), (b): DD (ng, na, DEF
(no)) A — IsBelong (ng, n1) A Pred (nq, na), (¢): (Pred (n3, n2) A PD (n1, n3) A IsNull (n3)) V (IsNull
(n3) A PD (ng, n3) A Pred (ng, n1));

e judge (ppy) : Vs1V¥s2 (SETy (s1) A SET3 (s2) A FA (s1, s2) A—3ss (FA (s2, s3) A SET3 (s3))
— VUL (so, $2))-

4) SE A BRI RN S54SR A IR HUN A RaceConditonRule 37, RaceConditonRule
= (Q, ng, SyntaxRule, JudgeRule ), Q@ = { SDG, DEF, USE, ResourceAccessFuctionList, ResourceCheck-
FuctionList, process, Pred, Succ, PD, CD, DD }, ng = { n | CallName (n) € ResourceCheckFuctionList
}, SyntaxRule = { £ (pp), PP }, PP = {ppo}, atti(PP) = {0}, JudgeRule = { judge (pp;) | pp; € PP A
PP C £ (pp) }-

e pp : Nng (@), ny ), ng LN e, 2t (a): IsBelong (n1, USE (USE (ng))) A IsBelong (CallName
(n1), ResourceAccessFunctionList) A CD (n1, ng), (b): Pred (ng, n1) A PD (ng, ng) A IsNull (ns);

® DPpy : No (@), n O, ny L e, 2 (a): IsBelong (n1, USE (USE (ng))) A IsBelong (CallName
(n1), ResourceAccessFunctionList) A CD (ng, ng), (b): Pred (n2, n1) A PD (ng, n2) A IsNull (ng);

e judge (ppy) : Vso¥s1 (SETq (so) A SETq (s1) A FA (sg, 1) A =3s2 (FA (s1,82)) — VUL1 (S0, 51)).

5) MR H B . ARG L B0 . APREIBUS AT BT BB R A R ().

2.4 BiESHIESMRIT

PEFZ IR T 4 A HEAT VSRR RE ol e 22 b B a2 18 30 Hiedla 1O U 1) A RS, o Vs il PE e AT
K, I, TSR A5 B
1) WIART s TE B RS W B ) A AR U A2 A UG Y Rl BTG A B, AR T 2
TG XAFERILG T 5, S5 R AR IUELFE FT IR A 5 2R R DS 2 S ORI S r R B3 A .
2) M FRATAEAIYT ). AR P 10779 s 1) R B RO G R L IO 3R . BRI IR /) 4k
IR A MR B AT F AR B — AR A B, T T R T XA A, RS O 28 R P B8 AR 42 il R S
A, A 4 A7 —HERIEGEAT AR IR, AR 2 R B BIC 3R, 2 AR RIS &R, U v N JE
o SERAETHE 2 T R HOEOC R, Wil 8 B, Hrh, CD (ng, ni) = 7 (ng, n1) & 0x0001; DD (no,
ny) = r (no, n1) & 0x0100; CD (ny, ng) = r (ng, n1) & 0x0010; DD (ny, ng) = r (ng, n1) & 0x1000.
3) BB SR R IITHE. TEM e H 4B A kil a) g, RSO0 . SR aa . srok. 5
RIS RV IA), LESAEI 1] Y BT 8 SCRCI TR TR A AR & R 2 v R ] LIRS 5 BRL (R 15 2 B ) e
4) RS B AN R Ak BT AR AR (A7 A PR I B2 FAT AR, X R L FR 5 T H]
SREE B, AR IR Ik 3, Ferb ek % PPGEN IO RS HEA 5Tk 4.
5) AT Sl AN ) B ) 52 2% FE 70 AT . PPdetector #5728 154 JRpR A8 AR TRAS 56 5 v LU AR, Ja sk A
B Tk, DA TR) 52 20 B2 S AR R OR i 1 Bl IR 1 e 3l g PSS, AR o S 8 IR 2 7
S0, AR U2 2R SR AP UASE B T S WA, DU PR N 1) 52 2% 2, 3o 23 A, mT LA S M B 2R Ay el At
HER AR BN LR S 2, L4
o R PE AR IR 461 A A rh Bl LR g
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ng,n, has the
Symbol composed
description and dependence
(ng,n;)! €EDD (ne,n,)! €DD relation

(n1,) €DD D, ) =DD CDy CD, €D,

D, CD, CD,

D,
(ne,n,) EDD (10,n,) € DD D, GD, GbD,

B 8 HURMHBIXARFEHKH K R H
Figure 8 Binary description of DDG and CDG

Bk 3 AIRE T kB N 5%k

N SIRE S H B SRR U NullPointerReferenceRule (41 2.3 /N1 L AL EIR)
W ZSHRE S I skEAIE U4 NPRVUL

1: NPRVUL <« {0}

2: for each v € possibleNPV do

3: for each no € DEF(v) do

4: for each pp; € PP do

5: PPinstance <— PPGEN (€, pp;)

6: end for

7 for each instance € PPinstance do

8: judge(instance)

9: NPRVUL <+ NPRVUL U {VUL; or VUL2}
10: end for

11: end for

12: end for

13: return NPRVUL

E3k 4 PPGEN

BN DWRARE PRI 0] Q, 5 ¢ iR A pp;

it B ARD AR Q HPAEFEIRE R 42 pp; SEBIER S PPinstance
1: PPinstance « { 0 }

2: if PPI (SDG, PP;) == 1 then

3 PPinstance <« travel (SDG, PP;)
4: end if
5

: return PPinstance

o PRI R A5 P B K B AR A 3519 R m;

o FHRAT R HAIBHELR AL EIR Ay

o H4 P 2 AR AA AU 1 ] R B B R Xo;

o JIT AR BRI U 1 (e A AR i BB As.
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R 2 RAEMNNFFSIRE KR

Table 2 Vulnerability type and symbol mapping relationship

Vulnerability type of testing software Symbol
Operating error after releasing memory VA
Pointer misuse VB
Memory leak vC
Overflow of format string VD
Calling insecure system VE
Race condition VF
Integer overflow VG
Array overflow VH
Improper protecting resource VI

6) HEREHRIACTE. —FBE AR R, BER B IRIRECEIR (Mg)™, frka i i
PRRCE EIROY Asn, BERAIIELEIRN o (Mir2)™ Asn); T RUIRES HEAZCEOR A2 5 1 10 SR A AR
A, AN EER B HRE, DT R RES LEARE R o (A A2)™ Asn). JEIEXE 22 ANTUHEAE 7 (1 0
SRR A E S A, Ao, g, m #GRBUNR L, ARG R HOBUER IR IR A W46
TR TR BB o AR P AR AT B S M OGRS I R AR I S 1 ] e B o LR
A < 6, Fra Ui EIR A < 10, e RBSUEAR 311 (O80R m < 6.

3 MRS5S

AL PPDdetector [ISEH6F- & & AL PSS Intel(R) Core(TM) 72600, 3.4 GHz, WA7 DDR3 8
GB, #1F A4t Ubuntu 32 bits.

PPDdetector % 2 AN RIS AU R 5 RL P AT R, 3K 2 45 T PPDdetector A 2 A
R S 9 ZRERFAA RN A G R, K 3 45 T iodine!?), bftpd'®), wu-ftpd!%), openssl'®,

dnsmasq'®, net-snmp!'”, openssh'® | cups'?, busybox??), coreutil?"), andorid-kernel??), ntp??), samba?*

S 13 NASTRMCRE AU (1 9 288 e 55« FR GE R 55 55 2 A AH O B 3 IR RS R, B R RCAS 3K
PEARISAT B M S8 . TR BB CE . RGBT AR s AR B . B AR T B B R DA
PPDdetector [ 22 48 (116 U s [1].

12) http://code.kryo.se/iodine/.

13) http://freecode.com/projects/bftpd/.

14) http://wu-ftpd.therockgarden.ca/.

15) http://www.openssl.org/.

16) http://www.thekelleys.org.uk/dnsmasq/doc.html.
17) http://www.net-snmp.org/.

18) http://www.openssh.org/.

19) http://www.cups.org/.

20) http://www.busybox.net/.

21) http://www.gnu.org/software/coreutils/.

22) http://source.android.com/source/building-kernels.html.
23) http://www.ntp.org/.

24) http://www.samba.org/.
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Table 3 The code information and testing time of 13 softwares
Testing software Lines of code Testing time (s) Version File account Function account SDG path account PP
iodine 18007 28 0.4.2 26 83 10052 1202
bftpd 19853 43 1.6 41 144 14724 984
wu-ftpd 38674 267 2.6.2 59 271 59841 3864
openssl 241310 2691 1.0d 799 6137 939937 25481
dnsmasq 29000 321 2.47 43 216 86944 4222
net-snmp 121992 1126 5.0.11.2 520 1789 423188 22490
openssh 106140 645 5.8pl 497 1605 246064 9812
cups 177445 1331 1.4.8 106 769 643654 32101
busybox 79630 579 1.11.2 347 1363 182089 52327
coreutil 100361 T 6.11 217 1445 309832 15666
android kernel = 5 339 807 26.39.2 345 1859 212191 63897
(partial module)
ntp 138169 649 4.2.2 69 759 185001 50043
samba 662130 7850 3.6.2 1288 19265 3858984 100023
% 4 PPDdetector *f 13 MXHRIAIEERIGIRE LR
Table 4 Doubtful vulnerability report of 13 softwares by PPDdetector
Target software VA VB vC VD VE VF VG VH VI
iodine 0 1 0 0 4 0 0 1 0
bftpd 0 7 0 2 23 0 0 1 0
wu-ftpd 0 2 7 1 63 7 0 1 0
openssl 0 18 1 1 31 2 0 2 0
dnsmasq 0 4 13 0 31 0 0 0 0
net-snmp 7 30 59 12 153 6 1 10 0
openssh 4 6 6 0 9 9 0 1 0
cups 1 3 7 7 90 9 1 0 0
busybox 0 4 25 3 66 22 3 8 0
coreutil 1 9 2 2 54 9 1 7 0
android kernel (partial module) 2 3 3 6 58 0 0 3 0
ntp 0 1 0 2 57 0 0 0 0
samba 2 42 9 3 33 2 4 14 0
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25) http://cwe.mitre.org/documents/vuln-trends/index.html.
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% 5 PPDdetector X 13 NMRHFAIGRIEIREHER
Table 5 Vulnerability report of 13 softwares by PPDdetector

Target software

Detected open vulnerability numbers

Vulnerability type

1D

iodine 1 VB Bugtrag-34731
bftpd 0 — —
wiftpd 2 VH CVE-2003-1327
VE CVE-2003-0466
openssl 0 — —
2 VB CVE-2009-2958
dnsmasq
VE CVE-2009-2957
net-snmp 1 VE CVE-2008-6123
openssh 0 — -
cups 1 VA CVE-2010-0302
busybox 0 — -
coreutil 0 — -
android kernel (partial module) 1 VB CVE-2009-2692
ntp 1 VD CVE-2009-1252
samba 1 VC CVE-2012-0817
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Figure 9 Relationship between lines, PP number and

SDG path number of testing code

Figure 10 Relationship between lines and time of

testing code
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A static detecting technology of software code secure
vulnerability based on first-order logic

QIN XiaoJun*, GAN ShuiTao & CHEN ZuoNing

Jiangnan Computer Technique Institute, Wuxi 214083, China
*E-mail: xjqin@163.com

Abstract The secure vulnerability of software codes is an important vulnerability which may cause a disaster
in the software system. The automatic detecting and locating technologies for this type of vulnerability have
a significant meaning in the software preserving and evolution. This paper proposes and implements a formal
detection method which is a static detecting method of software code secure vulnerability based on first-order
logic. Our method defines the formula of pattern path by combining propositional logic and predicate logic.
Some expressions of proposition logical construction function related to dependence relation is used as directed
conditions for creating the nodes of pattern path. Then we formulate various types of software code secure
vulnerabilities and turn the efforts in finding vulnerability to judging the existence of pattern path in limited

state space among corresponding intermediate codes. The experiment results show that our method is fit for
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detecting most types of software code secure vulnerability. It punctually finds out ten known and two 0-day
vulnerabilities in 13 open source projects including “openssl”, “wu-ftpd”, etc. Comparing to existing static
analysis methods, such as module checking, the test time in suing this model is almost in line with the size of the

code.

Keywords software code secure vulnerability, first-order logic, pattern path, static analysis, formula description
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