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%1 SHEMBHLHLER

Table 1 Comparison of other proposed protocols vs. ours

. Complexity Necessary
Protocol Operations . : . The number Other problems
. . (the input size for cryptographic Verfiable .
derived from on matrix . . of server and shortcomings
isn xn) assumptions

Vulnerable to

Ref.[10] Multiplication O(n?) Y 2 Y
colluding attacks
O(t?n?) High computation
Ref.[11] Multiplication 12 < n? Y 1or2 Y and communication
t is the threshold complexity
o Their verification
Multiplication Iorith i
Ref.[14] inversion O(n?%logn) Y 1 Y AgoTTHim working
. with all but
determinant
negligible probability
The client invests
Ref.[15] Multiplication 0(n?) Y 1 Y an expensive pre-
computation phase
Multiplicati
Ref.[16] Hhipteation O(n?) N 1 N -
inversion
Multiplication
Ours inversion O(n?) N 1 Y -
determinant

Zf LI, PR3 MI SRR RIS ) e R s L.

5 SHAATRMLLE

BAHESEA 5 Z LRSI R NE 1 iR,
M 1 TR FRATR P B AT AT SR A B IS TE T, S0 T B 2% B S A i T B8 AE M T
RTINS

6 LF
6.1 fRELMAIEE

FEIX /4T, TATRAL I EE 4 b gs SRR BRI AMO PR MI SKHE Az = b AR, W
AR, SR ML ML ()[Rl 45 KRG Ax = b B0, BELERIE, HITFRATH PR 2 2 7 f
L IIRG R

L At noxn BEERE, b a2 n iR H I AR EGRIG TR Ae = b I MF o, (H XA
A b LK 2.

Stepl: WML MI L4/ MaiHE A-L

Step2: WIH A w3gE, WP MI 25 [H] A=Y P o = A~ o, R0, $hsCh i, R4 Az = b
Tofi.

I AR ECR AT DL Ea MT A3 8. 1 B, TR R AU O(n?).
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S

McEliece 75 3CHR [20] A — e ERS 1S 10 & — > NPC [l #H1 Goppa A7 PR PG 5
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S,G Ml SG.

Step3: HHPHE A G/ =TP.

I B YRR — DI m € GF(2)F.

Stepl: E# GF(2)" LHEEN ¢ NN 2.
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fR Y B W ¢

Stepl: 15 cP~L
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Step3: A ATIGUFEMY MT 245 ST
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A S—1 WHEEIRE DN O(nk? + kn) F1 O(k®). R Lk AM 7 ] LAy /b F P s i v 15
G' I S=1 A REAMN I S] Ok + kn) F1 O(K?).

7 g

ASTCH T AT (R AT S8 IE 22 A A DG TTSEBL, HLA Y T e AL T AR A K 2 B i 44
b AN S, Si2Bs B IX L A A B SGE F TR 2 B T G IR G AR g A, BATTI X
3L T R ACUA WP 3 D R AR A 22 30T 1 ) P 36 UE ) 22 4 A A v S B

ATV A PTAT (0 AT Sl 22 A A PSR BERE i AL S B IR 5 IS 7SR 1, A SO B A JEE
I3 S 25 OIS 22 A PR i R HEAT TR BN G i EL, BT A R AT M R ) U A
B ARSI S S TSN 3 AN TSR UE ) 2 A BN, S nT DAHRBTE A5 23 M7 (K VF 22 5 9200 Bl

5230

1 Sun Microsystems, Inc. Building customer trust in cloud computing with transparent security. 2009. https://www.sun.

com/offers/details/sun_transparency.xml
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Abstract Matrix calculation plays an important role in both scientific computation and cryptography. Many
cryptographic protocols, scientific computations, and numerical computations are based on matrix calculation.
However, it is difficult to finish matrix calculation independently for these customers whose computation abilities
are limited. Cloud Computing has a great deal of computational resources, which enable customers with limited
computational resources to outsource their mass computing to the cloud. In this paper we design secure, verifiable,
and practical outsourcing protocols for matrix calculation, including matrix multiplication, computing the deter-
minant and inverse of a matrix. Compared with those existing outsourcing protocols, our protocols have obvious
improvement concerning both efficiency and security. Furthermore, no cryptographic assumption is needed in
our protocols. Finally, we give two applications for our outsourcing protocols; one is to construct an outsourcing
protocol for solving the large-scale systems of linear equations, and the other is to design an outsourcing protocol

for realizing a cryptosystem based on error-correction code.

Keywords cloud computing, outsourcing computation, matrix multiplication, determinant of a matrix, matrix
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