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Independence and controllability of big data security

CHEN ZuoNing, WANG GuangYi, HU SuTai & WEI HaiLiang

National Research Center of Parallel Computer Engineering & Technology, Beijing 100080, China

As a result of the Internet, the Internet of Things, and cloud computing, big data is becoming a focal area in current IT research.
Besides providing significant value, big data also brings about large security problems. The key characteristics of big data require
higher standards for computing infrastructure, storage, networks, information resources, and so on. Traditional information security
measures and management mechanisms can no longer keep up with the requirements of information security in the big data era. Based
on research on new security features of big data, this article analyses the problems faced by big data development in our country, such
as the low degree of independence and controllability of the information infrastructure, and the lack of secure protection technologies
and measures. The article also describes the importance and meaning of independence and controllability of the security of big data,
suggests that the fundamental way of solving big data security is the independent design and manufacture of our main information
products, devices, and technologies, and summarizes the current development of independent and controllable products in the big data
security area. Big data security is related to the security of our country, and this article finally proposes various policies and methods to
solve big data security in our country from three aspects, namely, enhancing strategic planning and construction of a security system
for big data, building independent and controllable development guidelines with Chinese characteristics, and strengthening the
innovative application of big data technology in the information security area. These steps would ensure that in the big data era, the
development of information security in our country follows the direction of systematization and standardization, as well as independent
and controllable technologies.

big data security, independent and controllable, information infrastructure, network attack, technical innovation
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