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ABSTRACT A blockchain is a cryptographic distributed database and network transaction accounting system. In the current era of
major technological changes, blockchain technology, with its cryptographic structure, peer-to-peer (P2P) network, consensus
mechanism, smart contract and other mechanisms, is decentralized, tamper-proof, and traceable and has become a hot spot in the
development of informatization. Classified protection is one of the basic policies of information security in China. The implementation
of the information security level protection system can not only guide various industries in performing security management in
accordance with the equivalent security standards, but also ensure that supervision and evaluation institutions follow the laws and
regulations, which is of significance to network security. As the application ofblockchain technology in various industries is becoming
more extensive, it is necessary to simultaneously promote the national classified protection of blockchain security assessment, which
contributes to the sustainable and healthy development of blockchains in China. According to the revised assessment methods of grade
protection, in addition to the status ofuniversality requirements, evaluation specifications should be formulated for specific technologies

and fields (such as cloud computing, mobile Internet, Internet of Things, industrial control, and big data). In view of the particularity of
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blockchain technology, China has initiated the fonnulation of blockchain evaluation specifications, but has not applied the level
protection standards to the formulation ofblockchain evaluation specifications. Therefore, the assessment requirements and enforcement
proposals are specified for the blockchainls core technologies, such as P2P network, distributed ledger, consensus mechanism, and smart
contracts, according to the application and data security layer requirements at Level 3. Moreover, the current running data ofblockchains
and their security audit mechanism based on the log workflow were summarized and analyzed respectively in compliance with the
control points specified in classified protection 2.0. Our investigation indicates that blockchains can satisfy the requirements of
evaluation items in three aspects, namely, software fault tolerance, resource control, and backup and recovery. However, further
improvements are needed for other aspects, including security audit, access control, identification and authentication, and data integrity.

KEY WORDS blockchain classified protection of cybersecurity peer-to-peer network; consensus mechanism assessment and
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Table 1 Relation between grading elements and safety level
i N TEN HAHH EE - e IRLE E5 a4
Degree Citizens, corporations and other organizations Social order, public interest National security
PiE —% B E=0
General damage Level 1 Level 2 Level 3
PR E R = FrU
Significant damage Level 2 Level 3 Level 4
Frplr=EiiE F=2R £ IR
Especially significant damage ¢Level 3 Level 4 Level 5
* Classified protection 1.0 is level 2.
DSL .
1.2 2.0 1.0
2.0 1.0 1 - :
- 2
2.0 1.0 -
1.0
=
=
- . P2P
’ - IP TCP
, ;IBM -
2 2HNRAF1.05 2.0 = R A EEH SR
Table 2 Comparison ofapplication layer control points in classified protection 1.0 and 2.0 at level 3
hkA eS| P
Version Category Control points
R P4 By R UilaR] e it SRR  aE S E N B BUREER
A Iiaition securit Identity authentication, access control, security audit, communication mtegrity,
S (I 0 PP Yy communication confidentiality, software fault tolerance, resource control
Classified protection 1.0 SR A
e R T ST - BURRE Y - A RINE
Data security and backup . L
Data integrity, data confidentiality, backup and recovery
recovery
By L1 5 [FIPER - L mE T  BREAEE - PURIRER] BdEse st BuERE
K 7AN /\
S pRIF20 T BB HYRIPEE - FRE IR DA R

Classified protection 2.0

Wk R N B RIS TT 04

Application and data security

Identity authentication, access control, security audit, software fault tolerance, resource
control, data integrity, data confidentiality, data backup and recovery, residual
information protection, personal infonnation protection
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el WET
Categories Items
el AR

Identification Node link control

et BRI S 8 SN
Software fault  Self-protection and self-

tolerance adaptation

FAR SR

Concurrent connection
restriction
BUFSZEH]
Resource control
HERHE I PR

Connection timeout limit

HREE SRS

Anti-tampering ofunicast Check whether data transmission is

I iEEEEN
e st

Data integrity tamper-proof

R amEr RN
Forwarding
communication tamper-
proof

P TR SRE T
Network status get

update
i
Security audit
P T A S
Network node dynamic
monitoring

Multicast communication provide communication multicast,

ESC SaitEw AR
Table 3 Distributed peer-to-peer network assessment

SEBRMIT 45 S EA
Description ofactual
evaluation results

Expected Effectiveness

St
Implementation

e S ARG T A AR S
S SBRE A IE, P A PEIRIE

When nodes are connected,
the system authenticates
themto restrict node access.

WYL RN & R 2 SRR
S B IBATIRE

Network jitter does not have

much impact on transmission.
Blockchain runs stably.

The identity is not
authenticated when the node is
connected.

Check ifthe connection to the
Blockchain requires authentication

PRZERIEINT , X HLE
RFIBITIRGE
Blockchain system runs stably
when networkjitter occurs.

WA REN BB B ERER
Inspect information transmission
when the network is unstable.

AR R 117 A
HERE T AT AR
SRR
Node connections do not
exceed 117 input connections
and 8 output connections.

FEANTT A 30 mindE A
SHIE MIEZROBEHE KA
90 miny A (s M5 R &1E
Ifthere is no communication
for more than 30 minutes, a
heartbeat message is sent. End
the session ifthere isno

N BRI A A TR A
51k 24 BURFER
Limit maximum concurrent
connections to prevent system
resource exhaustion

BB TR E
View the maximum number of
connections on nodes

H ah 45 R KA E B 24
B3 1 2 G B &5
Automatically end long-term
unanswered sessions to
prevent system resource

EEHRMNEIE
View related network
configurations

usage. communication for 90
minutes.
” e £ e o B ot (5
e el s e

e Data is not tampered with in The integrity ofdata in unicast
the process of point-to-point  communication cannot be

encrypted and tamper-proof communication. guaranteed.

REGTRALEE 2R | iBIhse
EER P EdER SIS
Check whether the system can

SHptE e A B
TR BT
The Bitcoin system does not

Datac;Ls”riw:t ?rrg;jgzgtwnh guarantee the integrity ofdata
9 in the broadcast

communication. -
communication process.

broadcast function and tamper-
proofdata in the process of
communication

NRERIEHEAE e L RS
TRy SE R
The integrity of data in the
process of forwarding
communication cannot be
guaranteed

FAE BT S EIRE L
T AHFE T AT M
REN ZAVTE B TTIROE AL TEIRALE RS
AEHYTT AR There is a status update record
Ability to provide trusted node for a single node. However,
data for stable operation ofthe update records are not
system. exchanged in the whole
network, the whole network
status cannot be obtained.

BCHUE 2 H A U TT R

WA TS A R R
B
Data is not tampered with
when forwarded by a node.

R IIRE R BB
Data tampering prevention in
forwarding communication

BEHEREILTE
TEREER
Check whether the log records
node status information.

HA NS RBhZS I A >

T NIELR T R NSty EITHEIEE
AN HYIRANEE ST o
HITH Ability to recoanize nodes 1€ Bitcoin system does not
Statistics on the number of d nam};call ingreasin and have the real-time statistical
online nodes Y y 9 ability ofthe number ofnodes

decreasing. .
9 in the whole network.
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Fig.2 Scale change ofBitcoin P2P network: (a) scale change ofBitcoin P2P network in last three months; (b) scale change of Bitcoin P2P network since
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Fig.4 Bitcoin hashrate historical chart

( )

o, D,
UWX1,
uU~[o.1]

PowW ,0=1/D;
PoS e =bal(A)/D

u, uwew 1,

- PowW s
/- r
PoS ,
r=I1.
T N T=N/r,
PIT <t} =P(NWrt} = i-P{N> rt}=
1-(1-0)"=1-exp(log(l-fff).

1, log(l-0)q -Q,
PIT <r}« 1 -exp(-07).

T
r/D. PoS r-1, bal(A)/D,

°bal(a)/D - 5

¢ 1273

16

712

g 8

HKAAKXAKXXX

Date

S HIME S LA R (LR T)
Fig.5 Consensus difficulty change trend diagram (Bitcoin)

y = -1.44623 x 109 X (1-e-°00228x).

PoW
(@) 51%
. 51%
51%
, 51%
(b)
( )
4.2 (C )
(@V)
(@)
(
)

P2pP



$ 1274
1
2
4.3
100%
95% .
2h 99.9999%
4.4
Mt.Gox !

CVE Connnon

Vulnerabilities & Exposures .

Coinbase
2 W

Coinbase

PowW

THERFEFIR 55424 55108

lh
99.9%
4.5
PowW
4 43
5 Pow
PowW
T AR X PSR X PR (L e Y
Table 4 Impact of parameter selection on network transmission in

different blockchains[43)]

Parameter Bitcoin Litecoin
X [E] 10 min 2.5 min 1 min
Block interval 10 min 2.5 min 1 min
AT
Public nodes 6000 800 600
EeStiwliiA
Mining pools 16 © L
PRI 1%
Stale block rate 0.41 0.273 0.619
XEA/NKB
Block size 534.8 6.11 8
L

Dogecoin Ethereum

10-20s
10-20s

4000

13

6.8

15
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Table 5 Consensus mechanism assessment

Fh0 LI S
Categories Items Implementation Expected effectiveness
e . HARNLHEHFE T EALBTIR
e S E PR - oy et
— SR R BRI
T Consensus resource HoL Consensus mechanisms should
Resource control Check the use of P .
control - minimize the consumption of
resources in the computer
computer resources.
EETREGRERLT
. AR == EilibEseizA]

All network nodes have the
same data replica.

Check whether the node
has synchronized the new
consensus block

Real-time backup

i SmE
Backup and recovery

TE T AERS

M 43 y b
=2, L rd =, M R vty
PO s PO A g5 SR B I
. - Business continuity not
System hotredundancy View system availability -
interrupted.

after node paralysis

FEAE S M (SR
YT s R B AR B R 2 3
HFERL
There is a consensus threshold,
so that the node exceeding the
threshold reaches the consensus,
which means that the consensus
ofthe whole network is
completed.

IRER B IR R BTN AL
Syt T IER A AR PRSI
ERRER IR ST

fitpug e gl
Illegal transaction consensus
failed. By verifying the

correctness and logic ofthe

transaction, the cost of malicious
fraudulent transactions is
expensive and avoids malicious
consensus.

wERETLL B
AR HIER
Consensus fault tolerance Set exception nodes and
view consensus.

AR

Consensus effect

KIABIEEAL S BB
PR AR
Initiate an illegal
transaction to see ifthe
consensus failed

IAE R
Consensus Effectiveness

RREETES S EHH
HEEREEWHE—E
Initiate a legal transaction
and see ifthe consensus
result is consistent

HHS 57 IR R
B —2ME
Loyal participant consensus
results are consistent.

ARG R —52
Consensus consistency

51
(hash)

Q

N T

6

. (Vin)

PreH

SEFRINTEES S B
Description ofactual
evaluation results

POW LI 11 B BTRFED L
K ARG TTIR AT 9%
PoW consumes a lot of
computing resources, but the
system resources are
controllable.

1A P R AR Y
L oEE

Real-time backup oftransaction

data generated in Bitcoin system
by nodes.

IR Z B G AT b
BT AR A I R AR
FORT R M
Nodes are redundant to each
other and single or few node

failures do not affect the stability

and availability ofthe system.

Z G ] S ANB0N I AR A
iR . 95% DL EHYT A
AR BRI ]

The system can accommodate
5% node consensus errors. More
than 95% ofthe nodes are
successful.

FEERZ G A Rt i
Illegal transactions cannot be
passed by consensus.

W FEERR G XK R G ARK
HINEE AR E
After agreeing on the legal
transaction of Bitcoin system, it
is written into the blockchain.
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Table 6 Distributed ledger assessment

ESill

Categories

RS
Software fault tolerance

Vil

Access control

e
Data integrity

Wt

Data confidentiality

IATIRE

Ledgerfunction

SHA256
uTXxO

WP
Items

kAR M

Standardization ofledger

A3 42l

Ledger access control

e pnti s
Storage integrity

iR M
Storage Confidentiality

SRR

Data non-repudiation

AL

Ledger data synchronization

IRAL RS

Ledger data idempotentce

St
Implementation

EERA PR ZE
S5 Y
Check whether the data
format in the ledger has a
uniform standard

EE B OIAAE VA 5RIE E
I AR (B R SRS
Check whether there is an
access policy supervision

node and access control

policy

EELIRE MR EEES
s~ FESUEAN SRS
HY5E B
Check ifthere is a hash
mechanism in the data
storage to ensure the
integrity ofthe storage

EEN BRI
TE I
Check ifthe storage of
confidential data is
encrypted

BRI TR G EHEFR
TR HR

Expected effectiveness

25~ KPR R R IR
PR AT
Data such as transactions
and blocks are stored
in data format.

YA bR BB T
TRIP Bk IRE I
Protect the data resources
on the ledger against
illegal access

RN ERERIAE 58
VA EI R
Stored data is hashed and
integrity is guaranteed.

IR Z IASUE
Data is not stored in
plaintext format.

RoENS 5T
{5352 B R LUAE
A I

The transaction is signed by

Check ifthe transaction data each participant, so that the

in the ledger is signed

EEEGATETIR
1 A R AR
P
Check ifthere is a full node,
store all data in the ledger

EEMKAE D PRZRERE
HEIRSERES —E
Check ifthe results of

retrieving the same data
are consistent

transaction can be traceable
to achieve the role ofnon-
repudiation.

TSP ERE T kAT P
HHVESRE, v LR 4T

AR PR e

B
All the data in the ledger is
synchronized in the foil

node. A complete copy of
the blockchain data can be
obtained from full nodes.

EEHE TN EA
FHEHIEE SR B R
HrEr— 2
Ensure data consistency by
querying the same records
with the same results.

SERRAR P4 F B
Description of actual
evaluation results

PR LT - KHE
HES—HH A
Blockchain system
transactions, blocks, etc.
have unified organizational
standards.

TENANERRGE A &
Y73 [l SR
Bitcoin as a public
blockchain, there is no
complete access control
strategy

IS LN 7
A TSI T X,
Bitcoin hashes transactions
in the form of Merkel trees
and stores them in blocks.

BHE A PABASCHY 1635
T, 7R
FI5EIE
Bitcoin data storage is
stored in plaintext in
hexadecimal form, which is
convenient for query and
verification.

Xk 2 G e B
PEHITEALIRE] T HdE
PR HIIEF
Bitcoin achieves datanon-
repudiation by signing
transaction data.

RGP AR T
A A SdEy 42 1T e
FEEW E R R By
BB EIR T DA I R A A
There are full nodes inthe
Bitcoin system that
synchronize all the data of
the ledger.

CHE 2 S AT AL
Pt R IR EE
HAmENE
The data of Bitcoin
deposited in the ledger has
passed the consensus, and
ledger data has
idempotency.
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Table 7 Information and length limit of Blockchain Header

AR FH#&
Items Use
XAV XA S
Version Block version number
HMEFED FADARRFE 20 HERE
Difficulty Target To indicate the difficulty of mining
RIXHIEA: AT XA AL Z5 1256 hash{g
PreH Pre-block hash Based on the 256-bit hash value ofall transactions in the block
B /RIHRM 5y N Z5shash256{E
Merkletree Root The value ofthe transaction content 256-bit hash
FATEIN FA DU EE Y R P khashfE
Nonce To adjust the current block head hash value
Aof BT UNEXET[EIERA
Timestamp UNIX timestamp

SXHHEL S 4

Fig.6  Structure ofblockchain transaction

54
1 hash : hash 16
2
SHA256 ,
3 : H7Y8 5.5

Vout

¢ 1277 ¢

KN
Size byte

4

32

32

Vin

" 50



+ 1278 ¢

7b

20% ,

hash

Bitcoin-transactions
-m- Ethereum-transactions

(2020/5/19, 848038)
(2020/5/19, 274782)

(2020/2/1,545761)

(2020/2/1,303573)

Date

w
. N
oo uno

N .

unoonkup)qd ugnsgdjoesng

THERFEFIR 55424 55108

Date

X RF P EMIAREE A BN LGS H) (@R T S LURYIIA Z & E  (b) PR T s R AR Z3 K L
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Table 8 Blockchain contract computing layer evaluation
e . e SRR e 1 -
55 WP 92 SIRMRARER iy
Categories Items Implementation Expected effectiveness P Y/N
evaluation results
TERATZ AT, D=
RISt 8 B Pt T B R iR LR ST E SOyt T
BEECHEGHIEE Birgr<af—tk, SHENIEER  WILFIERRTEL
ST HiTEHait SIREHITES DY HEIE SRy =
\dentification Performingentity Check ifthe contractcan ~ The identification and authentication When publishing a v
authentication be viewed or qualify should be carried out for the logged-in  transaction, the blockchain
executor's identity user. The identification is required to be  verifies the executor*s
unique and complicated. identity, thus constraming
the execution ofcontract.
RIS A2 eEiItE S EESEN  AS SN 1hs
REAT I IE B AR P SEZENH TR EE LR RE S LIPITHY
PR s EY T GARE I TR IERfME =
ﬁ.jj$ﬁ it . Check ifto verify the The security audit function should be All nodes involved in =
Behavioral event audit . . - Y
execution of smart enabled to cover every user over mining can verify the
contract significantuser actions and correctness of smart
security events. contract execution.
- o L T e SIS ) -
R P SRR SRR A RN RN ORI
- P NN N — . N - X AL FTE
Security audit HHE T TP e s L LT L
e KT - s oo U
R ILE LY . . P UTHYR A SR
i 2R The audit record should include the date S
ki and time ofevent, the executor, the type The transactions in the &
Audit records Check ifaudit information o - the typ block record the execution N
. ofevent, the state ifthe eventwas X
is recorded R time, the executors, the
successful, etc. Audit records should .
input and output ofthe
be protected and backed up regularly to
. - e T smart contract
avoid unexpected deletions, modifications
or overwrites.
EARRENF U7
N
- T " N . DOCKO™M LT TIRLZEH:
7SR 9 52 e RS B R R FE B . Ly
e T R 1 a o AL AT SR
) BN GIE A AL R AR TR bt 2R
BAA R EREA TRBATH IR RE T ;;zﬂ;;,;m =
EREAAREHTE TR A EYS AL Itis necessary to adopt the technical e o
s - . . f S Local computers and E
Malicious code Protection from Check ifthere isa measures to avoid the attack of malicious -
. o . e . blockchain systems do not Y
protection malicious code mechanism to protect  code or the trusted verification mechanism -
. - . L . - ; be affected byrestricted
against malicious code with active immunity to identify the X
. X . Lo addressing methods,
intrusion and virus behaviorin timeand .~ -
X X limited instruction sets,
block it effectively. ;
operating platforms such
as Docker, or other
mechanisms.
T AR R - S PN ‘. o A T
BERGMIBIER & o miom Rt B (R BT (R T RIRS
SRR RIE PO
S = i o e b TEAE AR PRy SE R EERGa =
HllEoe s B2 TPRt I e e : p=s
. . L . : N .. Verification technology or cryptography There are status updating
Data integrity Transmission integrity ~ Check if data integrity is . . PR Y
should be adopted to ensure the integrity  records for individual
guaranteed by CRC or . . -~
of important data during transmission. nodes.
cryptography
s L b X2 SR B
BE S BN o s o S g s
BRESIERIN  mRmwe AT TR
" . G A PR IR R R R P R The blockchain system .
KRR - Check it data &
" . Transmission . T Cryptography should be adopted to ensure  does not have the real-
Data confidentiality " ™ onidenticality is " - . . L - N
confidentiality the confidentiality of important data time statistical ability on
guaranteed by . - :
during transmission. the number of nodes in the
cryptography. whole network.
Unlocking script + Locking script
(scriptSig) (scriptPubKey)
<sig><PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
Unlock script Lock Script (scriptPubKey) is found in a transaction output and

(scriptSig) is provided is the encumbrance that must be fulfilled to spend the output
by the user to resolve
the encumbrance

S AN

Fig.8 Common scripting mechanism
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Table 9 Blockchain error audit classification

+ 1280+
Ihee LI pREL
Function Interface function
WA EEEIR

Initialization error Applnit2_Cold()

CheckTransaction()

AcceptToMemoryPoolO

L EER
Transaction error CScriptCheck()
ChecklInputs()
CheckSignatureO
WriteBlockToDisk()
ReadBlockFromDisk()
DisconnectBlockO
B%fll\jfrir ConnectBlockO
CheckBlock()
ContextualCheckBlockHeader
LoadBlocklndexO
490 CheckBlockHeader()

Consensus error ACCEptB|OCkC

RecvLine()
Read()
L& IR )
Network error WriteO
Coimect()
ProcessMessage()
s ag Ey )
Remote procedure call JSONRPCETrror
9o
6
2 . 1

AR
Output error
WinsockPZg « FIA{E5E BRI - $4ELS PRIER S
Winsock Library, Initial Integrity Detection, Wallet File Damage, etc.
MBI A AR oy 22 SRR R
Errors in checking transactions, such as empty input and output, etc.
WL S a MR AR B R AR A AT 2 EP S
Errors occur when validating the reasonableness oftransactions
and storing them in the trading pool, such as input being spent, etc.

HEIZAS 25 4B
Script signature error
BB A0 2 B e A<
Transaction input errors, such as: total transaction input <total output
R A RS AT R
Error in checking signature
FNEIRE AW RS A0S T AR
Errors inwriting blocks to disk, such as file opening failure

MBS DCH B 05T HF XSRS

Error reading block from disk, such as failure to open block file

Wi FF DX PR AT
Error while disconnecting block links
FEREDK BRI S - A1 BT P2 8T 8
Error connecting blocks, such as asset submission

RO DCHUR AR, AR e 7R AR ULHT

Error checkmg blocks, such as Merkle root mismatch
R A X HCLEE B a5 I SIERA A (R EOR
Check ifblock header information is wrong, such as block timestamp too early

JMERECERR S [ AU GBS ARG R

Error loading block index, such as failure to write Genesis block to disk
TAF & iFEA S KProof-of-work error
FHE TAERIEH
Accepting blocks makes errors, such as failing to find proof-of-work
socket™Socket error

- ERETT R EdE S peer.dat i FE IR
Error in peer.dat reading of connection node data file

HERETT SRS peer datE:
Error in peer.dat writing of connection node data file

3Z= =% Connection error
LT I RABR P 2% H B[RO AT HE
Errors in listening for and processing different messages in the network
AR AR R FE K - T - SECERE R
Errors in remote procedure call requests, parsing, parameters, etc.

1P 3
debug.log
. debug.log
debug.log
, Debug Warning Error
Fatal Debug
Warning Error
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Fig.9 Blockchain log workflow chart
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Table 10 Summary ofevaluation results ofblockchain system

IRFRTIX
eS| HUNSRY]
Categories Items Etim BIARYs KA
Bitcoin  Ethereum  Hyperledger
BB BRI S B SR 7
Software fault tolerance Self-protection and self*adaptation
TR IR 7 7
SRR TN EE A £ el Concurrent connection restriction
Distributed P2P network assessment Resource control TEERE BT FR I, 7 v
Connection timeout limit
e S ER AR « . 7
Identification Node link control
SRR H ) . )
Anti-tampering of unicast
sl e sl IR § §
Data integrity Multicast communication tamper-proof
I3RS ZE P R mEP RN . .
Distributed P2P network assessment Forwarding communication tamper-proof
P IR A SREBE 7 « « 7
ZELET Network status get update
Security audit P A B ; ; ;
Network node dynamic monitoring
e A AE A M 7 7 7
Software fault tolerance Standardization of ledger
Vil A1 ) ) y
Access control Ledger access control
HETe et it e el 7 7 7
Data integrity Storage integrity
Sy AR A HEfra i it frE « . .
Distributed ledgers assessment Data confidentiality Storage confidentiality
HHEHUHT 7 7 v
Data non-repudiation
IKkAThRE IAEHE L 7 7 7
Ledger function Ledger data synchronization
AL E 7 7 7
Ledger data idempotence
PRz LR BRI 7 7 7
Resource control Consensus Resource Control
SRy 7 7 7
5w E Real-time backup
B 2 —
ackup and recovery RN v 7 7
AL System hot redundancy
Consensus mechanism assessment HN AR M 7 7 7
Consensus fault tolerance
AR HARAERE 7 7 7
Consensus effect Consensus effectiveness
HAREE R 2 7 7 v
Consensus Consistency
G451 PITEIIEIE 7 7 7
Identification Performing entity authentication
T 7 7 7
ZELET Behavioral event audit
Security audit Hit it
ELTEE N Auditrecords X % X
Contract computing layer assessment TEAEE B2 EEARBSE
Malicious code protection Protection from malicious code / 1 /
HETe et RSN 7 7 7
Data integrity Transmission integrity
HEfrE e RrpRE
Data confidentiality Transmission confidentiality
N g it 19 19 22

Statistics Number of qualified items Nineteen Nineteen Twenty-two
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