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Loss Assessment and Vulnerability Analysis of an Integrated Electricity Natural Gas System
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Abstract: Load redistribution (LR) attacks are common false data injection attacks in cyber-physical power systems. Under the background of
close coupling between a natural gas network and a power system, the LR attack on the integrated electricity natural gas system (IEGS) may have
a more serious impact on the safe operation of the system. Therefore, LR attacks were deeply studied under IEGS in this paper. First, based on the
analysis of the mechanism of bilateral coordinated LR attack under IEGS, the implementation strategy of LR attack was studied. Second, consid-
ering the impact of cascading failures on the power system and taking the maximum economic loss of the IEGS as the objective function, the loss
assessment model of LR attacks under IEGS was established. Meanwhile, the losses of different energy subsystems were measured uniformly, the
risks of LR attacks on system security and economic operation under different scenarios were quantified, a new node comprehensive vulnerability
evaluation index were defined, and the high vulnerability nodes in the IEGS were assessed comprehensively. Third, the nonlinear constraints in
the natural gas pipe flow were linearized. The IEGS scheduling model was converted and added into the attack model as Karush—Kuhn—Tucher

(KKT) optimality conditions, thus the whole model is transformed into a mix-integer linear programming. Finally, three LR attack scenarios were

Uris HEA:2022 — 04 - 11

ES WA :FER ARPEIE ST H (51907097); 19114 731155 H (20207DRC0049)

EB BN JH LA (1965—), 53, 02, WA S0, 4. WF9T 5 1) PR A 2k 28 G R IFT R . E-mail: hiway_scu@126.com
* BIEIEE SR, BB 5L, E-mail: zangtianlei@126.com

P 4% R B B) 12022 — 08 — 26 11 : 13 : 47 [ £& B 3 41k s https://kns.cnki.net/kems/detail/51.1773.tb.20220825.1656.001 . html

http://jsuese.ijournals.cn http://jsuese.scu.edu.cn


http://dx.doi.org/10.15961/j.jsuese.202200310
http://dx.doi.org/10.15961/j.jsuese.202200310
mailto:hiway_scu@126.com
mailto:zangtianlei@126.com
http://jsuese.ijournals.cn
http://jsuese.scu.edu.cn

4 TARRE SHA

%5 55 %

simulated on the IEEE 39-bus and the improved Belgium 20-bus system. During the simulation process, the attack effects of the three attacks un-

der different attack resources were verified. Besides, the distribution and change of high vulnerability nodes of the system were analyzed, and the

comprehensive protection strategies for different LR attacks were proposed. The experimental results showed that the system suffered more seri-

ous losses under bilateral coordinated LR attack. However, after adopting the comprehensive protection strategy based on the evaluation and ana-

lysis methods proposed in this paper, the system loss is significantly reduced.

Key words: integrated electricity natural gas system; bilateral coordinated LR attack; node vulnerability transfer; cascading failure
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Fig. 1 Mechanism of bilateral coordinated LR attack
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V.L(x,a,B) =0;

V.L(x,a,B) =0;

VsL(x,a,B) =0;

aic;(x)=0, i=1,2,---,k; (36)
ci(x) <0, i=1,2,--,k;

a; >0, i=1,2,---,k;

h;(x)=0, j=12,---,1
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Tab.1 Difficulty of load node attack
JEA AT Gi—% 5 5 5 A RGeS
1 1 1.2
3 2 1.0
4 3 0.8
7 4 1.0
8 5 1.0
9 6 1.2
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18 9 0.8
20 10 1.2
21 11 1.0
23 12 1.2
24 13 1.0
25 14 1.2
26 15 1.0
27 16 0.8
28 17 1.0
29 18 1.2
1 19 1.2
3 20 1.0
6 21 1.0
12 22 1.0
15 23 1.0
19 24 0.8
20 25 0.8
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Fig. 3 Destructive effect of different attacks in IEGS
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Fig. 4 Economic loss of IEGS under different attack re-
sources
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Fig. 5 Vulnerability of load node under different attacks
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Tab.2 Probability of each attack scenario
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Tab.3  Synthesis vulnerability of node in IEGS
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Fig. 6 Effect comparison of three protection strategies
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