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Multistage Aggregation and Correlation for Network Alerts Based on Self-extending Time Windows
LI Hongcheng ,WU Xiaoping
(Dept. of Info. Security,Naval Univ. of Eng. ,Wuhan 430033, China)

Abstract : In order to deal with the shortages of traditional alerts aggregation and correlation methods on rationality and accuracy,an ag-
gregation method based on multistage division and a correlation method based on Markov chains model were presented. Firstly, the net-
work alerts were described by intrusion detection message exchange format. If the time internals of alerts were shorter than the prede-
fined threshold, the alerts would be divided into the same time window,and the time windows were extended automatically based on the
temporal relationship of alerts. Then, the alerts were divided respectively according to the attributes of attack types,time windows, subnet
masks , IP addresses and ports. To aggregate the similar alerts generated by the attacks which used the same router,host or port,the ag-
gregation processes on the stages of subnet,host and service were respectively carried out based on attributes matching. On this basis, a-
lerts correlation graph was generated by using one-step Markov chains model. In the graph,the directed edges represented the condition-
al transition probabilities between attack types,and the transition probabilities were calculated by the number of adjacent alerts. Finally,
in the experiment, DARPA2000 traffic data was handled by the intrusion detection system Snort which was been configured as the most
strict mode. After generating intrusion alerts set of LLDoS1.0 attack scenario,the above aggregation and correlation methods were con-
ducted on the alerts of five types. The most ideal internal threshold of the self-extending time windows was further determined by param-
eter optimization. In this way,the alerts were reduced by the multistage aggregation effectively,and the results of aggregation were in ac-
cordance with the distribution of alerts source IP and source ports. Moreover, the accuracy rate of alerts correlation was calculated by
comparing the correlation results with the official description of LLDoS1. 0. Experiments demonstrated that the accuracy rate of the pro-
posed method was 97.94% ,which was 2.29% higher than that of traditional method.

Key words : network security ;intrusion detection ;alerts aggregation;time windows ;multistage division
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1) Begin
2) p=1;
3) k=1;

4) for (1 = 151 = N;i ++)
5) if(Alert,,,. Time — Alert,. Time < 1I) then

6) setB,(p,:,k) = Alert(i,:);
7) p++;

8) end if

9) else then

10) p=1;

11) kE++;

12) setB,(p,:,k) = Alert(i,:);
13)  end else

14) end for

15) return setB;

16) End
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1) Begin

2) for(h = 1;h < H;h ++)

3) p=1;

4) for(l = 1;0 = N';1 ++)

5) if (stremp(Alert,. Astribute’ Attribute,”)) then
6) X(p,:,h) = Alert(1,:);

7) p++;

8) end if

9) end for

10) end for

11) return X;
12) End
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Fig.2 Final aggregation results of attack types
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