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TREHNAAUGBHRET B, EEWERUNAHRE . A, AXREEENF EEEBZS
IR FABR 2 5] 7 i AByzDPFL, & ZEif (K% % & B MA LM ER KRB TRE 2. EE P 5%
U, T Fisher {5 &8 A EBFIH I SME KBS R A, NAEZKET = FFENRF TR
A, NI RBFRDRE%E, BERREEA 0T 2. ARG BN, ERAZEERNELER B AREILAE
H, MERERFREOENREFE, NTT@QEZRFERD N RERE, FAEMGRELEF L
WAGMRY. t— P, BEAEN P ERER TR EAO T RERT EH. BROMENA T AT
R W IRA R K At ER, L8k 91 AByzDPFL 78 3B I8 A e A Btk M B B B, 1 AR AR T 30
O EREL

KR HAFEA, Z0RA, AhEESE, EFEER, RFAEN
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23] (Federated Learning, FL) UV —Figh 24 (40 1 sCHL AR > JE X, i R 2 1 25
1E55 N R BN 2K P, AT A A AR S50l B 3 R Gh 2 BV mT Se il 4 R B SR &, TE ORI
B A KAL) [R5 R U & Bt 5 2 Rtk W& BdE B FA PR g oK H 2 18K a9 s 7]
BH 25, BRI OAERSsh B BE . BT . 4R X SR 4 e o B 5 e 3%, U s LA B
M) 5 BRORL Ze T I e B A 1250,
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SR, FEATF I ZR PR S s 2 v, B AL TR XU 15 2R G0 B8 M M e o 477 22 FEL R BB 27 > AL,
I AZ O, BT, v iR 55 TR 25 s b % A28 Bt S 0t 1) AR HERR I, A
1M R PR O I, R P T DA AR BS9SRI 4 R A S,
BB A RGBS 1180 B0 b R R R AR B TR, 220 R B R R A B T R
X MG T ARy 3. Hip, 2290 B8R (Differential Privacy, DP) 100 {45 b A i i vp
N BEATLE P ARSI BBURAE B, (EHBRA BRI % i s 2 53, JOER Ay i ad e s
W BB AT R HFE G HEEHE (Byzantine Robustness, BR) M & B ARG B 5 #2401
Wiy, AT R S5 A BT W SRR B LT HRAE, FATEIRIR A S BRALIEIE. A, TEFRIBTRRFA PRI 5 4%
BERTE 3 S, — B AR ARVA R A I R RO A G, (R AR R B AR SRR N T b 28
(1) MEFSH-BL. TERS USRI S AN 0 R SR ) B A ZE B AE B d 2ok, B
TOT B BRI A (2) Bty Mot nl A WMers i G THRR I, TEMR RS R g 1 7 1n)
AEACLEA) S L P A 2R e 1 i %, S5 ] [ ) SR AT I 3 DA AT HE X 4

BEXT FIR A, AR SCHE T 38 B o R S 1Y) 224y R ALER T4 > vk (Adaptive Byzantine-
Robust Differential Private Federated Learning, AByzDPFL), HAZ.O 7 Tl R4 /e 725
() RO AR HASE Y ] 1) J LA 5 4 22 5, AN TR TG B ML i A% 5 0 B R G M AL I X A BE . 7
P, BT2% Fisher {55 & ALAEBALS], Fikitiar & D RESERAR, (R b 415
EJSE N R e P o 52 UE T, (A RS 4ERE ty d B 22 ke, 0™ M 2 DP Y[R I R 2 e T R
W7 25 AENRSTAR O, 8 Sk e L e SR A T i ik AP 2, O PRS28] ) A T LA 5 ) I 1 38 e
PP R, R, AREE RS RUBE SR A 3 Y SR 2 AR, T ORAE SR 2R R T B B A A IE A I e e
B, SCREARUX A3 Hh M PR L Y RGeS, AT AT 8 BB fe K RPERR. b, X R 2
TN B & B BRI A IR . e kB, AByzDPFL 7E Rényi DP 273
THA RS BRI ER, FAEAR A 5 T RS AT R AU S . R B SR AR I,
AByzDPFL A AEHRAE A 7 S W ety SO AE DU Fp S 2 (R 3 R Bt P 2 AL T IR R R AR 3
1) FEZTTRRS ST

(1) $HE BT 2805 B R sh g kms. (O S E B ESEAE A2 R, FAR T
G AR AL AR GE, AT IR R ALYy 22 ASR R m] k.

(2) $HH 2290 35 I A e B SR SR A . 25 i AR . MRs 5 TS SR8 S VB
5y, SEPUR R SR R R AN S A B, AT TN 2 MR B B AE

(3) HEBERRFATERNC S W TH A% I BS GIIE. B CIEH EEE 2 S 0 R R & A, IF
T2 RS PRAIE, E 2R SR 2 5 B R AR AL S YERER PR 5 5.

(4) I 45 FonT AR R S B Bk D YA A R, FE SRS [ R s LU A A S ) 43
i (Non IID) 375t~ HAF R 4 038 M A%

ARSCHART G ALET. 5 2 WEENEA THXITAE 6 3 A ST EE IR T T
NG 54 TNHT ARG, BRI B AR, 85 5 WG T B G NI SR 250 AL
HRFR2F S I VRN BT 26 6 X BRAA RIS EREAT T M A SIS IE T 5 7 R TR
I 7 VAR SE R B E.

2 MxXIME

EDIRFAERIBE S, SR IHIRE T g P BURE B, DP PR R @A IRA S
AEBEAAE VSRS, BT IS 12 Rz a2 05 v U8 S %, G A TR e I s i



IxEE PENFE:EERE AEXE 3

. Geyer 4 M PRAER POy S| A mliies, McMahan 45 91 () DP-FedAvg 456 RAE
Higeit 100 HE— B thAl T IRAA TSR, B8 T R EERY. RS, BFC 32 SRR T IR M A A
PEREREZ . Wei 45 D71 0oy B B 22 43 B ALIG R 2] NDAFL, ARGE LRI BE 13 R 4 R
FEMEFESRAE. Andrew 45 1) S IL T SEGBUM 0 EE R DT vk, 280 T T # BI(E MEae
M Chen 45 91 3 b ARLRIAAL 55 At SRR BRAL IR (IR PR R 2, AL T A MBS U 4% R T
SRR, Xu 45 POT X4 2T 4514 softmax J2SRCRFHENE th A 0% T BURZ HEng, S S bR
BB K B AR o, Wang 45 PU (1) FedLAP-DP #—2b-3id 3552 & iU A (Bl AR b A5
K, WFERTE TR EAHUR T RSO B AE

BRFRF SR BRIE. BT MITS SRS 2R R P im i et P2 R
TAEZMKMS T BE R, W1 Blanchard 48 M 42 Krum 3l i e/ MERK FOBE B0t 007, Yin 45 9
(¥ TrimMean X454 FE# AR (H ASR THEFEME, fHAE Non-IID 5 FH# K%L Fung 4 P4 42
FoolsGold, i@ id T A B8 BHT 2 (8] ) RS2 A RUE, SRR & R R G HGE. B BGh A
et Li 45 9L BRI LoMar 33 438 S8 431 1 2 S BB S IUBRA T A U3, 17 Nguyen 45 P01 2
i) FLAME R i) HDBSCAN JRBVEIGSRAT R SR A B8 7, H5 I Am s T a1
Tk, Bao 45 P71 i AN T 2 IRV 0K 4y B I SSBRE S SR BT, A UL T Non-TID 37
SRR R 2E L BAh, — L IR TRAEIPAN R R IO Cao 45 P81 J2415 FLTrust, FIfA
MR E R YRR R b2 S L, BTN @R AT SRR % P 3R A . Chu 45 9] 4
H R oy U 5 B AR ) PR RS, il Py S S BB A R R R i S AR 0 ] BT

RS ERNMERE. HEE LT L AR, ITER B TV 1 LS S
(¥ %€, Zhou % PO g SAUTRING S RGCTE R I, T RS TEA R RS, Sl RS2 IR 5%
T B 5% 4947, Yang 4% BU £ PR-PFL ey DP-SGD 5 2AE 5 MELIL, IEHERE
ANAHBAA B 2 Ffa] R SR, _EadX SO yR B S IR 5 At i B R A I RS 45 6, R
BE MR P X R SR B AR I T, (AR AU R AR A L. Lan %5 21 1) PRoBit+ R —{i
BAL EAHAEAFFONTIL (6,0)-DP 57 REEHE, @ ETHHPARHEA—ERERI M. I T
W B PG T4, Tang 45 B9 2y PILE REZE, F| ] S0 UESR S A 1R UE A ] i S A RL gy 1
BREEIERRMERIE. Rathee 45 P ) ELSA i DA XMERIHER AL G ACH, RTHBRI S P %
YRR, Zhang 48 PO 5] AWTEEAR RIS Z YU S5 AR ALAE, TER W 5355 S0 f5 %A A A A
ZUINGE, BUAS 1R MG FO B A VR AR G, (X 22 AN IR G R 55 i 1A B 1A o .

SR, BRI Ay SR AR RETE 7075 IR P B R R A N AER 5%, AR A s 5
207 AN, SERGEREMBEITH2E BT e R SL PR iR E 51T, ARG
e 22 oy WAL PR S S B T N BRI A, MR e AP A R ] R A ) O, 152 %
AR SR B MR

3 IEiPEM
3.1 E7aFA

943 Al (Differential Privacy, DP) [10] 200 % Top i e 245 A W A D 2 75
(e, AT 25, DP (R £ i5 St (B B0 AL RO,

X 1 ((e,0)-DP [10)) BEHLLHLH M : D — R FAHELAIERE D, D' € D (ERIREN
15 AICE L) DAL SIS T4 O C R, W/ PrM(D) € 0] < e Pr[M(D') € 0] +4.
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oo, e > 0 PEBIRRMR S, St T AR EE WU A0 B R 2.
HTWIE (e, 6)-DP, T DA FH RGN, B 1253025 bR £ RO BERE M 5 TS,
RN 2 (BUREE (36)) A dieREL £, 3% £, BUSEER U Ay = maxp|[£(D) — F(D)]|,
D, D € D RBAME A TERIMHSRIRLE, | - |, 27 6, 8, WHIEI 6 5 6.

3.2 Rényi Z9 A

Rényi 243 FL (Rényi Differential Privacy, RDP) [37] FT Rényi §lE D.(P|Q) ¥ FEH
A2 S, TR o (I BRAL K.

EX 3 (RDP P HREHLHLE M : D — R, WL XM — MR A A RS D, D' ¥
JE Do(M(D)|M(D)) = L log Bgni(p) [(%ﬂ < e(a), WFR M Wi (o, ¢)-RDP.

TIBGIFAE TH (o, e(a))-RDP #402h (¢, 6)-DP #ARHETE .

5138 1 ((o,e(a))-RDP &l (¢,6)-DP HIFE#R B7)  250LH M AHIE (o, e())-RDP, WXHT 2
§€(0,1), M HARIF (e() + 2239 5).DP.

a—1 7

3.3 One-Shot Laplace

One-Shot Laplace #Lifi] & —F—kK 220 #A4 Top-k #7714, #id—ik M Laplace MEp{EA
R ATAE B UCHE S SE N Top-k BEBR ™A% B FALRIF, BRI Ab T 2 58 2 144

EX 4 HEMRBENEEEEH (f,. ., fa}, BA i 10 6 GUREEH Ag, 1] One-Shot Laplace
BUBAHEA & = 1., d MAHSEMER b~ Lap(\): g = £i(D) + b B (i} AUNEIACHEIF, 55
Bk ANREGI XA fi(D) B LE.

ML TIAE 2125 7 RO FATFN AT AL 25 50 B AL I RIS TE T 394 7 ) B FA BRIE -

FH 1 (45 DP fRIE)  QnSRrpsfamms REE X A A > zkff, M One-Shot Laplace #l,
2L (e, 0)-2250 AL

EIE 2 (GE{A DP fRIE) # e < 0.2, 5, <0.05 H d > 2. WK One-Shot Laplace Ll fry M

klog(d/s
€

FERLEE A\ B A > S2VEISWO) s R (e, 6)-2550 K FL.

4 [B)E ik

4.1 AREEE

ARICHRARA ] ORF) Bz, HIE— Dl OIS S N AN 4 711 R
G M55t st & REANRIIRIL . BN KA KRG HOH, HAF AN B R & iy sUa Rk, i
RETRR ) LSBT ERREEEE. 0% o FrAANEESE D = (v;,v:5);-,, IF
Z SERYNZRASEBURRIL S, Hoh ny 2056 ¢ DR P I B A I ACR. A& s i B AR A
PICT AR FFAEZS ] X ShRZEsE] Y, Hih TR AR M i 22 5%, TAEE 8 Non-1ID 4§
fie. fE55 ¢ (1 <t < T) REFEF, MFWEIRIER ¢ BPLEEER Fim T4E A C C, JESY
m = [qN]. JR55aeFF Y ai e a2 R w' A BT e R o, % A A D; it
17 E JRNgen, EAERAER ™, HF RS Al B R A A T AR R A R
AR VR
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®1 FSE4

Table 1 Summary of sysmbols

Symbol Description

C, AS Total clients, sampled clients, central server

N, m, 1 Total number of clients, number of sampled clients, client index

T,t; E, B Number of communication rounds, index of round; local epochs, local batch size

d, di, ko Total parameter dimension, parameters in layer [, embedding dimension for spectral clustering
p, ki, k Sparsification ratio, selected coordinates in layer [, total selected coordinates

wt, w} w Global model at round t, client i’ s model at start of ¢, locally perturbed model

D;, |Ds| Dataset of client ¢, the size of D;

(€1, 1), (€2, 82) Privacy parameters for coordinate selection, privacy parameters for parameter update
A, o Laplace noise scale for Top-k, Gaussian noise standard deviation for model update
F(yy, I:"(j), ﬁ(j) Empirical Fisher score, normalized Fisher score, noisy Fisher score

C, Ar Gradient clipping threshold, ¢;-sensitivity of Fisher scores

v, W, D, U Kernel bandwidth, similarity matrix, degree matrix, spectral embedding matrix
MinPts, Eps,;, Z Minimum number of neighbors, neighborhood radius, benign candidate index set

4.2 EMER

BRI % P 5 M55 2% 2 (A8 (5 Fh An SSL/TLS S s, EURTEAEINRSI Tt &,
T T ARy, A SCE AN O LS A B RS, R ARSE 4 (R, JHE b E s i
F A HOSE R Pt A B, IS5 A WSS (R, Ea R A, (HalaExS & i
(8 B ALRI ™ AR . e M BT s, IR 55 v e sl b AT W AL FHE I T et AT S [ FE T i
P EURAR B B P T RE R R A s E R, IR AR AR E I Gt B
WA 4 JR R T 25, B S 4 SR 2 P AR B R O B DR, S T TR, AR SO T 8
P (Foie 2R AR AR BT ) SR SER . BN, BRSGE R B A
PR 50%, A5 NI 8 P ] AR AA RN 42 Ry e L.

4.3 WitBHR

AL 1 B AE S DU ) B B RA PRAP g ) Bk, A8 pURE S g MGty St HAsan s (1)
BARFSAAME. R P i AR MR 2R BT A% i R R A AR RS LR, B SR A 77 1 IR 55 7 %
SRR R S, (2) ARBIEARM. TR S AR A R E A, REAE RIS I A R
SR, dep RN R L e AR E L. (3) RERTAM. 5 ARFLOR S B
HL G, PRAUEA RBIIE FUsl, HORSEE B R 4B E vl 2 Ju 5 JeR 3 5 T iRl )l Rl
(4) FRSHM. B BRI SPE P 2R, AT S A B R A B F TR

5 AXTIE

FEXFIRFR2E 2T rh i B R FA PR R L B P 8 A TERR 28, AR SCHR HH — T |38 W 54 o B e ) 22
53 B FAICHRAF 2] T ¥, BERAE SR ANl 1FT/R. %07 VA R B SRS BT (Selective Perturbation
Update, SPU) FIME SR EHER A (Noise-Aware Robust Aggregation, NARA) WK I AEL, T
SO RN A I AN A
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, L ~ - === ~ N
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I : ¥ N l
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1 ~ @ I ( DP-Sparse Update ) | | 1
I ! ] |
I y SPU 1 Aggregated Global Model
| privateData | Global Model @ Perturbed 8Ereg |
| ! Model | 1
L | Benign Client /’ 1 I
_______ [ — e e e e e e e o e e = = |
. 1 [ Adaptive Median Clipping ] :
I |
)T == TS TET T EE T EEEEEEEEEEEEEEES S LN | Noise-Aware Density 1
! AN Clustering
] 1 1
| | [ Gradient Fisher Estimation ] 1 1 I
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1 ~ : » [ Key Coordinate Selection ] » : Di lity Reduction :
1 ~ v
1 ~A : [ DP-Sparse Update J : 1 NARA Q 1
' : SPU L | '
: |
| Posioned / : Global Model g Pcl:/nlsodneld | | f :
| Unknown Data R0 q ode =
! Mailicious Client /' 9 Server /
N e e e e e e | s L e e e e e - N e e e e e e — - 7

1 (MEHFE) AByzDPFL RIHEZRE
Figure 1 (Color online) The framework of AByzDPFL

5.1 EMIRHEH (SPU)

FRGEIN &SRB T R S AR RS RS A Y 2 A MRS, X Se B e il 2 A0 e e Rl 3
G, FEOy 2 LRBESEERE d LRPERI PS50 S MR AU T 55 TR A R,
B ARG MR ERE T —E A, — 7 B AR AR R B DU PR (EL K A AR AR T A
LA i MR PR AEJRE, (E AV 2 it i AR A iy A\ ECRRAE O SRR, T8 38 W 4 G B A 1 AR s i)
UG RAL, B P EFA. i EaRor Ji, ASCHR I S B PEsh B & im e B T4
% Fisher {5 SEFEAMALA IR VEH & A SEAGE AR, RIS OTX b GESBIEA R 58 1
BB, Holk d— k BEAEASUGRUORRFANAS . SRR DR BSRL CRAP A [T IR, e 3 e A R0 e 22, i
R BRI O B R Y S BT LA 254, AT PR AR 55 s % B0 7 B A S 0 B8 ) A 4 Jm 3R R L.
A RARINEE 1.

Fisher {RREMT. HIE b, B 5Tk SR S 500 B S = 15 B, i Fisher {5
B 10T g Zal i S RO R L AR SO TS S BUREE. MO SCR I Fisher 5 R EALSH]
RO FEERAIEES. —BORYE, WIEIEAEA » XM SEL 0 /Y Fisher {5 & SCh:

1(6) = Eyuio) | (Vlogp(e|9)) (V logp(a}9)) '], (1)

Hrp logp(x]0) HZEL 0 FIFERSA RS B Pim st A R, BRI AR IR A 24 >
TR ITESHEETA SR, BCRHZH Fisher {58 B S50l T2 0 4, AR w, (45K
Fisher {5 B8 Hh:

1 n;/B

F= n,/B Z Ve(z:) - Ve(z:) ', (2)

=1
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E’% 1 Selective Perturbation Update (SPU)

Input: Current global model w, local dataset size n, local epochs E, batch size B, learning rate 7, sparsification ratio p, noise
scale o, clipping norm C, privacy budget (e, 1)

1: Initialize the local model: w; = w

2: fore=1,...,F do

3: for each minibatch B do

4: for each z € B do

5: Compute and clip gradient: g(z) < Clip(Vf(vT/, z), C)

6: end for

T Aggregate clipped gradients: g = £ >, .5 g(x)

8: // Fisher Information Estimation

9: Compute empirical Fisher: F(; ;y = n/% Y e 8i(@)gi(2)"

10: Normalize per-coordinate Fisher: }:"'“’]-) =iz I?(Ii’j)in}”j{ﬁ.‘(%?)} T i3 =1,...,d,

max{ g g} —mindF 1)

11: // Private Key Coordinate Selection

12: Adjustment of sparsification ratio: p' = L (1 + cos (%))

13: Determine number of selected coordinates: k; = |—p1‘ di]

14: Compute Laplace noise scale: A = SapykiIn(di/01) Vkilln(dl/sl)

15: Add Laplace noise: FN'U,]') = F(L,j) +uq,;), ug,;) ~ Lap(\)

16: Form key coordinate set: KC < >, argsort(j)(ﬁ(j))[l s k)

17: // DP-Sparse Update

18: fori=1,...,L do

19: for j=1,...,d;, do

20: if (1,j) € K then

21: Add Gaussian noise to gradient and update: W ;) < wa, ;) — n(ga,;) + N (0, 02))
22: else

23: Retain global parameter: w(; jy < W, ;)

24: end if

25: end for
26: end for
27: end for
28: end for

Output: Updated local model w

b ng AARMEAE R, B RN, V(@) WHEAR o BB, - SRS MRIZIAMA. 325, fi4
— 2 BB Fisher [EHEATIH—fLALBE, BORAN R RUEZSEL R0 241 HU -

Fujy —min{F )}
maX{F(lJ-/)} — min{F(l,j/)} ’

Fuj = Gi =1 d, A=) d, (3)
1
Hop 1 =1,..., L HEET], j HENSEERS, d HE L ESEAEL 1H—{L/5H) Fisher (55 Fj)
FRIFIO R/ IN S T 4% A o R 2E Ay 8 T v B L T R RO BTk, T T4 3 6 S SR e
FAARBRAFRESRE. BT L5 BRI, FEMHEZES BALER BT T SRR B Fe
SRR, PE— 83 MRS Y AR 3 R . A SCfE— bk Laplace ML Top-k 4% (42
T, QTS | A SIS BRI, (AL IR A2 > R i 4 19, iR pf 12

WK t ShASTHE:
<1—|—cos <7th>> , (4)

Hr p MUIEHGR, T 4Rl Eie R s nl (A eI 2k 0108 B S 246 B2 A S DA It 78
TR, NGRS ISR AT S S L AR AR ASR T SRR M DA MR A S ). RS AR 24 TR R

P =

N3
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P AEEIE LV R RA B

k= [p'-d], k=Y k. (5)
l

SHy 25 S BB B A SR RA T XU, X122 0t A7 § O Fisher {8 By
BT Laplace (T H3)

Fugy = Fug) + gy, weg) ~ Lap(h), (6)

Hor A = SREVRA) AL Fisher {HAGBUREE. AT, MIRZ IS RN/ NI KHET, BT b
ANERFALA R X AR A K (K = Uy {(1,4) 5 € Ki}), AL (ex, 61)-DP. it B AL — ke
FEYEASHEIT, 5 T HEROULH] 424 1 BB RLTFRY ke, (R T RS BB A A

£ SIRFBIRER. A OO AR S K IR, DO/ SORTS R T A, M
BRG] A BRI, X7 B BE R A BT R O X S, AR BERE N, DA
(S HOEAT LR — KRR B BAZBORER w) TRTHUUANT:

(7)

_Jway —n8ay =Way — 1 (8w +bay). (J) €K,
W) =

wi ) —n-0=wgq,), (1,7) ¢ K.

ot SRg2f2] 5 b ~ N(0,0%La) IMEN O, bREZEN o BRI, Lo 2 d 4ESOERE. XA
LS R SR S AR A R A LR, SR T AR IR AE R IOHE, (A T RRVRA SR Z IR A

5.2 BEEMEEES (NARA)

25 AL R R, A AR w, € RY RPN T R 20A7 s HrEAs V(0, 021,), BHPASEZ a]
B A SR S E PR aME B (1) Wik, Fra Biads 2 5I0E BT M RENLIE S, (2) FAiE2:
SRR R KR T SRR RGNS, RS A 0 3R G I 24 A A PR M P AL ) R
PERIRU P HIEE T, LS B 3RAE 22 SR M M SER A5 e, AT BRI D6 2 2T YN i RE S A 42
SRR R M. S, A SCER R BN BRI A (NARA) B, N 207K, A AE G A4
NP 1 3 4 TR 2SN 3 B H R T — A IR

TEERNBRYE. TS B B R R, LT IR AR S B2 IR A Y [ P s P i, o 4
UG5 25 5 JE s R o) LS s S, O S A I AR A5 PRI e RO, ey SRR s A% 114 A
BUGEA TR A R 2, 5 FLS 2 R 2 1), DAC S BB R A R A T LART 54, M sl o oo 4k Bt AL M
FORTRE B . BT, HOAE AR A V250 P A, T TS SR R AR 1) ik e
&
lwi = war|l3

R;ir = exp ( 22

) ) iai/ S At7 (8)

Horb y > 0 S 58, SRR, Fi)s, WIEEREE D = diag (Dy), Di = 32, R, I
BT BCR A — BRI L = D — R, 2, A5 B3 FRIA— LB Laym = D™/2LD1/2,
X HBATRAE R Loym = UAUT, 32U/ Ko DR URHE B, ABURGERA Uy, € R™,
Horp ko < d TSR B AR ALERE. TEREZE S 25 18] b, BEPLIERS 109 HOr: B 2 eI, Btz a)
B LT ZE SRR, AT R JE 2R RS BoA X 73 R 5 3 R A2 B B
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H’% 2 Noise-Aware Robust Aggregation (NARA)

Input: Number of selected clients m, local model set {w;}" ;, noise scale o, kernel bandwidth ~

1: // Spectral Embedding and Dimensionality Reduction

2: Compute similarity matrix: R;;s < exp(—|w; — wi/||5/(27%)), 4,1 € A,
3: Form degree matrix D = diag ({D;;}), with Dy; <= >, Wiy

4: Compute normalized Laplacian: Lgym, < D_l/z(D — W)D_l/2

5: Eigen-decompose Lgym, = UAU", take the smallest ko eigenvectors to form U € R™> %0
6: // Noise-Adaptive Density Clustering

7: Set minimum core size: MinPts < [m /2]

8: for i € A; do

9: Estimate local density upper bound: kDist; < kDist(w;, MinPts)

10: Compute noise-tolerant lower bound: Eps,,;,, = ov/2d

11: Set adaptive neighborhood radius: Eps; = max{Eps,,,,,,, kDist; }

12: end for

13: Generate candidate benign set: Z - DBSCAN(U, {Eps; }ic 4, , MinPts)

—
S

: // Adaptive Median Clipping

: For each ¢ € Z, compute norm r; = ||w;||2, let ryeqa = Median(r; : 1 € 2Z)
: for i € Z do
Clip: w; <+

==
(o2

Tmed

. med o
max{7;, "med } ‘

_ =
®

: end for
: // Model Aggregation
20: Wt L3 ws

Output: Next global model w

—_
©

t+1,
3

REBREBENEERE. ERAEENRA Y, HE— R DBSCAN U] iR 4% i K.
f4: DBSCAN DA E SBBEA42 Eps M/ MZGITBEL MinPts HR0S8, HA M5 M1 Eps-46
A E A MinPts AMEARR, A B0 R, SRl s 85K, AR, FEZE A ALY S
T, Eps BEI/PNALTI A BB GAN B, SRS EA SR M O AR, S5
BEREGRI. NI, ARITIRES G RE, KPR B0 B MR [ B FOE . e A
B w; TT5EES MinPts NE4REEES kDist; = kDist(w;, MinPts), SRR R o B BRI
WO R DA S MR i) S SR B S BB B, 0BT S SCREIMBLZM Y F 3B R R ISEAE Eps; 4

Eps, i, = oV2d, Eps, =max{Eps,,,,,kDist;}. 9)

LA (A B VR AE. Eps,y,;,, M, IAHZES 3 2P0 T REALME RS, i DRk 7 MR B 3h A i) R A
BN SPARSL; T4 5 kDist B2E58 i Eps,,;,, B, WIRMIH SRS oM E i,
RS EIE AR RS . BRI IEIIRE M S R, AT AR 4K T Mutual-Reachability HiE]
HOT PRy R U, B 24 S 254 i) e 1 9 12

[wi — w;|| < max{Eps,, Eps;}, (10

ML w; 5w, HIE RIS, AT A R — SO R B IR, ILAh, %183 5
35 5 T R PR — R R P B 1k, Ay B L SR MinPts =
/2], DA R U ok B M ey 2.

BB RIREAET. W1 20T, 1ERR I G 0 T A L B A R (R,
Jr B SR RO, AR S 4 B 0, 6 FUPERE 2 13| ASE TR IR
TR . B, TR AMEE W, 1 6 EC = [willa = /X0, (W), i € 2. BT
SR REEC Tined = Median ({74 }icz) YRR BB, HAHE MR TH DY

c . T'med
w; = Clip(ri, Tmed) = max{ri, rmed Wi, (11)
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W1 - Benign Model

2 Poisoned Model
Cluster .

><elimination

2 (MERFE) AEAEEHN/LATEE. BEEENREASBRAERERAHNER wi M w, REPHE
SERH TS HEFRRAENTHREEASREER W, BT,

Figure 2 (Color online) Schematic geometric illustration of the local model set. Noise-adaptive clustering
removes models with large angular deviations, w1 and ws, and median-norm clipping then suppresses the influence

of the high-magnitude model w4 within the remaining angle-aligned candidates.

21y > rmea MHEHCBIGIIL, B WRFEAAE. fef5, MFEGTIE A wi BOFE VR 4 Jay s Al
1 2
witl = Z] Zwi. (12)

1€EZ
5.3 BAREERIE
AByzDPFL FRERRAR NG 3HR. 78 t S/l s, A28 HoRAER ¢ BEYLIER m A%
P Ab, Jf e HAr R 4 E 4 s Al who BEA Rl & P i R P I e W BRFA TR, A 254 B L
FRJE o, G HATE TG BRI S5 SPU, A4 i Zad s (A i At wit!, If bi%
2RSS Ay, MRS AT A & P it B IS, B W R R SRR SR A A NARA, X A% i A AR 28 3
TRERNSEERE, B2 R4 AEH wtt EEPUTIZSRE, BRI R EERE T.

H:% 3 Byzantine-Robust Adaptive Differentially Private Federated Learning (AByzDPFL)

Input: Number of clients N, sampling rate g, number of global rounds 7', number of local epochs E, selection privacy budget
(€1, 1), update privacy budget (e2, d2)
1: Initialize global model w', sparsification ratio p
2: fort=1,...,T do
3: Sample client subset A" of size m by probability g
for each client i € A" in parallel do

2C+/qT In(1/33) // Theorem 3

4
5 Compute noise scale: o = BiTes

6: Selective perturbation update: w§+1 + SPU(4,w", E,p,0,€1,01) // Algorithm 1
7 end for

8: Noise-aware robust aggregation: w'! NARA({W;+1}i€At, m, o) // Algorithm 2
9: end for

Output: Next global model w”

6 RO

6.1 [RFAMESHT

Ayl AByzDPFL JyVATEZ S RN ZRid B A BRAAGRIEE K, AR SCR AT RDP 4L BT, Jf-45
BT RAERHILE 1T R4 B AL DU A A v O, gt B AL A A R BT, T
RAEE R LB R T BB UGE G AR P Y RDP Ak B3
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SI32 2 (FRESHNE ) 5 p<io>4A H o Wik

L< <1 202 o1 < 50202 In5 —2Ino (13)
NS 20' 3 no, [0 03+1n(pa)+1/(20'2)

Hop G5 =1+ by, W REEEILE T RA G B A HREEN p BB, M 2

Do(M(D)|M(D')) < Du((1 — p)N, (0, A2621) + pN,, (A, A262T)||N, (0, A%0%1)) <

2 A2
2P JAZ ® a4
KT 2% SERLAT AR BR I e R ) B FA AR, b G Al A
MR 1 (RFEE M) HEPLEE M, D — R ¥E (6,0, -DP(i = 1,2,--- ,n), ll M =
(My, Mo, -+, M,) D — T, Ri w2 (T, e, [T, &) -DP.
H—43 47 AByzDPFL W ARBRAA AN .
IERR B, XA EEAE D Al D, AN P @ A H S BT B R

|Ds| |D}|

1
A= 7 in f;(w;, D; (w;, D, 15
gil%i D jz_;argﬂvlvlinf(w J) |D’ Zargmlnf(w i) (15)

~|Di|

A BRIE VAR ¢ WOR At o MWL, Dy), WFE D; I D; 4% B #7051 M(wE, D;)
ﬁ] M(va,l);) ;H\: Rényl %&E Da(”) Ef%@ﬁ?ﬁ

Do(M(W}, D;) || M(W, D;)) = Do (N(Wi — ngl,n° o) | N (W) —ngf, n*c’T)) . (16)

TP e i e A A [l i 2R, RT DA A% 0 PSS e 22, F-F - SR hoi ol
ENNI Vi E = Read Wil 11575 WG 5

Do(M(W;,D;) | M(W;, D)) = Do (N (g — g1, °T) [| V'(0,0°T)) . (17)

IR, B ARORIEN (i 0 PRREITLA. . PRI o = i RN C
AR o, I 2, B o > 3¢ g < L A4 ¢ 4 RDP #150:

e(a)r = Da(M(W', D)MW, D)) = Da(N, (8" — ") || o)

C 8¢*C%a
<D=+ (57 ) i) < THE5L 18)

% T YRR, W RDP 5 ERA e() = S0l
i1 RDP % DP {y#E#a5 |38 1.5 m 1, #t—H153 AR BRAMAIIE.
EIE 3 (BRAAMERIE) MiTEE ¢ < &, MR RE o WL
- 2C+/qTlog(1/d2)
- |Dilez ’

W AByzDPFL 1t T 558K 2 (Ter + €2, 761 + 02)-DP

(19)

6.2 USSR

JoZliEi ABYZDPFL {4 RIS, SEAE Pk i € [N] At B ARh f; - RY — R, £
HbRSE SO f(w) = S50 pi filw), ot ps = s AR AR
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BRI 1 (L-JedM)  f B8 L6, BT x,y € RY 77446 L > 0 ffif5
fix) < fily) +VAEE) (x—y) + %IIX—YIIQ- (20)
Big 2 (BABE) [ WEEERDNSHERINEA M. BFEEEEH G > 0, {5
E[Vfi(w)ll < G. (21)

B 3 (BBNBERZE) 0% miEIMEL g XA, MXTIA w € RY A
Elg] = V f(w:), HETTZA T, AAAEREL B > 0, fiif5:

Ellgl — V£i(wh)|* < 8%

WERR  ESTOA AR S R 2 A R RS N 22 B (MR 3 MR RS AR II(ER 0. AR
HEZEA o WZRPET, & i A Mg SET 85 2

El[g - V(w)|* <E[g - g|” +Ellg! — V/itw)]”

d
=S Elg; — g, l2 +Ellgl — Viwh)]|”

J=1

< 3%+ ko, (22)

S, b 2R SR TR B R S AL
LI, 6T P2 S R B R BTG BV A2 < (1-4)G. 32 1 ek
[ UfE, W AByzDPFL e 2505 R A S bR an T
IR 4 (WSUIARIE) eSS T, BB A O B, NARA S RHY ELFER P i A
h 7, W B P ROV C. 5 X

D= (1-4)EG+nELG + %(Nm G),

E 0%k + G?
F:§(52+k02)+02 A
G AS
c kE

"mVT ‘SuTrGrDye
Mg AByzDPFL ¥£ T #5035/ {w!} B2

;EEHWMHQ < AUR) 1)

D+

dc 9
NG QkEﬁL(F+(G+D) ). (23)

7 SCRVHE

7.1 ELWIRE

SLISINE. A LI YEBEAE Ubuntu 22.04.2 LTS 2% I, WA EAHE Intel Xeon Gold
5218R @ 2.10 GHz CPU 1 80GB NVIDIA RTX A100 GPU, #F PyTorch 1.9.1 HEZ15E .
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* 2 RAMIBKEERALEN. HB, #num_classes RIRERH, #num_ feds F-EE5EREHERHE.
Table 2 The structure of the membership inference attack model. Here, #num__classes denotes the number of

classes, and #num__feds denotes the number of models involved in aggregation.

Module Layer type Description
Gradient 2x Fully-Connected + ReLU (#num_classes X 512) x 1024, 1024 x 128
Prediction 2x Fully-Connected + ReLU #num__classes X 100, 100 x 64
Label 2x Fully-Connected + ReLU #num_ classes X 128, 128 x 64
Correctness 2x Fully-Connected + ReLU 1 X #num_ classes, #num_ classes X 64
Combine 3% Fully-Connected + ReLU ((128 + 3 x 64) x #numifeds), 256 x 128, 128 x 64, 64 x 1
Output Sigmoid —

HAREFNMERL. 7 MNIST, Fashion MNIST il CIFAR-10 =AMGRUESIEAE I HEF71E4s. MNIST
BIREAS T 10 RPHHFKIZRG, 4 70000 5K, 60,000 51 T-1114%, 10,000 5K 70,
KR PR 28 x 28 83K, Fashion MNIST (FMNIST) ¥l L [FFEAL S 10 S iy, Eds
X435 MNIST ], BHRRST 2 28 x 28. CIFAR-10 22— 10 28 RGB 2 KGR B4,
2 6,000 FKIE A, YIZREERTIHASE 25120 50,000 5KF1 10,000 5K, BIKEG RS 32 x 32, Hi,
FEXF MNIST 1 FMNIST, R H £ MM % LeNet-5 #E171)1%%. % CIFAR-10, N3EH 18
JZ IR EF% 22 M 2% ResNet-18.

Bk, SRR LT HE, S5 (No Defense): FedAvg U, AL
(Privacy): UDP-FL 48] | FedLAP-DP 21 #4554 (Robustness): Krum ' F1 FLAME 24 L
FIEHEFI (Privacy & Robustness): PRoBit+ 2, DPFL-APA %, PR-PFL BY pL & DPSFL 125,

ERE BT, AHYNZAEM L 743 (1ID) ol LT, fH Adam R4k} (81 = 0.9, B2 = 0.999)
MR, BIESEBBCEW . SREFERE T = 100, 0S4 N = 100, REER
g = 0.6, ;EEEFLH p = 0.3, #LIRK/N B = 50, I AMEREKE E = 5; K n {F
{1072,1072,107%} g REL ENRASE ¢ = 10,0 = 107°, HHTEMHE C = 1.0. 3T
AByzDPFL, i% ¢ = 0.1¢/T, €3 = 0.9¢,8; = 5, = 1075, FFi el p = 0.6, HHZHT 8 v = 1.0 PAK
BEAER AZERE ko = 4. B, Krum B8 % Pt p - m, FedLAP-DP [ MSE #2555
4y 0.1, DPSFL #3538 "R 454408 10 I HIGUERBOR AR 5ZALE. Ak, Ge— M IR
Z25r EFAPE Opacus RITHEMERE R o.

7.2 FSEERE THOMEREXTEL

WEWE. SRR (membership inference attack, MIA) PPl F 5 TA R BALE,
BAEMEWT R — il SR 5 TN H ARSI, SE T AT A& UGEEHESE Whitebox-Attacks V928,
ek & i) H AL A RS DA G 7 A AR IR icdle. AT, B0 B IINZRER N R 2 4R
(5 20%, JC MRS R AN SRR 10%, RN ZRAER IR 0 I iR 1 10%. A%
PR SEREAMAE B PP, 1T el A GRS . B 4
FNER 28R, A BEE BRI e — 2B (Gradient) . f)m— 2Tl (Prediction). 5
2985 (Label) FIIERfTE (Correctness), =A% P i A R AR AEDF B FRA &, i b2 i
Sigmoid pPRAUE T IR,

1) https://github.com/SPIN-UMass/MembershipWhiteboxAttacks
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& 3 TREAGEEMEHERE THRR (%)
Table 3 Performance of different methods in MIA (%)

MNIST FMNIST CIFAR-10
Type Method =0 = =
Test acc T Attack acc — Test acc T Attack acc —> Test acc T Attack acc —
No Defense FedAvg ! 98.52 61.45 89.74 60.76 74.26 60.38
UDP-FL 48] 93.85 51.20 83.17 51.33 69.01 51.76
Privacy
FedLAP-DP [21] 97.56 51.32 86.25 51.21 71.69 51.65
Krum 11 97.92 60.83 87.65 60.56 72.54 58.85
Robustness
FLAME [4°] 97.21 60.64 87.71 60.44 72.91 60.14
PRoBit+ 32! 93.29 50.57 83.94 50.61 68.92 50.78
DPFL-APA [30 95.91 51.23 86.49 51.24 71.86 51.58
Privacy &
Robustness PR-PFLEY 95.98 51.57 85.38 51.20 71.14 51.63
DPSFL 3] 97.63 50.29 87.05 50.45 72.43 50.37
AByzDPFL (Ours) 97.86 51.36 87.12 51.14 72.80 51.50

LERMM. F 34 T MNIST, FMNIST Al CIFAR-10 =ANE4E F 407 04 SR 7 it
iR (Test acc) FIMLAHERRIGE B (Attack acc). FIPABFI, JoBiH ik FedAvg DA KA EHER]
#7734 Krum Fl FLAME 1 Attack acc B2 & TREHLAE M 50%, UEEHE T4 MIA JLF-JoBifH6e
4l FL5 377 UDP-FL, FedLAP-DP, DPFL-APA Fil PR-PFL #3GE¥ Attack acc 22 51%,
Bk T 2543 BRoRA R PR YE ARG MIA BA R0k, (EEER 2, £ F ) kT, DPSFL f§H) £
PR S5 AN A ISt IR PR, S T AR Attack ace, FTE=RhERAR B4 Bk
BT 97.63%. 87.05% FI 72.43% [ Test acc. PRoBit+ i) R AL FEIgth3k153 75 DPSFL #f
I B IRBUSCR . ML, AByzDPFL FEak B PEHL sl o 5mg R okF Attack ace #5il7E 51.14%
51.50%, Ff-PA 97.86%. 87.12% F1 72.80% 1 Test acc SEI T HARR I 2, 5 FedAvg #{ E-FXH
JEOURFE 0.16%-1.18%. LA FZ5REN] AByzDPFL T B AL 47 SR n] F P2 (838 T e f -4

7.3 HRELE FRIMERERTEE

WEHRE. N Tl AByzDPFL JyyAR S, 7200 F PR & M 352 s s s _Labf i
1) Label Flipping (LF) 5% J2&—RpZ i 4t iy 28, B AR B T I8 At sk AE B e
MNGREAIIRRSE, BIRE R LR AR AR B o SR 4 h AR 28 B AR4E. 2) Scaling (SC) M
HJEHE T IR B 2R RGBT I R H . SRR P A i A M e O O Mk
HArbnds, B e R A BN AMBRL, 2 57 FAZ IS5 25 2 B JoaRe LA H 1. 3) Min-
Max (MM) o1 75 281545 51 1) S BT 5 4T AT At A2 2 1) (4 B B e KA, AR S UR AT B A R
PR ST 2 () KR . 4) Min-Sum (MS) BU ) H A2 6B A 5 B B 8] 2
ST, A R AR A R B O A B FEARSEE Y, FF Label Flipping Jrify
d AR% L fis - L—1— 1, o L @hp88 04, 1€ {0,1,..., L — 1}, Scaling il i E 45 14 8,
Min-Max I Min-Sum #JI5501 25034 30.

LERDHT. 3R AR T E I EAE DI RMR RS T i A SR BB RS B A BB H 7 v FLAME
BIEITA Y P S b L, (BAL B Y E T IER A, R R AR o B AL ORI SR . 42243 Fa
#.J5¥ UDP-FL #1 FedLAP-DP T2 Fiag st R IMAE, 10 50— M ps AL il o i ot b FA F
BEPE TR I A . FEFRIBUEAL S B kR Jr %&b, AByzDPFL £l AfE: 7E MNIST RGN
97.08%-97.65%, £ FMNIST I} 85.19%-86.03%, 1 CIFAR-10 >k 71.96%-72.24%, 5 FLAME
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® 4 TFRIFFEFERBRE THE RN ERE (%)

Table 4 Global model test accuracy of different methods under various poisoning attacks (%)

MNIST FMNIST CIFAR-10
Type Method
LF SC MM MS LF SC MM MS LF SC MM MS
No Defense FedAvg ] 93.02 75.12 67.28 68.53 63.42 37.86 60.50 39.80 59.93 34.62 12.58 24.23
Pri UDP-FL 48] 87.15 72.30 64.05 6240 60.33 61.10 54.42 43.60 52.10 38.75 36.50 38.30
rivacy
FedLAP-DP (2] 90.85 73.30 65.10 68.60 61.55 55.75 58.60 45.70 57.05 40.50 32.40 42.35
Krum 1) 75.02 90.10 87.46 89.19 65.27 84.37 64.25 35.79 29.56 67.58 13.75 63.56
Robustness
FLAME (24 98.66 98.78 98.68 97.79 86.01 86.85 86.74 86.45 73.46 T72.71 72.25 72.59
PRoBit+ (32 91.71 91.01 85.74 85.88 8197 80.13 74.70 79.81 67.92 65.25 60.80 67.64
DPFL-APA [39] 93.50 93.44 93.10 87.15 83.45 83.61 76.36 75.45 68.64 68.29 63.06 60.75
Privacy &
[31]
Robustness T R-PFL 93.97 92.66 92.87 91.30 82.34 82.64 78.04 81.18 68.14 67.10 63.45 66.67
DPSFL [33] 96.90 97.04 96.70 96.80 84.65 85.21 84.96 85.05 71.24 71.89 71.35 71.66

AByzDPFL (Ours) 97.65 97.54 97.08 97.25 8532 86.03 8552 85.19 72.16 72.00 71.96 72.24

HI2ZEEEIAE 1.5% DAY, 4> B8k PRoBit+. DPFL-APA #1 PR-PFL. [Fi}, £ =40 Pe4E b0 F
YINGRER: DPSFL #7444 0.48%, #f— kBl T ke et S A, Sk, AByzDPFL 5%
HiREM Z MR deah TR ERT T REESEN, R SRR R SEEL T R A

7.4 HEASELE

RELEHMIR. 78 CIFAR-10 I, A4l AByzDPFL i SCHEARR wimk, it 7 Fhi mhas ik
()w/o SPU, & Mg A78d e il Zx; (2)w/o K, AHEFT REEARARTTE, % i A ThnifE DP-
SGD. (3)w/o p*, fREH K HEALARIERRF ] iR, AN 52RO, (49)w/o NARA, fIR55 4%
o R AR iE FedAvg SEATIE NARA. (5)w/o Eps;,  NARA iy 3 B BRI A0R 4 [ o 2
. (6)w/o Z, #& NARA H{hAT L TE BT A E 15 I, (T)W/0 Tmea, 1 NARA H1{Y
PUT 1 38 BE SRR T AR R, 3R 5 % T & B i U (MIA, 25) Wi K
JEE R R (LE/SC/MM/MS, 1) R4 R B it i %, Horp MIA R 50% AR AL
ERIPUEEAT, 1T 1 2 MR 3 e 4T

e BRI, BB s Ak (w/o SPU) J5, MIA WERIREE LTFE 60.50%, FIAA
Hiu M AU BRORL PR A% D VE . BRI AR AL BRI (w/o K) Sk EMHH (w/o p') J&, MIA
S A 95 % 51.25% FI 51.34%, TiAEDU R 8t F RO ER S0 T4 % 68.04-69.10% 8%
71-71.8%, PLBAET Fisher {HAY Top-k BEHE 5 SN IH B BRI FE B AL S5 M RE 2 (M US4, Bt
THME BN SRS (w/o NARA) W, EPURMREHGE T M HERf R 3R % 2 12.50-38.45%, (i
NARA XA B 8B 006 B SRITESEE 2 24210 DBSCAN #4752 (w/o Eps;), IS H
TN AR R A 5 s IR RS 1 T AER B T EET (w/o Z2) SIURFAERE (W/0 rmea) BT
STy o) PEFIMR B S DAL - W AE LEF/SC ek T ERf AL 34-38%, J5#&XF SC Xk Jo g, ik—
HAIERA 3 B RIS B — AT 52988 AByzDPFL #F MIA FI R EErE 3y B
DRI, BAIE T 45 TR B L Py Ll ) Hip ] 34 2.

WEREEBIBYFZN. 7E Scaling B, 40 HI7E MNIST, FMNIST il CIFAR-10 = AM#dli4E ik
BAFEMET LG p € 0.1,0.3,0.5,0.7,0.9 #7525, K 30T, 4B LFIRAL (40 p = 0.1) i,
BRI A0 301 0 R 218, B A 100 4, RAERRWI BYE G T AR E. M Ll
#] 0.5 REME—EREE L IE WU SCH RS B, (EARK R T R i, (A5 XA, 24 p = 0.7 I,
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% 5 CIFAR-10 t%f AByzDPFL XREHAHMIRLER (%)
Table 5 Ablation results of key components of AByzDPFL on CIFAR-10 (%)

Attack w/o SPU w/o K w/o p* w/o NARA w/o Eps, w/o Z W/O Tmed AByzDPFL
MIA 22 60.50 51.25 51.34 51.42 51.53 51.47 51.55 51.50
LF 1 72.96 69.18 71.46 38.45 68.94 34.66 68.50 72.16
SC 1t 72.44 69.10 71.62 12.50 69.67 38.23 45.35 72.00
MM 4 72.98 68.04 71.55 15.72 65.10 25.45 65.60 71.96
MS 1 72.51 68.53 71.79 18.90 63.32 26.13 68.80 72.24

-
o
S

©
v

©
S

o

Test Accuracy (%)
o
&
Test Accuracy (%)
w 5 g

@
S
S

Top-k=0.1 —— Top-k=0.5 —— Top-k=0.9 55 Top-k=0.1  —— Top-k=0.5  —— Top-k=0.9 Topk=0.1 —— Topk=0.5 —— Topk=0.9
—— Topk=03 —— Topk=0.7 =--- DP-SGD + NARA —— Topk=03 —— Topk=0.7 =--- DP-SGD + NARA —— Top-k=0.3 —— Top-k=0.7 =-- DP-SGD + NARA
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5

0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
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(a) MNIST (b) FMNIST (c) CIFAR-10

3 (FIUEIERE) Scaling JE TR EIHHREL B3I s

Figure 3 (Color online) Training curves of different sparse ratios under Scaling attack

BERUAAAE B B 0 e B R e S5 B, i ELAE N SECR S B8 A 2553 Tl W P SR () 52 ), e 44HE
MNIST. FMNIST F1 CIFAR-10 b4 RikE] 97.77%. 86.22% F1 71.52% ML i %, B2 T
AR (DP-SGD+NARA) FUHABFG LAIMEER. RE p= 0.9 Bt KEW S E B p=0.7
A, AH T S SECE R LG 800 S BN, HR AR A T . JUHEAE CIFAR-10 55 A
PO AR S5 b, S EREE R (p = 0.7) Fris RALBEMIE . AR E, bt ol &8 E
A By A T A A 4R, 8 RE s K B BE R B SC B A 2., TR B fA CRAP RN B MR A 1
PSR ET, BUS Rz ERE.

7.5 MEESIFEEXIEE

PEESZFIwES]. fF FMNIST L1744 T AByzDPFL JyyAfE R FERE P Lol T
pbERe. Hd, EWERE LG p A 0.1 EIEF] 0.5, FrRlERE A 0.1, [FIFESEH 4 Fhasdet, H
b SEE R R ERIME. SEBRE5 R 4R, 4Ok E, AByzDPFL it Gt (p=0.1) TRp
AR 85% MMUREEE, I HE B LIS K L T, 24 p = 0.4 Fil p = 0.5 B, Label
Flipping #1 Scaling i Wk B0 B 24 84.00% F1 85.74%, Min-Max 5 Min-Sum | &1
KRS A 82.38% Fl 80.68%. FEfm Uil il %14 T, DPSFL 7EZ2 41 & TS AByzDPFL,
BN Label Flipping F# T p = 0.5 B DPSFL 34 79.57% 1l AByzDPFL >4 77.61%, Min-Sum 4,
PA 77.87% W T 75.17%. AN, WETE p > 0.4 B BRI, BRIEEEE 10%. fHILZF,
PR-PFL. DPFL-APA Fi PRoBit+ 7£ p = 0.4 }&VDA E3 s ok By 2 ™ ig, K2 70%, XA
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Figure 4 (Color online) Global test accuracy under different malicious client ratios
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Figure 5 (Color online) Global model test accuracy under different Non-IID conditions
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Table 6 Comparison of communication and computational overhead on FMNIST
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Abstract Federated learning (FL) enables collaborative training across devices while keeping data local. In
practice, however, it faces two security bottlenecks: privacy leakage and poisoning attacks. While differential
privacy (DP) and Byzantine-robust aggregation are effective in their respective domains, their coupling entails an
inherent conflict: DP noise inflates the variance of benign updates and simultaneously masks the systematic shifts
of malicious ones, making them hard to distinguish. To address this, we propose Adaptive Byzantine-Robust
Differentially Private Federated Learning (AByzDPFL), which aims to improve distinguishability by reducing
the noise dimension and amplifying the geometric differences between models. On the client side, we adopt a
Fisher-information-based private selection mechanism that dynamically chooses key parameter coordinates. Noise
is injected only within this low-dimensional subspace, which reduces the effective noise dimension and lowers the
variance of benign models. On the server side, spectral embedding highlights the intrinsic geometric structure,
followed by a noise-scale-adaptive clustering radius that includes noise-perturbed benign models while filtering
systemic shifts beyond the noise range. Additionally, we apply adaptive median-norm clipping to suppress high-
magnitude anomalous updates within the cluster. We establish upper bounds on privacy loss and convergence,
and experiments show that AByzDPFL strikes a balance between privacy and robustness while outperforming

existing mainstream baselines.

Keywords federated learning, differential privacy, Byzantine robustness, selective update, noise adaptation
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