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Abstract: In order to solve the problems of identity privacy easy to leak, difficult to monitor and difficult to
share the traceability data in the existing edible agricultural products traceability scheme, a traceability schema
of edible agricultural products based on novel fair blind signature and attribute-based encryption is proposed.
Based on the authorized access and non-tampering characteristics of consortium blockchain, a novel fair blind
signature method is proposed by combining elliptic curve and zero-knowledge proof, which achieves anonymity
of the identity of the edible agricultural product data uploader and avoids the problem of enmiting the signer
through the double ID mechanism. At the same time, the attribute-based encryption improved by Asmuth-
Bloom threshold combined with smart contract technology is adopted to realize the secret sharing of
traceability data of edible agricultural products with hierarchical permissions. The analysis and experimental
results demonstrate that the proposed scheme has good security and functionality.
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