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Deepfake Video Detection Model Based on Consistency of Spatial-Temporal Features
ZHAO Lei'?, GE Wanfeng'?, MAO Yuzhu®, HAN Meng®, LI Wenxin®, LI Xue*

(1.Key Lab. of Aerospace Info. Security and Trusted Computing, Ministry of Education, Wuhan Univ., Wuhan 430000, China;
2.School of Cyber Sci. and Eng., Wuhan Univ., Wuhan 430000, China)

Abstract: In order to improve the feature utilization rate of the image to be detected, a Deepfake video detection model based on consistency of
spatial-temporal features was proposed, inspired by the observation that there are slight inconsistency and discontinuity in the facial expression
changes of the characters in Deepfake videos. In the model, the convolutional neural network (CNN) was used to extract the spatial features from
the video to be detected, and an optical flow method was used to perform temporal features between consecutive frames of the video. Then anoth-
er CNN was used to extract the abstract and in-depth features from the optical flow map. After the temporal features and spatial features were
transformed from original representation space to a new feature space by neural networks, a fully connected neural network was used to classify
the combined spatial and temporal features space to achieve the detection target. The model proposed in the paper was trained on the Face-
forensics++, an open source Deepfake dataset. The experimental results indicated that the detection accuracy of the proposed model reaches
98.1%, and the AUC value reaches 0.998 1. By comparing with the existing Deepfake detection models, the proposed model is superior to the ex-
isting models in terms of detection accuracy and AUC value, which verifies the effectiveness of the proposed model.

Key words: fake images; Deepfake detection; temporal features; spatial features
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XceptionNet[zs] 95.03
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AR 98.10
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Fig. 6 Accuracy of training and verification of Xception-
Net on the dataset in this paper
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valid dataset

AT 25 AR SCRE R e, I AN T
AUCHE N LB Hg bR, T — 2L B 1B R XfE DL A 58
R I, HAHOCSCHRIE A AR TR A, LA
AL BU] FIEL A AT T AUCHE b AR RS HE L 707
F o XF He g5 SR k4 .

F= 4 SCIWAUCHENEE

Tab.4 AUC values comparison of experimental results
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