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# Copyright (c) 1993-2009 Nicroso ft Corp.

# This i= a sample HOSTS file used by Nicroso ft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a *# symbol.

£

# For example:

102. 54. 94. 97
38.25.63.10

# source server
# x client host

rhino. acme. com
X, acme. com

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
I localhost

TR "R
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192.168.1.120 server

K3 hosts 3144 i
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there were multiple injection points, please select F1 HEIIHRER
the one to use for following injections : AR Al
[0]place: GET, parameter: type, Unescaped nu- display_name varchar(250)
meric (default) 1D bigint(20)unsigned
_activation_k archar(60)
[ 1] place: GET, parameter: type, Unescaped fremeon-te e
user_email varchar(100)
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:}E ﬁ %E UI]IJ % % EI %ﬂ ’ vid 5 Pld ﬁ E 'ﬁ: % {)ﬁ'j ”E] . user_nicename varchar(50)
W 8 TR 90 i >, HEAT 2 3 40 1 s M P v user_pass varchar(64)
% user_registered datetime
A TR L K % 8
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Analysis and implementation of SQL injection
attack based on Python

HE Junzhong

(College of Electronic Commerce, Longnan Teachers’ College, Chengxian Gansu 742500)

Abstract: There are many ways for hackers to attack the Web server, and SQL injection attacks are one of the
most commonly used and effective methods. Build and set up, use the relevant modules provided by Python to im-
plement SQL injection attacks step by step, and analyze and study each step of the attack to provide a basis for the
SQL server attack protection of the Web server.

Keywords: Python; hacker; attack technology; SQL injection
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