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Multi-user sharing ORAM scheme based on attribute encryption
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Abstract: Oblivious Random Access Machine (ORAM) is one of the key technologies to protect the privacy security of
the user access behaviors. However, existing ORAM schemes mainly focus on the single-user access requirements and
cannot support data sharing between multiple users. Combined with Ring ORAM scheme and Attribute Based Encryption
(ABE) technology, a multi-user sharing ORAM scheme was designed and implemented based on attribute encryption,
namely ABE-M-ORAM. Attribute encryption was adopted to achieve the fine-grained access control, which can not only
protect user access behavior security, but also realize the convenient data sharing between different users. Theoretical

analysis and simulation experiments verify the high security, practicability and good access performance of the proposed

scheme.
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Fig. 1 Attribute encryption model
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Tab. 2 Average user single access time comparison of
ABE-M-ORAM scheme and serial anonymous
device based ORAM scheme

Piln kgt ABE-M-ORAM 7% LT HIKIE & 2 ORAM J5 %

unit: ms

100 2. 689 2.738
200 2.702 2.954
300 2.699 3.319
400 2.717 3. 966
500 2.721 4.704
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Tab. 3 Average user access time comparison of
ARE-M-ORAM scheme and BTS-M-ORAM scheme unit: s

PRIk

BAfi: s

ABE-M-ORAM )5 % BTS-M-ORAM 774

2 0.2689 0.4012
4 0.2712 0.5245
6 0.2705 0. 6602
8 0.2679 0.8147
10 0.2758 0.9744
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