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THETHFHTHKESTRE R, ARRKRIRRRELE, BRITT “EFOMINE. 55 AREK
(decentralized training and decentralized execution, DTDE)” EE: &G fY X TEHIHER
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SRARIEER, SCRF 2 YEJE PSR, 12 AR s St 1), BTk, #8036 DRL 5] A\ EIF-P0 55 4 i
3. DA /IMEEE T DRL M)A (EE S NACERERA 1408 B AR, 20 Al T AT s 4 N 48 A DRL, 13
FESCHR [5] T4 H PP TP B IR 40 FC SREmE . 78 H ARIE A5 D38 S Dy 32 45 1] SEmg AR R 2641 T, STk [6] 32
tH—A 5T DRL 3N BE N RT3 7 BAEng, W& 22 7 PRk LUK in) @ 2P 2w BA
RETHM TR RGP, TR [7) 2T um KL L (proximal policy optimization, PPO) %%, 42
7R E BRI S TR A B AR T . SCHR (8] g L TR AR P s R B A THRE A
G FEFN D 2R AT 55 BN /R AT R (Markov) RFEIEFE, Wit 7R BUREE Q 4% (dueling double
deep g-network, D3QN) AR &1L i KIS 4L (hybrid proximal policy optimization, HPPO) P57,
oAb SR BS BN ERTELE SR, SEIUN T IR R A TRTh 2 G AR . SR, kBt Fuss st T
BHefk DRL AEZE, F20E T ROV B0 i 0 iz .

BEE X HIEOR AW K JE, “Z Xt 27 SRR BB H SN H - 6 E X, Tk &g
7RI R A HAREIRE J1 2K, N o B At B I vhoet Sl Ay S 45 i pkak, SOk [9] 2T
JG-DRL, $2 H—p B IE B TR B2 U5 7 B SR B . SCHR [10] 276 B EAME AR T AR, 7t 17 20K
72 TR A TR G 2 B AR BIE /BT ). SCHER [11) 380 7RIS KRG T HEOR S T
PRI 2 e ZE PO I TP D R IR 2 IR %A R, SOk [12] 32t —Fh 2 0L R G0 RIS 4t
o3 A IUE A RGP B IR AL o B . R, X SeA AL A TR SR I 2 AR LA EE R, Xt
re E TP BEUR 40 TC R B AR M i = T 4 2 IR TR ST S 1 AT PR 22 ) 1) R, M DA RS DA R
T XA SR 75 oK.

B A A RO, 47 2 (5% 59 R R VR B 9B 5] (multicagent deep reinforcement
learning, MADRL) J5%, £ 2 AN USIR N TT R SR /0 FL B FUARZR . SCHR [13] SR TR 2 W 2% 1) 6 2k
NELSS, SR P T AR Q WL TSRS, 1R eI O R IR, TS R
SRy R 5 B vl PR SR REREAE T pl 1A A R &2 H/AD BAS B 564, RIS R B RIL 55 75
SRACVARF R Y A AL SN . STRR [14] BRSSO D AR S TS AN UERF TP, 42 T
—Fh IR T 2 BB NR E# T Q %2 (double deep recurrent g-network, DDRQN) ¥ /rF] 22 3515 GE Pt
FHUIRAE R HTT 5, ARSI SR AR IR IUT 4. SCHR [15) SR BGE T~ 2 B AN B
Bahih it Eiyst, &1 —FhEET MADRL HBHRE H 7%, M sh & BTN CPU %, 8
{57 P TR, MG 5E R AT B 1IRE . STk [16] Wit T — P al B R = 1 2 8 e kiR
JEE R 5 PR SRS AS . (continuous action attention multi-agent deep deterministic policy gradient, CAA-
MADDPG) &%, @it AT AN S T Ih 3, SLl 17 2 B AN T (G <25 ER K.
SCHR [17) EEXPEAS R PP FE PR A AR, SR T — A2 R A XTI AT (multi-
agent distributive jamming power allocation, MADJPA) /5%, TE4EH I SRR 73 A0 P 5 (1 I 4% 2844 T 3¢
i IO T PR, SR, 2 FUR TS0 75 & 2 H RS SRR B 70 e A S . SCRIR [18] £EXT
Prib il W B ik e, BT E 2 R Re kA 2% 2] (hierarchical multi-agent reinforcement learning,
HMARL) $#&H 7 —Fiia b [R] P8 5508 20 Be 77 v, 3@ 4 JR AU TP AE 25 AT 20 i, A BN BER
TR 23 (B AR A 73 8] R Pk Sk 1) @, {5 AR 25 e -Prh B sh A28 A ) B3 U573 BE 2. SCRR [19]
1E2 FREAHEZE T IT 1 IR TC AHUER T 585 3k —20, STHR [20] SERMERUR X B2 AT I S e e %
BORIETCNL, 4Rt T — M iE 2 B BRI TT 5 1207 BB RAEER TS AN B A HLal P 5 D)%
P HEnE, LI R A k4% 0 AWLEIFHR T3, ANITTAT R O HE I 15 i g ML Ja F %

i bPrR, B2 THsa s gl 2 TP H AP0 S Bowi 7t 32 B A b T 3 — TR U, X 4T
YL IR > B A AN 0 43 3 1[50, 1618, 200 8t T AR SCHIF AL TAE RO L, Zead o0 #r, BUE B A
FEAAELL T A (1) FIREET MADRL B F 2 AR BN HURUT A0 B [ 7€, AH I B 73 i 77 V2 4E DA
TR B HRUTT A BRZ) A 5 (2) AETPUBIE /- BC H I8 AL B2 T 2 H AR U VT
RIS, 2 HARBUD VPR v i i A b a4 L ] . SRIESE AT A O AL s 71, R SkBLT
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Table 1 Comparison of DRL-based jamming resource allocation schemes.

Scheme Multi agent Paradigm Action space Resource Movable target Threat assessment
[5] X Actor-critic Discrete Frequency X X
[6] X Value-based Discrete Power X X
[7] X Policy-based Continuous Power, path v X

alue Discrete, amming type,
18 x polchy— ba{sed continuous ' powger . x x
9] X Actor-critic Discrete Frequency X X
[16] v Actor-critic Continuous Power 4 X
[17] v Actor-critic Continuous Beam, power X v
[18] v Value-based Discrete Frequency X X
[20] 4 Value-based Discrete Power, path 4 X

LB R BC A B A (21220 (R, DA 1R B AN R U B H AR AT 22 R AL BRI, LA
RO B PR VAl AR TR X i v AR T UK RE LA LR XL

BT BRI, ARSI T o AL DA SE B R T8 B s, $HxF <2 X2 A0 bR
W Eh AT PR AR, #H —Fh2E T DRL W70 2 W R0 B (hierarchical collaborative
jamming resource allocation, HCJRA) /7%, HEEQIHBEFE T,

(1) BTxF “Zxb 27 shaS i FEXS i s pod 2 A TR BC R 5 5K, AR SCIR Y 1 —Ff DRL 4
BT BR8P A A28 5 Y B B 40 IC WS . % SR SN 0 A TE AHL AR PIRES B B, 3IA8TF
fiti FI AR B, B & R B AR BRI 0 BT 5, IR s S IR AR B A B S %)
W, T T BT BC R M A N A

(2) AL X2 WP T TP B A, 8 R A 2R A TR AR AT Rtk S
£ (decentralized partially observable Markov decision process, Dec-POMDP), Tt T % 7 it A
LB TE A MR T 2 B e AR 5 A Ui o [ A 2l O R e AL, R T PEOR 7 B 4 R
TR 253 L 15 R AR T TAL S5, BETDRE B AR TSI i RS HE 70 G 2 & TP &, LI 2 2 e fk
UE=SEbowi)

(3) NBEART PR & AEThFR RSO FE P YR E AR, S ST TR 3R 0, ¥eit 1« B i,
3 AR (decentralized training and decentralized execution, DTDE)” K% & GERHELL. 7E1%HELE
T, TP ATE NSRRI 0 75 A 0e H A P05 2% S B AN SR BN, UK EE B S 0Lt m]
FERRT T H AR BT, B T oA ZR A LA S TP 2 )45 5 58 B 51 kS f HR SR A

(4) AR AR AR AT AR R ARG B, JE T B ECGR R R — PRIB S (discrete soft actor-
critic, DSAC) SAFE H — M TP L BEIR 7> BUHEms; 1250 N i KRS RL BEAE, Jlad B 18 M B0
B2 R DT R e AR AR R SRR R, a8 pIe A e v 28 e s X WL 2 [ AN sl 1 25 8], A FEAR
TINGRRRAMPRYESL, A F T RIEY TN SN A ARER, IZRIg R E N B R 28
FR 0 LA

2 EERER E)E A

2.1 EfENE

FIEME 1 ProREEXTSE: TIRTERE M AT, XSO ENSER N ST AL
H TG AL A St R PR T4 4 Ne = {1,2,..., N} F1 M, = {1,2,..., M} #5lER AN



=NEREF FEREFEERE 2025F Fss5E FoHl 2374

NN =

\ T~ ~ ~ - Air Early
\ N Warning
\ N

AN N
\ \ = N
N\ N & N
c AN
N \
Y Q’& N \
ST
> ~ = ™)
~ - |
&
o N N
................... - DS < ¢
\ UAV target Jammer Reconnaissance
s ' ‘-’? > Station
Command : j< I‘f: _______ - Z I
Center M nformation  Communication ~ Jamming
exchange link link link

1 (MERRFE) BIExHRE.

Figure 1 (Color online) Communication countermeasure model.

g A B AHUAIT TR A B & BBEEOT BN S N ZREAMLEAFAE N 2% BARIE A <5
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TR 154 AR AN A F-H77 B AT RE , FIRBE& RSk U ST T LS T8 AL BA
TEL F4) A7 308 15 B it St P A T3, DASII BB IR 5 e AL BA L5 T L ) 1 B

NPRIETIRCR, TII7 RARSE T-IAE S5 G BB A FRAG TN, BB TP et e
FEEA RN TIRBR, & LFHIE m BEAIERFE by = b, bz, bon] ', F
bin,n € {0,1} FRRBORIR/RAR, m € M, n € Ne. HTBH m 2R AN H bR n SEHET-3
], b = 1, B by = 0. 55 [T FoR B B, ST UL, & ST IRy B

B =1[by,bs,....by]". (1)

% 18 22 B\ Hh % T AHL E ARAE S (B BN 70, SN AT BETCVEE o 24 H AR, AbiRis— MK

AR T — A E b, RN, 2R & ARG HRER 20, BT & &2 vl FE 48 1 A HEF,
1

> by <IN, (2)

M
1<) b <U. (3)

AR IRB AR, & LT HEE m WIIRDPAE pr = Pt Pmzs - D], FEH
P BN by, X RLHITHR N ECAE. D0 R ROR T3, AU T-IRBOR I 2 H b, T4
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NARZEAH, AP
{0 < Pm,n < Pma)m bm,n = ]-a
Tm,p.t =
Pmn = 0, bm,n = 0,
Hf1, Prax R TS BRASRS ThE. B, X FH 0% m, T2

N
> P < Pruax- (5)

n=1

MR M AT RSB, E T RIE S BHERE
P=[pi,ps..,pul (6)
MEAN TR FIN o B BA S TR, 7T B 1 P ORRAETHE 55 (¥ 43 B A& 1.
2.2 [G)EEHEA

TP RS 2 TR SR S BT HUE 578 BAnibEm, 18 B Anil(E i R e TIER
71, FIRCRIEH HF{E . (jamming signal ratio, JSR) KA. RIC AN B AREUHLR FH 42 M K
2[R A 220 MR A A O RN s B AR BC AR RE S R, AE S —i 2, TE AMLE F5 n B2l TSR A

mi—1 PG Grur L. + Proise
Z : PnGrtGnrLny ’ (7)
b p, ATENLEL B &R AN AR n REES R, G, FRWMENELANEHIE n
MRS REIES, G NTEANERE n BHERLNES, L, = 100(B)/10 FoRFUENLEI T AN H
bR n SRR IRE, 2 L, (dB) = 32.44 + 201g (f,) + 201g (Rpr), fo NEANFUBEEIZE, R, &
FHEHFTANLEFE n BB G, BRTHRES m STEANLEFE 0 SHET-HE 0 R 5 R 2
2, Ly = 10Emn(B/10 FORTHRBEL m BT AN EFF 0 FIEREEEBFE, HH L., (dB) = 32.44 +
201g (fn) +201g (Rpn), XH R, AR TR m BITLANLEAR n BIEEES; puoise 2N PRRE T
(AL W).

BT AHLEFR 0 BACHLAL D ISR, B TR 6 R %L K, 0, WAL T4 6 T AHLE#R o (9T
PA, B ISR, > K, Hd ne No. MR (7) FATCAE H, ZE0ETE AL HARSEAT T PR, 396 2 29
YU AT AE U R RITAR S, 907 T VR B TR 5 ISR (A BT py FD G H1E
BTV IOBEEAR I 22 5, ARSIV G DI, CEEEER b B0 A BRI 28 R 0 BB £
SYECHT %, SERR b, TR T SR AR 2 e B A S e e e SR 5 e o e AL B T AL
b, R0 AT SRR AR BRI A B 3 S 38R R AR A TE KL B AR B R 22, T T 3R 4 R
LRI IPL AV LA T A ELX ). A, 3R (7) P ISR A RIE AT G, G SEERETSH,
T U0 B TS MR R, -8R 738 3 T B B3R EOM 6 2 40, (EL7E e 47 AT 39 T 38 3 o ¢ R 4
IHOREOTEAEE BB A7 R TR R AOEE S S B TR IR AR, T fE it 2
AT FEANE 2 45 58 SOV B0 B A5 15 5 (K SERbA . A0 W ARG, S5 T e R, T80 AT AR T4
HFRAE T PR AT 5 02595748 0 SCBLT- PR AR VA, AT 2 S 2 ) BB S L. R0 ke, A SO T8
Ji B AR T BRI AN bR ISR, HHHAE T R R A 15 45

TEBAS OB, EARBM A, RS2 BT, Ak, 754 BT T, 2% FE AR [ 6 AL
AR 22 5. 5 SCT RS m (69 HAR BB A B w, = [wt, Winz, - oy i ] F
0 < w < 1 SEETTE TS IRAEER, & L HFRBME AR W = [wi, w,, ..., wu]".

oL RS 7 I o A A € e B % K 221 G i S N T N 7 - DL B I GIRE R e
MM AR AE 2 2 5. TR RIS TRV & IR 3, SO0 2 e b o B VA 2 s ) 1 468 1%

JSR,, =
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PREETETPE, RIS W SR € T IRl BRI 70 L. Dk, 5€ CRANLE AR n 1972 i i

o Yot bW
D T
Khr b, 2 (8) IRRRXEANLEAR n 73BT PR AP KA. 40 SRR A FRPOR SR
] RE 73 BC 4 P FE VPG Lm0 H AR, TR 2 SR A, 9SRAE T I DR BRI 2k, € X
sign (JSR,, — K,) NEX AN E IR n, SEHETPEDIHR D BCHTH R ACET, Ho sign (1) Ro-FF 5 BAL
Uk, 2 S AN H AR 0 2 BETPEBRA TP R P R IR IR @, - sign (JSR,, — Ko).
PAE TPt B2 1 TR S I SEI PERT R, SRT, 24805 3015 B S HOR R Bk = mks AT
Rl Bey, T M LA E AL JSR. AR SRARFARZR AR, To AL H AR i o B AR A B mT AR A T
PREERIEACTE AR, XA TN HARTEZ 2 T-I05 FTRERI ©AT R FERRT T S BEHLAL T 3 45
NPT T-INHME, BT H B BV R A A, I, JE AN H AR B 5 bt [8] 45 46 iE
T TP A R
fE BRI dkAl b, 25T B A ARBUNNE A2 0k, K 2 TP e X JE AL BA IR T30 B8
FiC ) R AL N B KA B AR T 28 SN @, - sign (JSR,, — K,), BRI T PR

(8)

N
P1: rg,algilﬁ‘ (B,P) = %1?1}3(”;1 Wy, - sign (JSR,, — K,,)

Cy by, €{0,1}, VYm € M,,Vn € N,
0<pmn<-Pmaxa bmnzla
Cy - ’ ' VYm € M,,Vn € N,
m,n — 0, bm n = 0,
(P ’ o)
S04 050 Y by <1, I < N,Vm € M,,
n=t M
Ciil< S byn <U. U < M,Vn e N,,
N m=1
CS : Z Pm.n < Pma)u Vm € Me7
n=1

Hor, 450 O M1 Cy FoR T PLBAAR R A TR DR AN EABER K1, 20 Cs Fom TS B LIA;
LR Cy R BTN E iR 2 RN U DBCR T 20K Cs R TR R

3 PEMETFIHRIESE (HCIRA) AR

Py J& T AR A RN AR A S IR BT IR by M RS E, HEEX T
U7 B AR G N, e A1) 2 A HRY 5K, ISR S I TEREIZ 2. IRSERIZ, TH02h
RO FCMH T BRI PO LS R, 2 MM ARG & AR R AR B 5 DR iR BRI S8 IR Y. 211t
SCHR R A HCIRA J5 5. #2205 AP, K T PLBTIRI BC AT 55 40 70 J9 3B R 7y BE AN T2 53 B P B,
W 2 . FEBCR Y ECH B ARG & IR, 2 TR 80T B AR BME B AL IR o, 5
bl R AL B AR, JFARIEVE S SR TR, R BOR  BCAs R TR A
T IR IEH B, TR ARYE A B S5 R T AN B ARBEAT TP R 0, %0 Bl
JRJE, BT AT BAR BT IAESS. 35 R 45 HH R 20 E AN Ty 2. e SRS ) EL A e T A

3.1  FHURR D ECRER

SRR R A S s, BT B AR SR T, A BRI AR B AR 2 23 4 BB B R v ) H
Fr. L, B R B E VRS (tactical significance map, TSM), 454 DRL B, A/N T T —Ff
E T E AR B EE BN AS PEAT ALY DL A SR A TP o B2 AT 40 .
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Figure 2 (Color online) HCJRA scheme structure.

3.1.1 £T TSM RIBHrBAEITHRE

TSM pR %5 281 V028 s i B L VR Al B B, 225508 1 B RIs sl RS B B AR 2 s, i
T % S B A SRFIE (WIUERE ST RITRE )« BUb ks AR, RIUE, B TSM pR &5 H Fm g 2 v
AR T B H S P

FREBEN AN XY YR, TITT . AN H AR BUENLIAL T[] — A ks 2. R
ZITAHL AR n BPREFETTRITAN by = [T, T, Yy G0 Ty T (2, 90T A (80, 9] T 2 0IRR TG
MHLHAR n AL B R B R &, TP05 FE R AR N he = [z, )T RIFEISENIRE R, H
TSM EREAF B TEANLH bR n 3477 (0 BE T 2k 508 124)

Wen = frsnt (e ) 2 exp [ — (Ren)” (10)
or o 2(1 = Oc /)2 (kovn +mo)* )

B, Ro = /(e —2,)° + (o — 9,)° FORENLARE n 5T RAFER PO RIS, 0, =
()" + (9,)” FATNHUERE n LXEETE, 6., = cos~t ((2emtaffutliemvalin ) JeR3E AKLH R n
L £, EDTE AL EL AR n BITF40 Jy e O 4016 AL FI B 2 2 D 2 40, g A g 9T
BHA
K (10) TTHL: R BN, 0, K, 0, N, T AN EER 0 X FH07 O % 18 Bt
BUPRHE 4 5 TR A 3 R X308, DRI A AR TR A R 5, Ay b
VPAHAERE W AT, BT TSM BRSO BOBIRER SO, FX R..,, (ML REBUR, W T AN H
FR TR B BB SR K, ARV RHGEOR N T 1%t 5 B TH ¥ 596 AL H 4746 2
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s, B PP A AR AR A, HANFITE AN br 2 8] VA E 22 57 10858, AT AEAERE W rh &84T
[ 2 [R)FRARADUSE S 38 o, 3t — 2 R 1 B 7 BC RO MESEE . AR BRI BEB B, KA (9) 1 Cs
M Cy LR, ARIEFEEE W o H AR EUH B = ZMR AR 3 TE AL H AR e FHBoR. 280, T
HFE WA IS AT IR AN BT, AT RE L2 AT e RN R — JE AL H AR T B g %, 5
BUZT NN H AR AT RIS e v, 49 HLp A 73 e 3 £ 6 P 1) PR 3 IR U S80S
B R BCE R, Hofh e AHLH AR AT RETCIESRAGAE MR B, AT BT P BT Bl 2k 1, FRAIR
THRIT BAR TR,

3.1.2 DRL #HBN# B ARE BT R R 50K R 558 5 Br 5k g

TR 2T TSM 0 H A BUM L PPAS A TR A2 A 10 ) A, AN B —F DRL S B H Fn g 5
PEAG R 5 TP R BT YR 70 B g . FEAK 2 DRL H, 5t — PFR K (actor-critic, AC) FAYIHIT Actor
WIZ& A Critic (2% 2 A AZ B, FEYIZRIE L RERS = Ot ATR AR . T2, RS it ¥
PTG TR B & [ —TE AHL H ARRE SR E BAE AC B Actor MZEHIHIN, JEEET TSM
(147 E B P FE Al 45 SR BT 22 3 B EG Actor IZ8 FE AL B BSHAN AR, PEIT Softmax BRI i H AN
N1 IR R, LI T AN H BRI IE SRS BB EE S E R Zh AU K Actor 284 H Y
VAR AR s i BB P VR A 1) B, BARJRAAHERE W e B R, DU R S PR A R AR
FIPCBAE T, FAL i e Bt tH i 55 72T TSM eR B U BEVEA 45 2R, D9 REMRIR Bt T U Bt 12
A FAE N SRt A v 2 21 B RE IS TBORAN R T30 1 28 B B2 DA (B 22 3t O S R, BOASEAE -0 Be & A
TN bR SR I T, B A — e R REORRF R AF (X BE, T2 A% TSM bR KA
PR R RR A AL Ak, 1T DRL SHBNE H bR B VAL DU AHLH AR 8 T, AR Tk R
LTI HAT PR BRI, 535 FAR T 2 TP ERIEREF — AN AR AOBEAR, Mk
DB, FRTT T TR BT 3 BE AP PERR] R

BT EaR R, g H b VAl R A A ) AR Oy R AT R RS A (Markov decision
process, MDP), X M FRPRAS 25 18]« B 2 18] A0 2 il o8 8073 ) 2 SLan R

(1) REZEE. ¢ ZITEABLEFR n 535 M A TR RZSPREE BN snpe = (0160, 0200 -+
on i)y FH ompt = [Romts Units Omon), B ¢ WZITTANLEIR n BIFHREAE m FIEEE ., BRI
MG, 25T 5000, X MDP FPRES

Sbit = [S1,b,ts S2,b,ts - -+ SNbt] € Sb. (11)

(2) BMETE. E anp, € Me RN M ADTFHEETIEFEH X TN B n LT, 20
YEZS 18R M.

(3) Xk gL, MFET TSM 09 H bRl B AR AR RE Wb a8 8858 n 81, B w, = w1, w2, .. .,
war,n] T, BT A R E

ot idx (wy, [an,b7‘t]\]/[, s:)rl‘ced (wy)) — 17 (12)

Hrr, wy, [an ] BN w, TIRIENE @y, ST m ST AN B AR 0 19 B AR B0 T
fAE Wy p, sorted (wy,) RN A& w, FRITCEMNDNBIRIEATHET, idx (wy, [anp.) , sorted (w,,)) FT
R w, ., EHEF ERIAE w, TR ERL] (BREMEXRTH (1,2,...,M) £R). ZAEY, Hik
IR T AN HFR n LTI, BT P05 A0 1% B AR I R BE VA AE wy,,n K, T
ENGRESTNEVETE

ESWEAZ BT, H e B AN BB n 40X T A TR S FNEIREE R snpe 1FN Actor
A 5% Py N, SR T X X 2 A AR R ) BB LSBT @ e, TR X (12) B 58 AH N 2RI 7,0,
B K 5 XS B ZEIOHEA (s, Gyt bty Snbirr) AFTEBIZREG RUEGH Dy . 2256 G A
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AH R RITIA BT BIAE @ B, BEALH L5 [R50 S S B AR A AT U 255 AC BEBSH T Critic
W 268 6] BT 16 AR EAT WS PPA, Actor IRZ8 NIRCHE VE A% 45 S EAT S ms ook, [RIRTBE#T Actor 1 Critic I
B E. A VIGRITIRN, B BRI M T ) T3 B B % 71 K B = 2L i ) B R B A . TR, B S AR 30
VERE AT IR, Actor % H MR ) & 1Y) 2 BRI B8 K, SRS VE XS RLME R A B 2 B2 T,
SECAF A A E T R — H bR 08 VAR 1) 22 S i — AR B OR. IS G, TR1F AC 4%
BERY B AT AT - H 0 o 4 i

HARTE LT, 2 TE AN E FR B H % B B VA AE S5 () TP &% FL sl 9. SR, 75 SEPR
SR, 2 TP AR R A R, N AR A Bl FEEEAT AL Wit DR R AE 6 2 IR L R AT 2
N, SEPLEE A A R R IR . NS A R pT, 45 B AR A ek R

TE t B0 K st = (01,05 02,00 - - - 0nrpe] TN Actor %%, e —Z &R ZEMbAE €, =
[E1myEamy - Enrn] Ty ZIEEHL Softmax BREE BN —BERIVE €, = [E1msEoms - Earn)T, Hf
Emn WRIA

expllns)
Z%:l exp(§m,n)

&, BUOSER ML bR n S5 B BUD BEVEAS 0B 50K 5 N ST AL E AR R P DR
i B AT 9%, B HARBE B R RERE W= (€1, &2, En]; BF, KHE W, 23 PR BOIATIOR
BRI

551 BB PRI W, 2 IR B FRAR R EL W b EE PR (s K B B IR LB 0, [RIINDRE
FARPR P BCFELE B rPAH AL B MEB Y 1, B R T & R 2 2K (9) AR Cs A1 Cy, B
FEAN TN H BRI B — D TIBR, NZP B .

52 BrBe. BASS 1 BrEcsi RO, SR 1 M BURE A P IR, RAEREAS T v BTy
e 7o AHVECRD S B i 22 7T R PR T AL H ARk, T R B3 U8 7 e R 45 R

£8 LM, DRL Hli B H A gl B VP Ak A5 78 55 0 TR 58 7 e SRS ) B A SRR 553 1 s,

Emn = (13)

3.2 INEFEZFESEKRES

TP B4 RE LR O TR ES TR E)E, o RyE o Besi R A E BT
M. HTHIFHE TR E IR &R, PR 2 T IS 0 R TR R0 B 5 2
1A Dec-POMDP. fEiZMR R AR TP BE P (0B REMA; 20k, it 72T DTDE [
MADRL HEZE. 7EUEAESE T, SR HHEET DSAC TR BN, LN R TP o =R B o) Pl 72
BEAT VELH A

3.21 SHREHAYURSRAKRRKTRE (Dec-POMDP)

Dec-POMDP ] fi-t7e4l (M., S, {An}, T, {On}, Z,r) Fox, b M, BUNEBEREES S, iR
BN Ay, NEBER m FIENERSA], A = Ay x Ay x - x Ay NBREEIMER A, x TR RRBUERAE
T RS RE T - SpxAxS, —[0,1]; ¢ B 20 B e AR P AT B & B E apts TRYE T (spiyapiy Spis1) =
Pr (Sp.i+1|8p.,pe), IRASH s, € S, FFER 5,141 € Sp; Oy NEREHE m BIUIN ], O = O1 x O3 x
oo x Opp NEERE I 28], MR EE XN Z 2 0 x A x S, — [0,1], BARPITEEEIE a,, FIRES
e ha, RFEE M 0,11 BIBEZR, B Z (0pit1.apt, Spit1) = Pr(0pisi|@p iy Spit1); 1 RanEJGHE
JihEREL, X 7Sy x A= R, 1 (spr,ap) T T ERE s PATEEINNE a0 J5IRTFHI RIS 225

EZ TR AU RS T HAT S, SR e G, TIMRSTHEASIRRLB MBS
PR 7 = (m,. .. ) REKCR TN B, a) 0mpe Doreo V7 (Spts Gpt)],
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Algorithm 1 DRL-assisted target threat assessment model and beam resource allocation strategy.

Input: The number of jammers: M; the number of UAV targets: N; the number of training episodes: max_episode;
interaction time steps per episode: max_t; parameters of the Actor and Critic networks; experience replay pool: Dy;
the threshold at which the model starts training: ®y,.

1: Initialize parameters of Actor and Critic networks and experience replay pool Dy;

2: for episode = 1 to max_episode do

3 Randomly initialize the countermeasure environment;

4: for t = 1 to max_t do

5 Construct target threat assessment matrix W based on TSM,;

6 for n =1to N do

7 The Actor network inputs s, :, outputs action a,p ¢, and obtains reward r,p,; the experience

(Sn,b,t7 Gnb,ts Tn,b,ts Sn’b!tJrl) is stored in the experience replay pool Dy;

8: end for

9: if the number of experiences in Dy, is greater than ®; then

10: Randomly sample batch experiences, the Critic network and the Actor network perform strategy evaluation
and strategy improvement respectively, and update the network parameters;

11: end if

12: end for

13: end for

14: Saving the Actor-Critic model;
15: for n =1 to N do

16: Actor network of agent inputs s, ; + and saves the output probability vector &n;

17: end for

18: Construct the target threat assessment matrix W = [€1,&2,...,€N], and let W = W;
19: while the jamming beams do not cover all targets do

20: Find the maximum value index [z, yx] = arg max W;

21: Let Bzg,yx] =1, W [zr, yx] = 0;

22: if target yi has already been assigned a beam or constraint C3 is not satisfied then
23: Let B [zg,yr] = 0;

24: end if

25: end while

26: According to the assigned beam result, the corresponding threat assessment value in W is set to 0: W = W % (1 — B);
27: while W is a non-zero matrix do

28: Find the maximum value index [z, yx] = arg max W

29:  Let Blzk,yx] =1, W [zk, yr] = 0;

30: if C3, C4 is not satisfied then

31: Let B [z, yx] = 0;

32: end if

33: if each jammer is assigned I beams then
34: Break;

35: end if

36: end while

Output: Beam allocator and beam resource allocation matrix B.

IR 72

0o
T* = argmax E(Sp,tvazui)"’PW Z "yt’/‘ (Sp,tv ap,t) ’ (14)
T=(T1,.., M) t=0

Dec-POMDP 8 rh G35 40 5E .

(1) ML (B 5ARAS 23 6], AE ¢ W), FHE m BREIE BN 0mpt = [0m.1,p.t) Om2pits - - -
om,Npt] € Op, WEHX N DNEANEFREWINEE: 0, 0ps = M1, Ryt Rt frts Pt -1
JSR,, ] IREFHBAS m KL T RN EAR n BMREL, R Bl Rypy SAETI RS m
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MPENE TN RS n ZARIBEE, f, NEEIE, ppp—1 NET—RZIFH0RE m TR
FLEFR n KITFRIIE, ISR, N ¢ WZITEANLEHFR n 4K ISR; O, FaRTHRBE I A5 8], T
BT &R EINIE B e L2 RIRES Spt = [01,p,t,02,p,t5- - - OM,p,t]) € Sp. IR ST & ST S
FiFH0, B R R R BRI A5 B4, B 5IN T FIBE RS M B E ARG, X—iit o
PRSI AT B 2R A HE ) H AR AT MEALALBE, DA3R i TR SRS A

(2) BIEAENA]. PA Poax ANEAE, BTN DN L, MER, L PL={0,1,2,3,..., L} FxT
MIHRFELRES, 0 R AT IR, FR, B (9) PLIR Co, C5 F1 Cy, B Actor W28 % H!
ENE am,pe RN T DTN HARR TR ER R H A, FXRshEa3 6

ApszXPLX-~-XPL:{(ll,...,l[)lll—f—"'—i-l]ng,ViEbm,liEPL,ZZ'#O}, (15)
I

Hrr, by, AFE m AT P A A &

(3) iR K. A sEH SRR DR T PR ST /M B 2 2% TP, TR 7 200 DR TR 55 1 4
JR AT 3 2 R B B, K T AR E GG A e KL, %€ S cost = 37, cpp. P
[ Prax R T m A —ALDIRMFE. 2i6 LIRS, RS TP & BE5E S H I T T
55, 58 SR 22 il R K

—pP1, JSR,, < K,,,Vn € b,,,
Tm,pt =
p2 — p3 xcost, JSR,, > K,,Vn € b,,,

Her, p1, po AV ps BIONIEREL, ps FI M ZRIRE oot D A AR A LR L.

3.2.2 EKFMEINE, PHNAREK (DTDE) HEZR

RAE bl gk, 734 U3 (centralized training and decentralized execution, CTDE)” 25! #E
A — BRI LG fR T MADRL B IAEE A3 il 2, (H B8R fe e s b, IIIZRbRe il <4
FEIH T PRk, R 2 80 Bk (5 A 40 0 o) AR B 28t (260, 2% RS 3 7E R o BC R By O Se B 1 0 B4 T
PAESS 73 i, TR A AE TR R TR D) R I TE 75 0 A H A PR v 4 IO TR SRAT 2. Dk, Serbriseih —Fhok:
F DTDE ) MADRL HEZE, 11/ 3 fiizn. 76 DTDE HEZER, B e AALE I 25N pe S A AR A ] B F) ek
%, B, DTDE HEZE AT A Rt i /D I GRplAR. 7630 BT B HTdAse, &0 B A [F o 4 2
MTReJEVE, EATAI LA FIA R Be k. Y, X% AT A R I 2RS4, RIPTR H #8 BEfA DRL
Tiik, X 2 BRI 28 ZHOHAT IR, MR 42 S ZR AR AR SRR,

3.2.3 ET DSAC HINRZEDOCHKEE

PR 3 — PFIB S (soft actor-critic, SAC) HiEIET AC JUM A Kb 2% S Bg, BIEmR K
T2 L 2 v 90 B AT 2 A SRE M PRI 4055 [RIIN, SAC RS PR AR SRR A 20 15 i 02 22 O AR, A AR RV B
IEeH:. AR BT A R S HUE, K, A/N57E DTDE HEZE N 3T S Bt it - e
(DSAC) SEAE H — Tl R TP D 3 43 e HE W
P 7 AR 5 Ty 2270 e SRS I BE AL, 22K (14) RS hies eI, B sian = (17) Bros
REALEE N
m* = argmax ZE(sp,t,ap,t)Np,r [Vt (T(Sp,tvap,t) +aH (m(- | Sp,t)))] ) (17)

T=(T1,.TM) 1

Horb, H(w(Isp,e)) = —logm(-|spe) NEREIIFRDELHNE 7 RS sp0 BB, o MRBRERE, N
Prink1-.
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Figure 3 (Color online) DTDE framework.

SRAFF (17) T BAE HOMHEZR N J T S SRS R FH A8 05 A2 AT SRS VAl A SR i, e
FERIE SIS VRS B B, T m MSRVEIRSIME R ECY

Vin (Om,p,t) = 7Tm(om,p,t)T [Qm (Om.p,ts Gmop,t) — 10 (T (A p.t|Om p.t))] - (18)

DTDE HEZLR, & T e & e B BE AL HARSRAT TS5 DT, 9 1 3271 Sems Dr A /24
BERCR, Bt —4REES (W 3.3 /AT Xt o p BEATTALER, SEHCS B0 BE HARAHSR I, ICN s
T, LSS N

Vin (Gmpt) = T (0mpt)” (@ (ot Gm,pt) = @108 (T (@m0 p,t))] - (19)
R4 Bellman 7578 SCGRMESIEME R AL (21t Q %D
Q@m (Om.p.ts Ampt) =1 (Om.p.ts Gmpt) + 7 (Qm (Om.p.tt1, Gmpa+1) = al0g (T (am,p.e110mp.e+1))) - (20)
U T AR SRR AL, e SR AR LA A0 A il RS B S e SR Sk
exp (0~ QF" (Bm.pts-)) > |

(21)

m, €I Zn' (5m,p,t)

Thew = arg min Dk, (w;n( | Omop.t)

Hr1, Diy, %75 Kullback-Leibler #UE, Qo (8, .4, -) F% 4B HE0E T HIZRYE Q BB 27019 (G pi) =
Sy XD (T QR (O p by Am,p,e)) AR T, TL RIS RIE SIS e 5. 2 (21) JEIEAN (8 55
B Toew PO IHSREE morq K SEIN S NE SRS 03k, MENE AR (B1 |4, < oo) B, XF TAEE MM
Omp,t MEINE @ pe, PTG

QT (Ompts Gmpit) = QE (Ot Gompt) - (22)



=NREF FERNE . EERE 2025F #5545 FoHl 2383

Countermeasure environment Updated Tpdued, Experience
Replay Pool
BI 2 A
Wi Jh
] i~
i

a
pit
s pit .
Critic
r a
oot P
m,p. m,p.t Randomly
ggggg P cccen; - sample

. J‘V | D, pt ) Q/I: (om‘p./ . p.s ) batches of
~. > ‘ Update ¢ - oun experience

e ) ——

mp.t | Jammer m

Actor TVl @ !Jo 9) Uo(%) v

~ [ (=
O, p, \ZAC)
Pt — a0
7Z'¢ Optimizer

Updated, 5
pdated) Q@("m‘p.m g

Extractor

Store experience

4 (MERFE) HCIRA HRPNESEHRE)IZGREE.

Figure 4 (Color online) Schematic diagram of power allocation strategy training in HCJRA scheme.

BET A SRS F) BRI 5 92 B 8 ORAIE BRI SRS B 1S 2 i R SRS L R BRI T, AT ity D SR mgs 5t
R R TE SRR E . 8IS AT SR SRS VAL 5 G, 2 [ A,] < oo I, X TR 04, p ¢
FENE am e, W m € T FTUSCEL B — e AR KM 7o+ 27,

FESCHP & T AL R B R AR, &8 REARAE AT A — P28 A8, 73 A AT Critic RIZEAT Actor
PIEE RS Q BREL Qun Oty Gmp,t) FRBEBREL 7, ([0 p,e) FEATSHUL, 1B 4 JEIR T TR HCIRA
J5 SR 05 B SRS B I ZRiAZ 1.

RBAERS 2 ¢ HBDIREN sp 0, FREEHO TR TIBERDECIR S, LRI TUEHE, & TP
RN P B E AN H AR R AINNE B, BB EMAZ R E Actor MZEIEAT R, T REL &I
apy = [a1p4,02p05- - appel; PUAT apy Ja, IREH sy BHEE s 00, THRE m RG22
Tm,p,t; %57 *’Q@Z};Eﬁﬁ‘iz{i €t = {[Sp,t,B] 7ap7t7rl,p,ta~-~7TM,p,ta8p7t+1}7 ’Iffﬁlﬁ)\g\:gﬁ@ﬁi/@ Dp ':P
020 R BSOS EI S ©, /5, BENLACR UL ERER, % Actor FI Critic 24347 I
Zr. CHRAY Critic MZZEHIAHFIR B AR Critic MZSREME Q EAGTHRE, His Q M N3KEH
LINME S HAr Critic M 2% FIZE1E Q (B2 A [N, NPRIEIIZRIIARE I, Critic PIZEA H AR Critic
P2 4R A Double 4544 281 BARIZREFE QT

FERNE RGP LR, 22T VUK S (Bellman) 5% 7 & AWK BT

1 - .
J (0:) =E@,, , am.p.)~D [Q(Qai (Ot @) = Ymopt)”| 21 € {1,2}, (23)
Sl 01 99 Critic IARIIBHL 0 WEERAS 01 FRIEIE .y H0FEHE FL BT Q ML, TT
it = 7 O p) 7 (00 @ (Ot prsr) = 108 (T (i ompess) )« (21)

Hrb 9, NHFR Critic WEEKIZEL, ¢ N Actor MEEHISEL
PLEe/ME Jg (0:) 9B bR, B TBENUELEE N 1% (stochastic gradient descent, SGD) XJ 0; #E4T 5T,
RfI
Vo,JQ (0) = V0,Q0, (..t Ampit) (Qo, (mopts Gnpt) = Ymopt) +1 € {1,23, (25)



=NEREF FEREFEERE 2025F Fs5E5 FoHl 2384

0; « 0; — AoV, Jg (6;),i € {1,2}, (26)

Hrp, AQ N Critic P& H% 2] 3.
TESRBE SO B, o LnsX (27) Btk sk, 5T SGD X Actor W28 ST ¥

I (d)) = E(a,,,L,p,t,a,,,L,p,t)wD [77¢(6m,p,t)T |:O‘ IOg (7T¢ (am,p,t|6m,p,t)) - 112%112 Qei (6m,p,t7 am,p,t)” ) (27)

¢ & — AV T (). (28)

N T IR REAATE M AT R IR R BENLIE, AR IR )5 IR ORI s i KAk, 75 EAEAS RN 5
B B Eh A VB R AL o 2 o BUKIT, B REVR K SRS RIS am A REALIE; BB IIZRAOIR N, B hE
PRIZHT = 2] BIE LRI, B o BP0, B BE A S BT R ABENS e A 3R 2Rl (1 SR . ik,
BOE HARE H, € ARKREL J (o), 2RJERM SGD Xt o #EAT B3 ML BT

J() = 7(0mps) " [~ (l0g (76 (6mp)) + H)] (29)
a4 a— A Va(a), (30)

Horb, o FRIREE R B o (53],
2 Critic MZESHCEH 5, B ¥0E RAE B 2% 7, H HAR Critic 2% 1S5

0; 70, + (1 —7) ;i € {1,2}, (31)

Horr, Ao N Actor WIZ& I 5 >) %K.
7E BRI HTROFERE b, Bk 2 4 T IET DSAC BT T3 G5 0 B S5 1) S AR R R

3.3 HCJRA HRERERRULLEEH

5 JE7R T HCIRA J5 RIBRHALLE R, WAREOR Y Foas AT R o gt ORI ieas i T 145
L, TR T AN H AR BIEEPIRESE S 50,0, FEREHAENIN, ZERTIRBAT R B, Z
JERTIEBR P BCA R TR B S TR, TIB& m FERBOR D BCEE R by, AR 5 5L
58 omp &, FIFITRIES B ER 5 R BT AN H AR REIE R, B 200 IE RIIESRE 6,0 2 )5,
BT Omp,t, TIFRPBCEIT I EHITANL HAARZEAT TR R

2 AL F R A INE B, O e FVLEFEA RS BN H AR S B K, MALS TS m 2
BE T ML HE AR 5%, IXAILAL T sUAE TP i PERERR B N, STREXME RECE R TE AN H ARiAT
IR BHRIN IS, AU R T iz RS dm A ROLERE, o HLR 2w 107 R0 R, RIS, i A
I PR IOSREAE R, Jb T IESRAE B SR RE T4, ATITER T 1 ZR S8 Tk SRR A L.

3.4 EBEZRESH

DRL M SR SR A0 SR asial, R 8, LR SRms A B (a5 #4755, 1y HLIE % LA
W2 Z BB PR E T B AR, SCh BRI LA AT ) 375 e & T B I 8 A Y B 0L T AC 2K, AR
SR AETERZ M T [ RIBCEM fw B 8. K, 9T 04, BRNZGEAN St R R E
N x.

MR AL Critic MZE MIREBUZECN pr.o, 3 i BEE k) MIZEIT; Actor ML IHREIHEE
A poa, i BAE KD AZIC. Critic N ZEIE GBS T &% M A B brg 245 B
Ye ARG, FoHH E 00 M, W Critic RIS EEN (3M + DAY + 007 (k2 + 1)kDS +
(kb +1)M. Actor PN JZ M HE ML TS Critic MR, W Actor M SRR
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Algorithm 2 Jamming power resource allocation strategy based on DSAC.

Input: The number of jammers: M; the number of UAV targets: N; Critic network parameters: Qg,,Qg,; target Critic
network parameters: le,ng; 01 « 01, 02 < 02; Actor network parameters: ¢; the number of training episodes:
max_episode; interaction time steps per episode: max_t; experience replay pool: D,; the threshold at which the model

starts training: ®;; the beam allocator.

1: Initialize parameters of Actor and Critic networks and experience replay pool Dy;

2: for episode = 1 to max_episode do

3: Randomly initialize the countermeasure environment;

4: for t = 1 to max_t do

5: The beam allocator generates the beam resource allocation matrix B;

6: for m =1 to M do

7: The jammer m obtains the beam allocation by, extract the observation information to get om p,t, the power

allocator inputs 6m,p,t, and outputs action am,p,t;
8: end for
9 Execute the joint action ap,¢, the state is transferred to sp ¢+1, each jammer obtains reward value feedback 7 p,t
and gets the next observation, store experience e; = {[sp’t, B, ap,t,"1,p,tr-->TM,p,t> sp7t+1} into Dp;

10: if the number of experiences in D, is greater than ¢, then

11: Randomly sample batch experiences from Dy;

12: for m =1 to M do

13: Update Critic network parameters 8; < 8; — A\gVy,Jo (8c) for i € {1,2};

14: Update Actor network parameters ¢ < ¢ — )\W@(ﬁJﬂ (6);

15: Update entropy temperature coefficient o «— o — /\a@w](oa);

16: Update target critic network parameters softly 8; < 70; + (1 — 1) 0; for i € {1,2};

17: end for

18: end if

19: end for
20: end for

Output: Power allocator.

RN (BM + L)Y+ S0 T (kP + )RR + (Kb + )M BRIk, T3 R4 e S AT — VR 1 4
R R AN
Po,e—1
O x| GM+nre+ 3 (Ker1)w+ (ke +1) M
=1
Z (32)
Pba—1
+EM AR+ Y (kf’a + 1) kv + (kf,;fa - 1) M
=1

T F s iies Critic MERIBSTUZEON pp e, 2 i JREE KPS DMIZTT; Actor MERIIFSEUZEON
Ppas H5 1 JZA kDT ADMZETE. [FIFEL, Critic PZSRIN R IR 2 o0 S T e 2 AT N IR
HUHARECE 1 AT AN B ARG BL4EE A 5% Hh i 2022 et s A, 4EEEA, U Critic ]
U SRR (T1+ 1)RYC+ 000 (P + DEDS + (k2 + 1)|Ap|. Actor PIZHINJZ Ak H 2 (kb2
JUH Critic MEHARTF, W Actor FIZSIIBEURA (T1 + DRD + 32000 7 (6D + DEDS + (kB2 + 1)|A4,|.
PRIIE, 2T DSAC HZ)A BRI 0 Be SRS BEAT — UK R AR I TH S =2

pPp,e—1
0 (x ((7I+ DR+ 3 (R )RS + (kﬁ;fc + 1) A, |
=t (33)

Ppa—l

FELA DR+ N (R )R+ (kﬁ;fa +1) |Ap|>>.
=1

CTDE AEZLA1 DTDE HEZL7E SL A3 R 0 B 28 I T4 N AT TR 40, $2 F kX% CTDE HEZE N If
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Figure 5 (Color online) HCJRA scheme module structure diagram (beam allocator and power allocator).

~—  — = =

PTG BC SRS B B FEREAT 0. 4E CTDE HEZLN, DU B BC ARSI Actor M8 THE5 R E
5 DTDE HEZEAAIF], {H Critic ML KIS A TR B KA SAE, N2 2 s M0y
TMI + MN, W Critic M SHER (TMI + MN + 1) kPC+ 0057 (P + 1) kS + (RDC, +1) |4,
BElitk, CTDE HEZE T B2 28 BE 5 70 I SRR BEAT — KT I A F )T S R 28 B
pPe—1
O (X ((7MI + MN +1)kDC + Z (kP + 1) kDS + (khwie +1) |Ay)
e (34)
HATH )RR+ Y (KD + 1) RS+ (K% + 1) |Ap>> :
i=1
XTI, BEAE 0 AT AL B AR SO R N, CTDE HEZE T I3 MLk 1 B R R
# LTt IifE DTDE HEZErh, Ty oy FoHems 1) v 5 R 2% FE M AN 32 T IR B AT AHL H AR B A2,

4 WEMRESH

4.1 HESHIKE

Pis, T fa sl O TR 3 MR, T XY ST (20, 0), (40, 0) F1 (60, 0) km
b, AT (40, 400) km AFIFRENLIEHE R 5 B2 ANV RO AT S BA L3t TP, 5 280 ALy
FIALT (10, 300), (25, 290), (40, 300), (55, 290) A1 (70, 300) km Ab. Ay 5T Hi B A X PR 55 (038 0,
FEAX PG FFAG, o AR R B AT E 2 BI7E [—0.2,0.2) A1 [—0.4, —0.6] km/s G P FEALA]
gatk, BB TVEHL CATIE N (0, —0.5) km/s; BERLIEIGTEAMLH AR CATH T8 N 200 s, B4 45
WG EHIEA IR, AN EAREESR AT 225~300 MHz, PL 1 MHz NIAIFGRENLIE$, JEE FA
Bl & 505 AR TR SBT3, TR RAHBI T, 12 ) SEm i & a5 48
SHAGTHEAR, A4 RICETEANL B AREE (S5 WAL B T, T ih ok 5iE
S ERER B ARIBAE A, BP0 965 0 AW B AR E(E 5 v SEI™ A% X 55 B & B AHLE bR B A
FHIE] )P0 i R 3G I ZRrb BEALR R B RNy 64, AT S B B IR 2 Pios.
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NG A SCHTR HCIRA 7 Z MRS, K IL5 MADIPA /7% 17, D3QN /7% B, SUEE Q W
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*2 MES%.

Table 2 Simulation parameters.

Parameter name Value Parameter name Value
The maximum number of UAV targets 9 The maximum number of beams assigned 9
one jammer can jam [ to each UAV target U
. Jamming link transmit antenna
Jamming power levels L, 10 ) 5 dB
gain Gm,n
Maximum jamming power of Communication link transmit antenna
J &P 70 dBm . 9 dB
each jammer Pmax gain Gnt
Communication link transmit Communication link receive
55 dBm 3 dB
power pp, antenna gain Gp,

Jamming suppression
Noise power o2 —85 dBm & . P 3
coefficient K,

Size of experience replay

le6, le6 Soft update factor 7 0.01
pool Dy, Dy

Entropy temperature
Discount factor v 0.99 by P 3

coefficient «

* 3 NRNEBRSNRNEHRMEETSY.

Table 3 Network model parameters of beam allocator and power allocator.

Model Parameter name Value Parameter name Value
Input layer 3xX M Output layer M
Hidden layer 1 128 Hidden layer 2 32
Beam allocator
Critic network learning rate 0.001 Actor network learning rate 0.0001
Activation function ReLU Optimizer Adam
Input layer 7Tx I Output layer 45
Hidden layer 1 256 Hidden layer 2 128
Power allocator
Critic network learning rate 0.0002 Actor network learning rate 0.0001
Activation function ReLU Optimizer Adam

#% (double deep g-network, DDQN) J5 % 29 DL K BENL T EIE L7 % (B Random ARiR) #EAT X LE.
MADJPA 75 RIFEAZET AC BIEIA CTDE 2204, 7RI Zhid 8 i 75 X 2 MR Rt AT gk, N T 5
ARSCHTHRT7 ZHAT R, #4 MADJPA J5 £ &% DSAC %Y, LL MADJPA-D #5if; BB E|FH B %
I H N E e, DRI 2R BN B BER ) MADJPA-D J7 % L MADJPA-DSA #5iH; D3QN 7%
5 DDQN J5 ¥R AT NER DRL HikwR T — 8 5E BX WiF 7 Z£H#E 4 DTDE HE4E
NRET ISR, APRIEXS EE AT, X E6 T 235 R A A R ER IS . HCIRA 75 &b, R TP /AL
TP D2 3 BOABRI ST, (R PRIEREAR T R — Sk, PR FL A8 78R A DSAC BB, BFf 75 5235
1 3 NI BEHLECRD 7 IR N @707 FUSEE0. IR FR AR AN D22 40 Be 2% % H 1) Critic F1 Actor ¥
AR, SECRILE 2S5 E IR 3.

Bl 6 o T USRI AR i i o o B 2% B2 0T 22 (A ARG . FEBANS X PLIEIA, JEId X Actor 4%
fay H 26 ) B HEAT SRR, 43908 5 AN TE AL H FRff e 0 B2 F s & AR4E (12), A it
BRME N A 5, %47 E45 B I 5 H— 8 RN, SR 20 e 88 KZI7E 200 [m14 )5 T I8,

Bl 7 JEas 1 IR R D 2 43 BO 25 0 738 T Bh 2 e it ol & 2 2 A 1 . D3QN F1 DDQN
T SR T00 RS, IR R B R R R, HR g, 2P TR EBAR; ML
E, TR ZEGANI ZIFENERE T AN H AT, KT MBI R IEARFFEL 67% KA.
MADJPA-DSA 77 ZHA BEHRWSOEE, KT PRI ZHRISOK AT iE 2] 100%; HCIRA J7 R KZI7E
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Figure 6 (Color online) Cumulative reward value during the beam allocator training.
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Figure 7 (Color online) Average jamming success rate power allocator training.

during power allocator training.
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* 4 BRBEE TR S RERSE RN M REXTEL.

Table 4 Comparison of testing performance of target threat assessment models and beam resource allocation strategies.

Model Single-stage Two-stage
Success rate Stage 1 (passes) Stage 2 (passes) Total (passes) Success rate
TSM-based 5.00 x 10~ 13.005 1.654 14.659 1.000
DRL-assisted 0.745 7.313 3.401 10.714 1.000
x5 AEIFRFETFHRESIMERERILL.
Table 5 Comparison of average jamming suppression performance of different schemes.
Scheme Average jamming Average normalized jamming Average jamming
success rate power consumption cost-effectiveness ratio
HCJRA 0.9994 0.3881 2.5800
MADJPA-D 0.9965 0.4148 2.4050
MADJPA-DSA 1.0 0.4665 2.1439
D3QN 0.9751 0.4188 2.3362
DDQN 0.9551 0.5038 1.9056

PRAIVEE A, Beg XA T AN E PR EAT R 0. RAE T IUECOR M Feai &, — DN ANLH br
A BE A 52 B 2 AR AT ik, 55T DTDE MEZREIH T LAF P TAE 55 A% O 1 22l R 4L,
FEXS IR BEBEAT BEALAIAG L, AT AE D 70 BC 4% BE 6 2 21 IF IRATAR A8 A D A4 7 BC SRS . 6 12 M Y
B3 T, TH&ZE LR ZhRoriE S, B 5E i B s R Sh R BeAE 55, JFu RT3
TAESS WIRIIPAT . Rl AL DR B TE 2 AR F T, X T R 52 2022 AT & T B ANLE AR,
AR H o — AT YU & BT SEEUN H AR KA ORI B, £ TP AL H AR AT REAEAE T PL AR T
ARIFEL I, ASSCHE SE AT DR Mg I 2R e, ORAFAH LA e P 28 578, A8 ] 5 I R 2 AN )
(2R 7y oA I AR R BEAT B, BRI, 2 TP B B RAE 5 2 B B o B o 45 R A
Doy BeahfE, B HRIRER 1 BE B TE AL HARSAAT X RLK D3R 5y B . iSRS A2 PRUEXT TEN
HLE B AT BTSRRI T 52 T, R 2B 3R T T IR B A K.

5 B TANEDT T PR BIERE AT LE 45 R, o, SPET Rt O 100 ANEIE
LR EE R EAE, T A 8] T PR B L 52 SO B Bl T 35 13— (L D SR T AR A L
{E. H13 5 "R, HCJRA J5 RAESLHA RCTIURIATIR T, DU SRR EAR, £ P T L A
A8 TEREIL S

N T HE— BB HCIRA J7 PR HL 48 5 DR B as I VERE, B 11 JRoR 1 BN 47t 1]
EPIEN S TN ATHE. PSR, O 1 RO P05 B9 ET3, FUELIE 4 1 T AL 4
A H AR AT I AN [ R 25484 NI B A B ) B 2 1

12 25 TAER 11 Fosxtpilal & v, 40 v (K 2 2 7 e SR A o AL H A i i s ) P8 0
TR0 (BUETREARER DD R EH AR, BRIOLRIIEA 0 ). hE 12 alK, TR LA RN H
AR A B IR, X T AN H AR AT @ RLDh AR BE kSR, AEXTHURIY, d TR R R, ik F
TP B 75 DR BOR, BB 12(a) 5 1 3G ANLEFR 1M 2 DI FREDN 3 24 B
& HARIZHT R T e S8, TE BT PO I B 75 I D 3B, ThaR 7> e a8 B 2 9 B Th =R 7> o 5
FIXTPUAE AN, TS 1 A TLANLBIS 3 71 5 T MINFEROEE 1 % HAbTHRiEsh
HATRM AR, IRTRE, SOh B Tk 2 M1 3 MRARER. Iehh, X PUERE T, fF7ER
FP A RORFE ARG OL. LLITE 12~200 s 18], TH0BEE 1 RFET-IRITEANLHAR 3 F1 5. FESLRR
XU, BBV R AR [ AT e S BCT- PUBHIR K TE A, ik, TR IR BOR T iR 2 A,
LA N RBOR > B SEFT IR, A2 B BE B JE WL H AR RS AT DR oy BC ) B & R T, B4R 14
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Figure 11 (Color online) Diagram of confrontation round.
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Figure 12 (Color online) Heat map of jamming power allocation results and jamming suppression effect in the
confrontation round. (a) Power allocation results of jammerl; (b) results of JSR changes for each UAV target.
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Figure 13 (Color online) Comparison of jamming performance in confrontation scenarios with 3 jammers and 3, 4, 5,
and 6 UAV targets. (a) Jamming success rate; (b) jamming power consumption; (¢) jamming cost-effectiveness ratio.
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Figure 14 (Color online) Comparison of jamming performance in confrontation scenarios with 6 UAV targets and 3, 4,
and 5 jammers. (a) Jamming success rate; (b) jamming power consumption; (¢) jamming cost-effectiveness ratio.
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Abstract In this study, we propose a hierarchical cooperative jamming resource-scheme based on deep
reinforcement learning (DRL) to address the issue of differentiated dynamic jamming resource allocation in any-
to-many communication countermeasure scenarios. The proposed scheme includes two stages: beam allocation
and power allocation. Initially, a DRL-assisted dynamic threat assessment model is constructed to assess in
real-time the degree of threat of targets and dynamically adjust the allocation of jamming beam resources.
Next, cooperative jamming power allocation among multiple jamming devices is modeled as a decentralized
partially observable Markov decision process (Dec-POMDP); in this process, each jamming device allocates power
resources independently based on a beam resource configuration to optimize their distribution in cooperative
jamming scenarios. To reduce the dimension of power in the decision-making process, we develop a decentralized
training and decentralized execution (DTDE) framework. Finally, we propose a jamming power resource-
allocation strategy based on the discrete soft actor-critic algorithm; this algorithm utilizes the maximum entropy
reinforcement learning theory to balance investigation and exploitation in the strategy. Additionally, the Dec-
POMDP model is optimized to improve the generalizability of the strategy. The simulation results show that the
proposed jamming resource-allocation scheme substantially outperforms existing methods in terms of jamming
effectiveness and scalability.

Keywords communication countermeasures, target threat assessment, multi-agent deep reinforcement learning,
jamming resource allocation, decentralized execution, discrete soft actor-critic



