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The Concept Evolution Analysis of Social Engineering
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Abstract Social engineering is a very popular attack in the hacker community, and has brought severe damage to cyber
security. However, the concept of social engineering is not consistent and clear, despite its fundamental role in social en-
gineering research. Furthermore, there is a tendency to be obscure, overgeneralize and decompose in the concept evolution
of the social engineering. These phenomena impede the security research and defense on social engineering. This paper
studies the concept evolution of social engineering, and analyzes the problems and challenges faced by the concept. It ends
with a discussion on the concept redefinition, to promote the future research on social engineering.
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333 HTHHSLEEITH

SCHR[ 18] 4277~ 1t oy 9 Ak 1 0 448 5 4 4 3 kg ot
Ly A H (Psychological Subversion) K &7 B 15 . S
R [S61K5 Ak 1 XA — A J8 2 30 Bt A M 55 1 2
FRRE EAT RS2 2 1) AU B 28 TRk B, A A 4
TR LA T O BB T N, NI Ak 25 O B
LT, FETe TS OB RS —
BUMEA L IR SN BE T A ) AR AL T 2 VR T
I 5t SCERISTIA N, #1 T IA BUE AT AR G AEIX
Tofr 1 ARG 1r) FRTER A o

SCHR[TTTACBE 22 (R £ B, R AR TR NI
Wi & W M SRR HER, & BAR AN 2 AR
ik N5 BGE Y B 5 AT AT %, HB AR K
AR HOR, #1 LR a2 v S L2 i X
B = al CETIUEZ NS

X IR B DN IR, eI AL T
Tl AR T ™ B RO, (R AR Rl R
FALIX B T VETAFAE, TRBATIEARAR I ALET .
KEEA B U UG T A2 A s, ARl
M T I R AP RN, A KA 2 A R
TR I FBAT R R AR ) AR IR A
34 HTHZHSE RN

2002 “ERi )5, The Art of Deception™ ), Social
Engineering Fundamentals, Part I & II*Y2554 TR
FHER R, VEAR )AL 2845 SOk B0 TR,
AT TS A FSL T R 1 RO ERT —
— At T——FF 86 7 BRI B AR T, AL TS
1) A% 7 55 4 T g 100 386 38 3 5 S A AT DR ) 56
Ho Aok, OB, HSEE. EE O, X
18 5518 4 55 A8 XCEERHE AL TN H J7 T A H T 46 4
2 HARER, WSCER[S7-58]1F 8 T R UIZ T/
942002 AEMY T A ) A AL T IR 9 R 0 b 1 18 i 4534
e

AT Z H B B, 3X — AL T
W REWZ . NI, A TS EEA 2 J7 s B,
HH IR % A &8 A (R 4L TS A, o — 82 Bk
WHZRA . 7, HoAd 2 B R AL AU Y
I M2 A5 BRI R L T8t 7 vk P, VF
2R AL TG TS AR i, A TR 0 Fh 1E A Iy
Ko HIBRINF, AR W] 8 AR T8 75
FIR AL, PRI TR AR e SOk AN G T
ARIEIAE TGS GEET 3.4.5). 55— 7, XA
A 2 ) AL & & B AR B T NS A T 1,
XA 2 A R TR AR 2 A TS, VP2
BRATE, SRR L. WISCHER[60]

WA A A T T 1 Il A e SR R A R R G 7 )AL
BREGECAR, SCHER271MA N “AEAE TRIPERT E, 2R
S BB, AR EORIER . A LIRS
BORVEAR S B AR 2, nea™y 3.43 9
Bre JRBL. bR AR R AEAE K SCHR AR Dy — ikt
THEE IR B, AR SCHRI6 1T A R FEFEBR A AL TR
SAEAL . SCHR[2410h “ARAT AL AR K BIR FHHE N
EAE” T SCHER[62D0 HPFR A A 41 Tk “ A
BOE S AR EAFAE R R ANFIREEMEH 18
S HETREE A A I, WARAEAR B Ji Z AL,
W 3.4.6 (K547 -

KA T PR TR (1)K Be 3 A0 e PR A 4 T
WA HME AR A, B0 TSI A RiE
A AN T 1) B AR 2 T8 A 38 A ) 5 4
5K 7, BT B TS 1R AR

ARSONIX — I A A TS B T AR R, I
AR ML R PEEAT 3RS, BAR RS AN 2
LN BT
3.4.1 TR AKKESHN

Kevin Mitnick©h#: T 5@ U “HE Tl I35
Iy AR DA ANHLNEEIA,
RN — ANV 3K, T 8 15 JEL B AT — 22505 I
B AR ATE) . XA REE —PER R R, it
LR AC IR, WA AR, ik —AN ARG — A4~ K
uli, R RS AN BOR BB L SRR N, JF
1E The Art of Deception” V¥t T ik} “Social
Engineering uses influence and persuasion to deceive
people by convincing them that the social engineer is
someone he is not, or by manipulation. As a result, the
social engineer is able to take advantage of people to
obtain information with or without the use of technol-
ogy.”. SCHR[271F (% B +2 AR 4L T (Information Tech-
nology Social Engineering)i& X A “—Ff | FH 3 b F1
R EAL AL T BRI UM AR BBV 8] 1 B idi 7
Wikipedia F1/F 3 i) SO0 41 T e A 8 L8 7E0%
Mz iisyd, “H TSR T ik AAT4T
Sy o L £ B O B O < 0
T BOR IR N M AL 50R N5 R, X885 JAT
BEMEH T IVET)7 R S F 9T [66-68] S5 ¥R 4k K T
XK E Lo

BRI R U AL T AR G, G SCER[69TIA K
A TR AR BB 1 R B A R A
()5 S BT 0] 25 FE 2 (R R 7o A T2 40 AT 198 1)
ek s BT H AT, T A T AR H
TS5t 8 3V (R B A 2 T I A R K X 50 B,
A2 BTRRAE S -, BAERIRR Rk TR, Scik[72]
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ML T ORI AT U i 35 s L S
SRR, M A AN B R

SRR T AL TR RN, W SCRRST]IA
A TR R B AR N CRBUAS & FF At B B d5
FIZRIAT R 7 SCBR[73TA AL T “— 424t TR
VL ) S5 R I, SR A A2 55 3 T L % £ R
o HEAL T (9385 H AT 70 SCHR[74-751A 4L 1
DI G T VA v b I (o NI AR R K
Witi & R BN 32 55 5 R NAT SN (MGt ik
RIS O, #E T2 RN IAT I R iR 2 4
B SR, MALESH#HECZHFH) R RS H OB
T UL R e Nl BEN, FIaIERTy
PEMLOERIE, K74 —ANTEM Hbstr 7 M, 5
St el SO LM, SCHR[79-801IA A “ A AR it
b, A TR FR IR B I BRI

LGSR R AR RS EAT IR I SR, W
SCHR[8,34,80TIA Mk T H& X ARAG AR X Bl [ 4R 16 17
HRFIRIH 7, SCER[241IA K “ATA 4L T30 K A
HENIIET.
342 TR LEFFH

SCHRIS1TIA A T Tk 38 5 4o FH 34 Fh 45 R (1 0
BTG AL TH AL P A b AT A U i T S LE M
SR A 7 SCHR[271A “ Ak 1 (i 5y T,
TN BAELEE L, AR ARYER . B E 7
T B & 47 B 25 At N IR BRCFE 8  A h 2 AR R
(VBRI I L ISR BT R B AR O ER,
AT OB T i AR AR TR R T B 7. S
HiR [82-83 1A Ay A T ki 8 %o 52 2 (R AN B S v
LFAF0 . AAT S SUAEAE 0 BE 55 55 S e . A5
&, DU 5 R 8 1) T B

AR, 6 SR O A L A 2L FE e AR
SRR o Ak TR AR IR B 3 E  H
AR, Fh IR AR, SCER[62] M “ K -1k
NN (R AR e A “ ) R4S B Bl(Social
Interaction) {f: 24— Fft T Bk 13 AN A 5412138 MoK
H Yot & IR e 1 R IRk, Hrp A Bl Bkek
R KA SR SR, SCHR[84TIA N
TR “SREGE A2 A MRS B 8T —
AT, XL BT AR E-AME B REN
FEFZRUE V7 i« 9 28 RS2 AUAE ) sl B3 1) AR 42 A
#& 7o SCHR[85-861TAA “ M. i Mkl A A 142 fit
R BT R F B AT SRR A T
343 HITR—MIEEAERT

SCHR[87-891IN K “ At TATAR BBt 2 A P 1
A7 0545, TR h B0k v 1) A2 22 A B ) v e 7 59 1) 26

19

A, BN I TAE N 0L, T AN A& BB 6 R 45
i, s KA EGAE RS 7. SCHR[90-911IA K “4L T
VB — s g, kg i HL 2 2R T &,
Tk F 2% ) T HBGh R R 7o STHR[921W 4 “ At
T F 2 HE R R T B AR SR DO S AL R Se s
7o SCHR[2,28] B A AL Lt —Fh kR AR KA
B 7o

55 b M S AR S IRDU R A AL AT DU R
(1), A TGS ARV 2 M BOR AN . WSk
[61,93] % 7 A B 22 (1 Ty 2 4 7 Hh BRI R 15 4%
GEIAL TRl G e, MIZRPy ., B5uli RO i
(Cross Site Request Forgery, CSRF)#B &4t 1.1 —f
B TR A “At 1 hil i R KRR B

BURZ M ENLR GRS R AR,

3.4.4 ﬁﬁﬁiﬁﬁ%ﬁ%%A

SCHR[S1,94100 A, Ak T i #1248 T B 3R HOG
THIRAMZE MR GAE DR SCER[61T ) “R
i J4 B (Shoulder Surfing). 1 3% %2 (Dumpster Diving)
5 Wy s 5 AR A B BOBCEE T 4R, HEAIAS S
ZEHEAE S H, .lﬂiﬁﬂ'l]fﬂﬂlﬂ'l]ﬂ
RN THE T, AR RBAT5r2KIER 57
RR[95TIA A A1 T2 i i I A28 T7 ok B i3
4o SCHR[L6TA R 41 AT LUt SOl 5 A 1) B 5)
RO B AT TR IR I () 2 2 R o SCHR[96TTA K 7 4L
DL T B e A i DN S E I | B RV 5 o 5 9
KTHLNHIFHRERE S . SCER21A A +E T
AR “amZI N AL H IR R AR NR 7,
345 HIR—NMESHE

5 Bl TSR MAN ], — LS kiA 4k T
R MEG IS, B TR — AN as PR R
i, RIFA— RN IR G 2 LASREUE Bk
TEANAZ R T7% e SCHRIOTIA K, 41 T — 4l gk Bt
FH R B O\ 52 T8 A SO AAT ] B AN 2 A A 1 £
Wio SCHRIOSTIAK, 1 T2& FHRERDNATIATAT Jy BL
T EENLE AR B NS  SCHR[99] 2R, “AE
7 B Ak, X —ARE)Z TR ILE 57
A RAVHAR -+ 7 SCHR91,1001 A Ky 4k L2 —A
WG T Mg, RFG. A (Baiting). 2l
(Tailgating) 511 2 % AT A IARTE . SCHER[101]1IA K
TR AR R AR R, TR A &R SR

Fl@/\

Hgats i) B AN SR RO Y AT D BRI L TR
TSI

AT MS Iy AR T4 TRk 2
FEVE,  “HUF2 BN TS, A TG RS
RE R ARG Iy (B 120, 55—y, “Hed
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N, 4TS Tk 2 e X, Wik T
WEBGH, NIRRT EIAFHER, BRiREE
— R Y,

WS SCFFAS AL M 2 1) PN o S 2 A S
M AL T B 7RI AN AE R A Rk e AL T,
FRAR B T MRS T IR, (R RLELAE T, AR
IR AR AL TG VAR, T B 4%
Wndi. g Bah o™, i,
W 4 IR gk g AR, s R SR K
PEUOT 2 RN (KRR I o SR St e, Bt
AL TR AN Wi £k, MR A 1D 3 2 B I BR
RAGHEREZE. FHZA BESPR .
3.4.6 HTHEERAFE B RIS

Z R0 TS SR AL T E e fE BIEE, W
HiR[14,19,26,81,103-1041 55 A 41 T2 “@idFAR
BEARROR W 7 AORBUE B AT R 7, 1R L85 B
THENUN S BCR GAT R IIE B, H2 B Z 5
AHMAE R, XEE BT LUK T #7 B b,
5 SAE T st s 1O,

UG E TN R A2 AR AL T Bh ATk,
WISCHR[105IAA “ Ak 10 B & IR 32 55 3 $e L4
B, SCER[3TAH “At TIMMKEEM 2 AT THR 1t
WENLUEEH RE S 7. SCRR[70-71,7712 A Atk
A Al H AR B Mo S B

BEAk, A SCHR A R SR B ) ) B 2 4E T H
(o SCER[97,1061IA R AL LI H K “ 5 ik 52 s
T R RBURRA B Can 350 B Lk B AR U el g 3R
Y. sEEZEREIXER” , I, AR REA
IrnEs, WAk G AR EHRENGE R,
TR g I s 107

A R SR PR AL T B Y R AR
Wz, SCHR[8,24,961IN K “ kL IHFEA H AR —
HRAT R T HHATIRVE. AR Tolk
RS B KT, B I OUE IR RS a4,
AP R G AT B ARSIV 7

SRM, G AL TR 1 B B e AN 24,
¥ E S B S I EE, WSz, 1IEQSCER27]
JE, T AR H R U XA E X, —
AN Kt B AR N S S DT OV, Sk 1 A At 11 488 S sk
SEAN AR, XA T YRR H
N2 B AR R T2, XA E ST, B i HAb
NIF-RIAIEAHIE, FIRCT 4+ (Bt 7o AR A
PR R R, HX A T H 0 9E R i A sl
T 1058 SCHIAFAE S ), AR i SCR 6211 52 X
(LFEAT 3.4.2), “UNSezim i in S5 A RIS, Lz

A2 0 IR AR 5 SETCIE R 7 XA 4%
HAEE B E X, R AR AR FRATE Rk
) AT

3.4.7 AT H AR AR BE

KWW T 54k TN S A TR A A A
&, WA i B . 5 45 (Reflexive
Control).

X NEN B, 2002 47 SCHR[108 K5 HoE SCA“IA
I A RS T 50 N2 P (R 0 R AH Y. PRI AT by
KIRAF I, X EHLEAE B RGBT, “xX R
FUAT R, 52 3 T # O P 6 BIL S 8 G 1) 5%
w7 DO 3 ol o B e (R B A A S s, BB T
AL S8 SR 22 4 ST ) Y W (R e AT ™) 5% Al 1
i) VOS2 B AT 52 B R R I,
SR AN En gt T

¥ By, SCHR[1T1]E 78 “Libicki 7645 Sk
(R 5 MR Tl X BGE, FeAHEA AR (Software
Agents) BT HUEHR AL TR IE iR, 8 XHGE
“HPE P 2 AMLEE I (Human-Computer Interface),
R HIB AR a7 1,

BTN BNt v B BURAHE, SCHR[111]
FEPE A A — IR SCHER101PRE LB T S
Tgity, w8 SOE S T “fatt TIEEE T, 5
X Bt B 7 - B L 1 (User-Computer  In-
terface) U H /', IR BN R A %247

AR FTN A X e g S e T AL s, SOk
RRK] N RPN 31 B v o I e 1= WA = R 1
EEXTIRIE ) V2 52 AR, AN e 58 1R 7o SCR
[101,42]13\ Ay i SCH s o — PRy e 287 () 4 T B,
B R AR 6 BUR G0N H A 0 1T AN A2 B B
M.

B2 W4T CATRE T W 2% 300 B Y FH 21— A
BWeRR A “ Bkl (Reflexive Control)” frIA & )]
BRI T T SR R T P 75 (AT A 7 TR N A
R, SCEROS TR R SRl Ol P A AEAk
Pl BRSO AR R R AE & A B, AEARATT B RS HH
T8RN POEHE PR, ek
TR H bz — e T RO a5 5 Uk
RERE, 3XAS H AR AR L PRl
iy SR 55 T RESR ST, AR B R U, B B
Ik — A R G, AR IR A LT
S AT AR 2 M e e R A A R A N L, BT A
BEATHE B

GG S TS AR AL, AN 122,
S G 45 I R O e BB AR A S, H 2 1
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PR TSRO (8 ZE B R B b i s,
3.5 FHEMETRIAT

2012 “FAEATEAS, FEAEE . H B BT EORSE
J7HERE AL TRE B k. SNSsy ToT. TolkH
BER . A ZE B e . BBl ek 1)) 2 N 22 4 X
R B I 594k, FERE K oy s i) P 48 v iR g5
RV F= 20 2 B AN, T R T B K PR A 1 gk i AR 2
diblas, kB nl LU 2 1 [R] s 42 il R 5% i D
K2 FHH AR T2k o TR R B A 55
LARE 4 LT = O DL 7 P <3 S o e B B =
&5 FRAE OB A TSR B o A T XX &
HIER(TAL APT) IR, XFHTH AR (OSINT Ak
PR N LERIIR A, ihmReg. #xt
PE B A 0 s g pE TRt A v RE, AT A L
WMZIZIRS AN TEE 2 A

KPP AL TS BN AR TG SRR,
R T At UAE & 2 s Ak G 25 R 5K 7, s 7 4 1
MES 2 AL RIS AR T34 . BRI AR 41 1k 16
FETARTLRIR 73 BR e, 26 AR s AL B B (2008 4
SCHR[116], 2016 SE3CHR[117])56 BL“ 4E T 2.07 (144 X,
HEEAT 45 HUBHRF P R AL TR S E X, X 4k st
IT AR T T SR K
351 BEXRMBEHHERHNIES

1997 4 SixDegree.com [ H I A Jy 42 SNSs 1)
B, (HIER ) SNSs 3% 2 M-S IL B B, I
WHB) 2N . H 2002 414, Friendster .
LinkedIn. Facebook. Twitter. Google+5% £ FlifkAz 4
PEARGR BT R e, BRI 22 1R N AR 5 | 13K L [0 3l
B N B2 KL (Profile), BA—F0# it 5 X 5 b A 57
K Fo 2012 FAEAT AR T Pinterest T w10
1218, Facebook (1111 4 1 2 = 300 124
A, AT AR R R S A e A
b il KA AR W 2K o 1 HAS AN B DAAEAT o]
I A 0 2 00, VR 22 T P A R i e A K
TGS ABRCR Hs RIS AE B
XSRS B T I . AR SR AR . AR
otk UETHTLESRT . 24 A A AN N R
AT 28 B2 1R AN K I U Bt vl 20,

Wk M (Internet of Things, IoT)#&7E 2011 4E 42
AT R, T 2014 4EBEA KA TTIZY; 1Pve 1
S SNH, 7Y HSR A T ok 8] R EOR SCRF
2012 4736 Ehd H A A I DM H IR, 2013 4F
2 b 4.0 TV 1) TRk . AsERAL
B, whilth. et RS RE. Bahig.
R &R N, AR AR TC A TE, TR

21

MNJLF T A RS 2 B %, VF2 AN doE il
AT A O VPR, G FGHEIRERE . A F A
g 14 MBS, RE M BRI B & A A T
B ot dst s B Hbr. B AL FERE . fEtbz wy—
Bk B HL KR IR0 i 1 1S A2 B B IS5 R T BB A R
IRFEIE, SR A4 XA RERLT- FEA T, K&
BIRE AL ZKE K th 2 SR M e 4, BdE — 6 HRUK
R R R B el s>, i Stuxnet FHAFC
SV T AL AR ) B R SBR[ 580G B Ok
Tt Rt 22 A ) 1, T F R g o

IRAR AL 2 H AN N A v RTHRNME AR 3 2 1) 98 70 B,
FEAT WY 2540 B0 32 b N F B ERE TAE RS, 41230
R FEXRG R AT b AL N
THEAUAC IR AL N (WsRER), ZE W ix b B =) 1T
VERVIR G AR B %, Ty HA AT ) 53 T = FEA
(R 22 A RN IR, S PRI 2 A0 95 112 BT 4 11411
B o H Al Bl 1 45 % % (Bring Your
Own Device, BYOD). ZFEF KA TAER A 4
ZUNME B2 1 ARG, Ak Ge AR AF DX IR 1
WO, B KT BN L.

vl < S I 15 9 LI 7 Q R I N R
BARBRH SRR B Bl e kg5
Jo RV P2 2R B[R], Bl A 25 25 25 A 1R
g9k, b Mo St A T RGP T 2 SR IE A
SRR B, A RO NS AL P i i s . BEAR,
X B A oK G T NI A BT B oA 4L T
B T 53 015 B0 UE, MR K EFAA]
X TAEIIE SR, 9940 T AN IR 22 4% 2 ) DX 385 1) B
&, b G T2 BRI .

352 HERMBEERASE B EME

FH PR R 1024 BGRR 5 73 10 T IR 4, 384 0
T A TG S S A S, BRAR T 4R TG R
Ao SCHR[2515 7R, 78 NATTRNIE SEFEAT W 28 22 Ak
RO, W AT AAE N D 285 NI 7 50 20
AN USB F7-0ifi 3%, 15 /M0 R HAS S dE A\ 7p
AWTHE N SCHER[124] 2 7E#EAZ P 3w gt 737 K
ZRINE, S AR I AR IEORT TR IR Bk R 05 22, AN
fELI¥] Facebook FH /' /& Hi 200 AN AiiE 3K, 87 ANHIR
o 82 AN ER AT S T A IS NS S, Wi
TR AT IR A E L L. KE
P IR BE 5 B2 I B R I R g, Al RS # (Open
Source Intelligence, OSINT) I FH BEH . ATAEL
JT- ¥ 3l (Facebook« Twitter. Foursquare %) LKA
5 BT RS LR TR AR R, S URBATT A
AT AR T A8 (7 B AR AR (10 B0 S 5 05 Tk AR ok ),
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AR N IR T 8Gd . 2012 45, SCHR[125] 7R
T Qe A TR O 1 23 R TR — ikt XA
Wity T H Maltego 4% oK H AR 23 7] 99 3t |
FEA 190 i AT B AR b, 17 1) 19 % 4 TR
KA 2 TR O B il . SCER[126]) W 2R &
EANE AT AR 4% (LinkedIn F1 Facebook) [ & LI
B, B LRGNy SCER[127] 7R T FIH
Google+. LinkedIn. Twitter. Facebook 4 /142 ¥ 3k
EATHE B AL 01 T S ] fe

R 2 AL TR TR T A, X T H
SET. Maltego Phishing Frenzy. Gophish 3ZfF £ F
R B H AR 2 Bt T8 ) 1 (Attack
Vector) A5, AMRECA . KHUARE H 24k STt #1 T8
PR T A, BT R D AR AR AL PRy 7 35 Hi 4144 £
st R, #E LBGRR RSVl AT I, B D4
5 AT A AR L E [, R SRR AS S5
P17, B A KRB 1) BUts S N A A B/
SET(Social-Engineer Toolkit){F 4 4t T-y2 1 Mk ¥ 14
T TR, w DA Ryt AR s . 193t
iy BT Arduino PSS R MR B B
AL TG &, AT 2 @ 15 R (0 22 3R
BRI ], AN TR R R 2 B Ob
BRA T L A SE . T HAF 2 4L TXGE TR 2T
Y1, i SET(2012 4E4E Github | JFU5"?*)), Phishing
Frenzy . Gophish, 1% tH A % 18 MR 25 s EIA /N1 0]
LA 2y k3 — ok A sh A LB

FEb, #ELHE R R D AW o 52
FN K05 nT LU i T 2h B ol ok B 3h ik
TR OB TR . REE 11 5 Bl 24
BRI N AL RE T ISR R . R0 S 431 B
Fr(Low Value and Low Hanging Fruit)Fl K i)
Spam Phishing ZEWI# T, Frk MG LT EN H
PR AT A0 $8, BT (5 AL T XGE R O R aE,
i1 X 7044 (Spear Phishing, Context Aware Phishing).
SCHR[70] (K B 5T B, SNSs i B R ot &
(Contextual Elements) A Bt f& ik 10 F 54T,
W TARE S (L SNSs FPlc i . i &g 10 B4
ik, 5 90% [ JLAE I Z A Aok 32 41,
SCHR[130]IRIF T &, — ANty 5 ) F AL AT 194 45 4
P R BG W 2y e Bk W s 2 AR A S . AEE A
B, AR DN E RN NG K, A P 2%
FH P 18k 52 55 25 (R PT eE a4 L ) 4 4%

HIRK AR M4 Bl Tz N, kX
i o B L D 1 () B 2 flk R0 52 e e K (1) 52 3 o
LA R S P X G A € SN R R R e

RARAE T Y TR S, 4 T T H L% 5 I8 K
FURE St A TR 3R A 1 40k RIRE IO #E T2
HR M T HEMELRE, FEMNERELFET
B pAE LG, e T Beh s . 4R TG
IXPPIEECAS Ry R I 1] B 15 & B 22 I A T,
TEE 1Y 4% 22 4 U 2 H

353 HEEmARBEEEBERHRXR

APT(Advanced Persistent Threats)ifi i & F % 2
o 74, BUASEMa, —ANBERAN W), @it
RSB 1 RN i oL B =T L ) )
2010~2012 FEAH4E & 2EM) Stuxnet. Duqu. Flame %5
APT Bt Rt 2 BE . 4L T4E APT Bk IR 4R kY
B, ARSI EGE AN R T By, s A B
TR AL G B T B R kG o SCER[131]4E T
—ANE LK APT Budilir Bofisl, ek TAR iy
A% 05843« Stuxnet. Flame APT Bt H 3448 F AL T
(Baiting) J5 V2AE A SSM ) Bg 25« AL RS AU 1T
B, ANF 2 Stuxnet T8 % 4%, Flame FT- AR
H 4132,

AXET APT Hiki, &FxPE X (Targeted Attack,
TA)IE i 72 FHH F % i ) 2R AR Bl R AR kR,
h T AR o UV 555 T, STt 4 Rl VR B AR 2
170, Bubis g BB AL, . DA EX
FE LI BRI AT, — S R AR O TR
S PR s T B U R A e, SCRR[133]
BoR, B E# AT (Social Engineering Malware)
ORI TG 45, R H P AT S A XL
IRAF (R 5 4 48 i, ke 188 22 105 R 3R A A
R T B, JF HaxX st TSR AT T
]2 S R R R

SCHR[1341BF TR B, RIME IR B T
filf At THAR N, — ARG O SR RIFI AT 141 1T Xk
WATRE Ry o HLBE S At AT WA b R A4 S 9l m]
R EHE, Al TR AR 1) B AR RS PR
THGEERAE T U7 SCER[135] 2o, Sl AT gR I kit
FHAEAE A8 I T A A &, P RALE JL AR — A A
MR, UM ARAT AN NS0 A ik 31 47
AF, BN RN UG UG, B RILE b T —
MEAAE BN NSO AR IR . SCHR[136]
VIS T B 3 18 S B rh o] i FH A0 2 4 A8 Y 4 e At
(RIHESF Dy e BU Ak DL (Friend-Finding) DB, Uil
FHHFNPERBEH, AL WL FREY B T
Boitio th T2 H 8 E8 M AGER, XR St
T U D G e 52 3 2 (M BE, 1 HoaT DASe IS — 264)
X3 )1 =K (Unsolicited Request) 185 =47 A R o
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SCHR[137-139,119-120,127145 43 5l 7E H B4t THL
7% N (Automated Social Engineering Bot, ASE bot) /7
AT THE9C. A3 THLE NRetE A il s H
B 0 TT AR i, BEAT AT AR OG0 By, L 45 &
T PR 000 T3 N G s R e 2 O U, EAT
A3 AL T X o SCHER[1S]2 7 E SR L3 A4
FH At R 0 0 5 43 = H LR B4 B0 Il Aty A
P 21D 199 il o B 5 N 251 (Human-Like)ASE Z o Kl
AR R AET 0, SCBR[ 138148 H T R AL 2%
N B NS0 28 W0 R AT v T) N ek i) A i,
XA P B S N R0 13 PR e T 0k = ) S
Iy, 256 oA B SR a5 N e ) B e
ik 76.1%.

1E N L2 GE(Artificial Intelligence, A AN H
J7IL, SCHER[14012 7R T R AT BEAR GG E 0 11
UM 2 Bt s (R AT et . SCHR[141]4808 T —
ANFIH BB ML AL A T, e2Ea T
Twitter R ATE R E 1T BN HEAG R Al 5~ S
PR 1421338 1 e 45 A R 302 199 4% i) st — e B
U (R 0 B0 IR B2 42 1 Phishing URL, Sk&éid
T35 AR 28 M 4% () Phishing URL 43 28K . SCHR[143]
I FH A oS e 0 29 A ot — AN BE T UK 2 2 s 44
R, B RSO R TR I A48, 75
RIS HUEIEAT, A RS 2] A ok
DAAGH I R 38042

AT s s B GRSt . APT)HY
W, X HIAR(OSINT ARHE ., Hlas2:3). N TEEE)
WA, b TS AR B g AR, Si4h,
FET IR A A S — iR KU (1 Bt 7 e AR T
NRUVFEN RS, FIHARERI NSt ER S
B I, BLAE v 2 1A Ty, Ry /NS PRI 5 14
HbR, A2t sl KV 52 3 4, 50 Gl b 52 it
i, /N T ARSI 2 R RS o
3.5.4  FrRetE N A TRESHEA

SCHR[117,144100 A, L AR A — Ml o 7 v 2
AT TARKITE], R, AT M4 . WM ILSE 1R
JELARAESH PR IAT X 4 ANMRFRMERT 4+
(R AR hy— M 22 R TR SRS, IRl
#1: 1" 2.0(Social Engineering 2.0, SE 2.0), CHR[144]IA
N 2.0 & DNE AR, W R 2R 2 FERECR
PN W I s W o Wl =16 =39/ N3 1] R o R PN ]
Y N B THGER AT RetE. 485k b, BAE 2008
SESCHR[TTOTRAT ] T “4E 1 2.0 FAERARILAL T2
—UEERE A AR, IXEERESAR A S A T 2.0 B
PRI S S

23
4 it

MR V5 A4 1) 7 R B T i 43 A vl LU IR, >4 i
A A e A T3 M 48 1 28 22 1) YA JR) TR AT 4T
fil, HIRFIE N AL TS MO A T BURPR A o A1 TS
G ARTEASE 2 Ak B IR 22 1n) 38 44 25 A 5k
T RS A RS, A TR B 4L T
B v e 7 N SO D~ o0 1 B VLS RV N W I/ /A
TAERI TR T P K RS

FESETE 50T, Q] I I 4 b 7 E 41 TR 1)
W E X, G0t #E T BEA AR, o #E T T
AR T B L )

BEooF BaR T, ASCAE XA TS A SR
Pkt b, WP AL TS e L h: “4kT
Pk [EplibuN W= 275 1 L1 /N S =170 | B 4 IS S 1% 3
SR, AU NGB, A B, A,
AT 21 ARG S 4 D7 1T 1) 1iE 99 1 (Human - Vul-
nerability), FHEAFIHEAR T B BoARMESSPE, B
X D) 26 2% () 22 A S AE B AT . 7 T 5 2, AT
Sl A AT 7 2, RN B 59 1, XS 1 2% 2 ]
A S & AT A

T iheizoE L, ARSI H R, 7
e RARWAFETT I (DAFRB NS & SO o4
TH BRI RS QU TS LA B R
JE A A TUEYE, 3 oS S A R T AN R )
ME& ISR, Q) Mt T & HoAh Bt n) &
KRR
41 HIEXHBHIESR

T 3.4.6 IR T THES H B8 A 4
S B0 e SOk A sl e 9 1) /R 280, Ak A
PR o A SO AL T B 1) H PR A 6 kg 2%
A SIS F AT R 7, XS T A TS AL
(A 17 S S s R (1) DX 9% 25 [) 2 A A ) A A
6 2 AT W 258 27 1] 22 A U N AL, L E AR S A
SRRk 412 T R2(Social Engineering). 4t 1.
(Social Worker) 1L X 5l o IX PRI 5 ] LA B
D 26 % ) 2 A AU ) A T g p ks kb A s rh <R
X3 T e ()X BRE B w] LUK AR & Ak B v 45 B
AR L 8 NAR A5 DL E IR RS, [A)IS) SORR T 4 A
o H R B K s A 2 ]

TXHE R T S 1 AN [ 27 P ARSI AT T 2 MR T (1)
B SR, WGRAR T W 2% 2 (A S dsirk TR & 13z
oy A TARERMEH, W Ey 3.4.6 T4 &AW
T S5 W 28 2% 0] 22 A WA i 67« O Jed S HEBR e A
THESZ A



24 Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

4.2 #HIEXHERIES

P by X 48 25 ) ek vk i —Fb, 4L T R
P, W E R T ITIR, S N g e A i e, W
A B . AR . PRI E T, oL
Py sedEbE. TR T T A AR A

AR T ARG e 75 s AT 55 2 . K
PRI R 25 R Ja v (D7 ARG 4 A A
DA SR S 5SRO N, A
BT Z AP 3.4 FrR RS RO A
W ). IX LG JE AR T AL TR ik, i H
B BRI R . BSR4 T B S A
[, WTBEA5E 2 BN ) (1 W 7 ik, (RS S Ak TR
WA FURPE S . (2)TERAR S F 3 BRI k%
NEAE S a7 DeAE. DS . OoBRFEAR . 0N,
] AT B SR ME S PRI, B T 2 1k
TN 3.4.2 FUAMESN PO O HE S P R D .
f NG 557 (Human  Vulnerability) A T 5z ik 74 T
AR B — ATy . Q) S A A
PEERAE . PR . EE s sl . sRekgs
LA, BET 2= 3.44 FrdEEHN
TAGRAL AT RF ) o AEACRRIE S T A T AR B E I 5
— N7 (DA BT, ASO AL T S b
ARFBe BRI R A e, HARME S
FA AL TSI RO, Y 3.4.3 AL
S S A S AR AR Tk (W B AAE & 1) A i H
K, M BRI,

BET LA Foh Ak A e e 1 0 S ) L 4
BT, FEMIE A3 ) 224 I TEE R (D)4 T T HAb
R B R “Ia RS g 2, A
§k 7, I A4 K 5T A 19 2% Bt v R
PRdE. ()R, AR T v SO Il A AE T A,
FIF N PIREITPE, X 190 28 2 [1) 22 4 S5 it 1 55 1R 4T
h 7o XA ST T AR DR AL TR YR
PR(FETT 3.4.1~3.4.4,3.5.4), PRILT R0, e T
AL MRS AL I U [l (Y 3.4.6), WG TS
M FHWAREZ & Rz BESHAR o i
() 1) BU(FET 3.4.5, 3.4.6), TR T HHXSRe A&
TR I R S T B, RS MR T M AL
SXIA], AR TR 2 WAL 5 BT RE R AN T S IR
EGREST AL AP
43 HIEXRXRIEH

B St R AR A, AL AR SR B v
sk Yok Ar), 5 A S R 0GR Ak
DB W, e, BRAE, B AR TR T
s SLAb ok ) L LRI S RS AR ]

T Bed K F AR B BEA S M VDN AR, W T2
ol (10 TRT B B AR 22 A Bt 1) e 2 R e BE 11 el
B, AT T B I R B B LA S B A 55 4% A
AR TR AL A I ) B DU T S i i Ty
&, HUABRAT 58 A B 1 R

e, A TS E SOFA A, 7EX 4]
DI, RAEMENTHENZ, DORIEZHS FIN 2
XA TR E SR, DL S AT TR AER
KK ARk PO 58 8 1%0E o

5 %t

ARSIV W 2% 43 [ 22 A U 1R AL T, 0T
287 A TR R S PR, MR T A i X
F T2z P I RE BN L AR SO AT
B IS B AT TR RIS, KA T
WAL 0 TABYBE, JFRTEL T RSB BUE TS 1
R AL TS BT SBR[, 34 T4k
LS AFAEN A, #6327 P EE TSR, 2
(RANEY T SE2INPS LS (IR, e AT (LA
OB EAN T LS B AR 5K D), Bas T AR TR
I PR . R, O HORE SOk TR REAT T
e, A T aitguiefts % | fedttt T aapi
P o

S35 3k

[1] Guo W. On Social Engineering[D]. Shenyang Normal University,
2012.

(S84, @At TRUND]. LIHIITE RS, 2012.)

[2] Indrajit R E. Social Engineering Framework: Understanding the
Deception Approach to Human Element of Security[J]. Interna-
tional Journal of Computer Science Issues, 2017, 14(2): 8-16.

[3] Mitnick K D, Simon W L. The Art of Deception: Controlling the
Human Element of Security[M]. John Wiley & Sons, 2011.

[4] Dimensional Research. The Risk of Social Engineering on Infor-
mation Security: A Survey of It Professionals. Technical report.
Dimensional Research, 2011.

[5] Cybersecurity Snapshot: Cyberthreats, Regulations, Workforce Is-
sues in 2016. https://www.isaca.org/pages/2016-cybersecurity-
snapshot.aspx. Jan. 2016.

[6] Cyberthreats Increasing but Shifting, with Ransomware Attacks
Down 17 Percent. ISACA. https://www.isaca.org/why-isaca/about-us/
newsroom/press-releases/2018/cyberthreats-increasing-but-shifting-
with-ransomware-attacks-down-17-percent. Jun. 2018.

[7] Ponemon Institute LLC, Accenture. Ninth Annual Cost of Cyber-

crime Study. Technical report. 2019.



FAET A A TS A S T

(8]

—
O
[}

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Granger S. Social engineering fundamentals, part I: hacker tac-
tics[J]. Security Focus, December, 2001, 18.

Nohlberg M. Social Engineering Audits Using Anonymous Sur-
veys: Conning the Users in Order to Know if They Can Be
Conned[C]. 4th Security Conference, Las Vegas, USA, 2005.

Kevin Mitnick. My first RSA Conference[J]. SecurityFocus, 2001.
http://www.securityfocus.com/news/199.

Harl. People Hacking: The Psychology of Social Engineering.
http://www.textfiles.com/russian/cyberlib.narod.ru/lib/cin/se10.htm
1.1997.

Brody R G, Brizzee W B, Cano L. Flying under the Radar: Social
Engineering[J]. International Journal of Accounting & Information
Management, 2012, 20(4): 335-347.

Exclusive: Snowden persuaded other NSA workers to give up
passwords. https://www.reuters.com/article/net-us-usa-security-
snowden-idUSBRE9A703020131108. Nov. 2013.

Thornburgh T. Social Engineering: The “Dark Art”[C]. The Ist
annual conference on Information security curriculum develop-
ment - InfoSecCD 04, 2004: 133—135.

Timothy L. Thomas. Cyberskepticism: The Mind’s Firewall. Tech-
nical report. FOREIGN MILITARY STUDIES OFFICE (ARMY)
FORT LEAVENWORTH KS§, 2008.

Ghafir I, Prenosil V, Alhejailan A, et al. Social Engineering Attack
Strategies and Defence Approaches[C]. 2016 IEEE 4th Interna-
tional Conference on Future Internet of Things and Cloud. 2016:
145-149.

Van Mourik D-J. Targeted attacks and the human vulnerability[D].
The Hague : Cyber Security Academy, 2017.

Harley D. Re-floating the titanic: Dealing with social engineering
attacks[C]. European Institute for Computer Antivirus Research,
1998: 4-29.

Manske K. An Introduction to Social Engineering[J]. Information
Systems Security, 2000, 9(5): 1-7.

Mohd Foozy C F, Ahmad R, Abdollah M, et al. Generic Taxonomy
of Social Engineering Attack[C]. MUICET. 2011: 1-7.

Dang H. The origins of social engineering[J]. McAfee security
Jjournal, 2008: 4-9.

Thomas V. Measuring Effectiveness[M]. Building an Information
Security Awareness Program. Amsterdam: Elsevier, 2014: 119-124.
BBC NEWS. How to hack people. http://news.bbc.co.uk/2/hi/
technology/2320121.stm. 14-Oct-2002.

Bretschneider D E, (u S) N P S. Sea Level Variations at Monterey,
California.[M]. Monterey, California: Naval Postgraduate School,
1980.

Stasiukonis S. Social engineering, the USB way. Dark Reading.
https://www.darkreading.com/attacks-breaches/social-engineering-

the-usb-way/d/d-id/1128081. Jun. 2006.

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

25

Lineberry S. The Human Element: The Weakest Link in Infor-
mation Security[J]. Journal of Accountancy, 2007, 204(1):
44-49.
Evans N J. Information Technology Social Engineering: An Aca-
demic Definition and Study of Social Engineering - Analyzing the
Human Firewall[D]. Iowa State University, Doctor of Philosophy,
2009. DOI:10.31274/etd-180810-436
Whiteman J R. Social Engneering: Humans are the Prominent
Reason for the Continuance of These Types of Attacks[D]. New
York: ProQuest LLC, 2017.
Song A M, Cao Q Y. Research on Social Engineering Model Based
on Objective Management[J]. Computer Science, 2012, 39(z3):
41-44.
CRICK, #ar, BT RS Rt a TSR] o
FHLFIF, 2012, 39(23): 41-44.)
Xue C, Yang S P. Research on Invasion of Penetration Based on
Social Engineering[J]. Journal of Guizhou University (Natural
Science), 2015, 32(1): 81-85.
(FEf=, B, T TR INRIBIENIIITI). 2L
SESEH I RIS, 2015, 32(1): 81-85.)
Ma M Y. Research on The Defense Technology of Social Engi-
neering Attacks[D]. Beijing University of Posts and Telecommu-
nications, 2015.

(SRR, XA 2 TR 27 Bk 1R B A B R WS [D]. AL R He
K2, 2015.)
Chenoweth J D. Book Review: The Art of Deception: Controlling
the Human Element of Security[J]. Journal of Information Privacy
and Security, 2005, 1(2): 69-70.
Mitnick K D, Simon W L, Simon W L. The Art of Deception:
Controlling the Human Element of Security[M]. Wiley, 2002.
Granger S. Social engineering fundamentals, Part II: Combat
strategies[J]. Security Focus. Retrieved October, 2002, 12.
The Kid & Co., The Shadow. MORE ON TRASHINGIJ]. 2600:
The Hacker's Quarterly, 1984, Volume 1, Number 9. http://67.225.
133.110/gbpprorg/2600/2600_01-9 p50.txt,  (-or-)
hackcanada.com/ice3/2600/2600 _01-9 p50.txt.

http://www.

Anonymous. Vital Ingredients: Switching Centers and Operators[J].
2600: The Hacker s Quarterly, 1984.

Shadow T. How to Run a Successful Teleconference[J]. 2600: The
Hacker's Quarterly, 1985.

Unknown. The history of The Legion Of Doom[J]. Phrack
Magazine, 1990, Three(Thirty-one, Phile #5 of 10). http://phrack.
org/ issues/31/5.html.

Zajac B. The Hacker Crackdown—Law and Disorder on the
Electronic Frontier[J]. Computer Fraud & Security Bulletin, 1994,
1994(5): 18-19.

Hu Y, Fan H Y. Hackers: cowboys of the computer age[M].



26

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

China Renmin University Press(CRUP), 1997.

(SHK, Yo, BA: BRI 4 {7: Hackers: cowboys of
the computer age[M]. H [E A K24 H L, 1997.)
BlackOpsPro07. The Secret History of Hacking[M]. 2001.
https://www.youtube.com/watch?v=PUf1d-GuK0Q.

Hatfield J M. Social Engineering in Cybersecurity: The Evolution
of a Concept[J]. Computers & Security, 2018, 73: 102-113.
Lapsley P. Exploding the Phone: The Untold Story of the Teenag-
ers and Outlaws who Hacked Ma Bell[J]. Choice Reviews Online,
2013, 50(12): 50-6803-50-6803.

Quittner J. Interview With Ice Man And Maniac[J]. Phrack Maga-
zine, 1992, 4(14). http://phrack.org/issues/40/14.html#article.
Kluepfel H M. In search of the cuckoo’s nest [computer secu-
rity][C]. The 25th Annual 1991 IEEE International Carnahan
Conference on Security Technology. 1991: 181-191.

Social Engineering[J]. Phrack Magazine, 1988: 2(20). http:/
phrack.org/issues/20/8.html#article.

Kluepfel H M. Foiling the wiley hacker: more than analysis and
containment[C]. The International Carnahan Conference on Secu-
rity Technology. 1989: 15-21.

Fiery D. Secrets of a Super Hacker, The Knightmare, 1994: Secrets
of a Super Hacker[M]. Bukupedia, 1994.

Collinson H. Cracking a Social Engineer[J]. Computers & Security,
1995, 14(8): 700.

Quann J. The hack attack - Increasing computer system awareness
of vulnerability threats[C] Applying technology to systems, 1987:
155-155. https://ntrs.nasa.gov/search.jsp?R=19880038985.
Winkler 1 S, Dealy B. Information Security Technology?...Don’T
Rely on It: A Case Study in Social Engineering[C]. The 5th Con-

ference on USENIX UNIX Security Symposium, 1995: 1-5.

Anonymous. Telco Trashing Yields Big Rewards[J]. Phrack
Magazine, 1992, 4(40). http://phrack.org/issues/40/2.html#article.
Winkler I S. Social Engineering and Reverse Social Engineering.
http://www.ittoday.info/ AIMS/DSM/82-10-43.pdf. May 1998.
Jordan T, Taylor P. A Sociology of Hackers[J]. The Sociological
Review, 1998, 46(4): 757-780.

Scott Higgins. Physical penetrations: the art of advanced social en-
gineering. Technical report. SANS Institute, totse.com. 2001.
Jonathan J. Rusch. The “social engineering” of internet fraud[C].
Internet Society Annual Conference, 1999:1-11.

Hadnagy C. Social engineering: The art of human hacking[M].
John Wiley & Sons, 2010.

Hadnagy C. Unmasking the Social Engineer: The Human Element
of Security[M]. John Wiley & Sons, 2014.

Ekman P. Microexpression Training Tool and Subtle Expression
Training Tool. Salt Lake City: A Human Face, 2002.

McClure S, Scambray J, Kurtz G. Hacking Exposed 5th Edition[M].

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

Mcgraw-hill, 2005.

Ivaturi K, Janczewski L. A Taxonomy for Social Engineering At-
tacks[J]. International Conference on Information Resources
Management, 2011, 1(2): 1-12.

Mouton F, Leenen L, Malan M M, et al. Towards an Ontological
Model Defining the Social Engineering Domain[M]. IFIP Ad-
vances in Information and Communication Technology. Berlin,
Heidelberg: Springer Berlin Heidelberg, 2014: 266-279.

A convicted hacker debunks some myths. CNN.com. http://edition.
cnn.com/2005/TECH/internet/10/07/kevin.mitnick.cnna/index.html.
Oct. 2005.
Wikipedia. Social engineering (security). https://en.wikipedia.
org/w/index.php?title=Social engineering_(security)&oldid=8859

78090. 2019-3-5.

social engineering | Definition of social engineering in English by
Oxford Dictionaries. Oxford Dictionaries | English. https:/
en.oxforddictionaries.com/definition/social_engineering. 2019-3-5

Nohlberg M, Kowalski S. The cycle of deception: a model of so-
cial engineering attacks, defenses and victims[C]. H4ISA4. Univer-
sity of Plymouth, 2008: 1-11.

Gulenko 1. Social against social engineering: Concept and devel-
opment of a Facebook application to raise security and risk aware-
ness[J]. Information Management & Computer Security, 2013,
21(2): 91-101.

Fan W, Lwakatare K, Rong R. Social Engineering: IE based Model
of Human Weakness to Investigate Attack and Defense[J]. SCIREA
Journal of Information Science and Systems Science, 2016, 1(2):
34-57.

Gragg D. A multi-level defense against social engineering[J]. SANS
Reading Room, March, 2003, 13: 1-21.

Silic M, Back A. The Dark Side of Social Networking sites: Un-
derstanding Phishing Risks[J]. Computers in Human Behavior,
2016, 60: 35-43.

Schaeken M. Information security awareness measuring & social
engineering 2.0. Assessment of information security awareness
(ISA) in the Belgian healthcare sector using an enhanced
HAIS-Q.[D]. Msc Business Proces Management and IT, Open
Universiteit Nederland, 2018.

Hasan M, Prajapati N, Vohara S. Case Study on Social Engineering
Techniques for Persuasion[J]. International Journal on Applica-
tions of Graph Theory in Wireless Ad Hoc Networks and Sensor
Networks, 2010, 2(2): 17-23.

Huber M, Mulazzani M, Schrittwieser S, et al. Cheap and Auto-
mated Socio-technical Attacks Based on Social Networking
Sites[C]. The 3rd ACM workshop on Artificial intelligence and se-
curity - AlSec '10,2010: 61-64.

Nohlberg M. Securing information assets: understanding, measur-



FAET A A TS A S T

[75]

[76]

[77]

(78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

ing and protecting against social engineering attacks[D]. Sweden:
Department of Computer and Systems Sciences, Stockholm Uni-
versity, 2008.
Best Practices for Social Engineering Attacks. Rapid7.com.
https://www.rapid7.com/globalassets/external/docs/download/Meta
sploit_Best_Practices_for_Social Engineering_Attacks.pdf.  Jun.
2018.
Gulati R. The threat of social engineering and your defense against
it. Technical report. SANS Institute, www.sans.org, 2003.
https://www.sans.org/reading-room/whitepapers/engineering/paper/
1232
Bullee J-W. Experimental social engineering: investigation and
prevention[D]. Netherlands: University of Twente, 2017.
Bullee J W. Experimental Social Engineering: Investigation and
Prevention[D]. University Library/University of Twente, PhD,
2017. DOI:10.3990/1.9789036543972
Stewart J, Dawson M. How the Modification of Personality Traits
Leave one Vulnerable to Manipulation in Social Engineering[J].
International Journal of Information Privacy, Security and Integ-
rity, 2018, 3(3): 187.
Samani R, McFarland C. Hacking the Human Operating System:
The role of social engineering within cybersecurity. Technical re-
port. McAfee, 2015.
Breda F, Barbosa H, Morais T. Social Engineering and Cyber Se-
curity[C]. INTED2017 Proceedings, 2017: 4204-4211.
Peltier T R. Social Engineering: Concepts and Solutions[J]. Infor-
mation Systems Security, 2006, 15(5): 13-21.
Lu F. Social Engineering Leading Non-traditional Information Se-
curity[J]. China Computer News, 2006:1.

U7 N A TR X QAL GE B2 20 PH i ZPIR,
2006: 1.)
Fan J Z. Hacker Social Engineering Attack[M]. Jinan Qilu Elec-
tronic Audio and Video Publishing House, 2008.

Gugh. BEASTREEEGM] IR FFl a1 E g
ik AL, 2008.)
Oosterloo B. Managing social engineering risk: making social en-
gineering transparant[D]. Industrial Engineering and Management,
University of Twente, 2008.
Algarni A, Xu Y. Social engineering in social networking sites:
phase-based and source-based models[J]. International Journal of
e-Education, e-Business, e-Management and e-Learning, 2013,
3(6): 456-462.
Algarni A A M. The impact of source characteristics on users’ sus-
ceptibility to social engineering Victimization in social net-
works[D]. School of Electrical Engineering and Computer Science

Science and Engineering Faculty, Queensland University of Tech-

nology, 2016.

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

27

Hermansson M, Ravne R. Fighting Social Engineering[D]. Uni-
versity of Stockholm/Royal Institute of Technology, 2005.
Nohlberg M. Social engineering: understanding, measuring and
protecting against attacks. Technical report. University of Skévde,
2007.

Bakhshi T, Papadaki M, Furnell S. A Practical Assessment of So-
cial Engineering Vulnerabilities.[C]. HAISA. 2008: 12-23.

Larson R E, Cockcroft L. Understanding Network Security
Threats[M]. CCSP: Cisco Certified Security Professional Certifi-
cation Exam Guide. Osborne: McGraw-Hill, 2003.

Conteh N Y, Schmick P J. Cybersecurity: Risks, Vulnerabilities and
Countermeasures to Prevent Social Engineering Attacks[J]. Inter-
national Journal of Advanced Computer Research, 2016, 6(23):
31-38.

Beckers K, Pape S, Fries V. HATCH: Hack and Trick Capricious
Humans — a Serious Game on Social Engineering[C]. 2016: 1-3.
Jakobsson M. Modeling and Preventing Phishing Attacks[M]. Fi-
nancial Cryptography and Data Security. Berlin, Heidelberg:
Springer Berlin Heidelberg, 2005: 89.

Mills D. Analysis of a Social Engineering Threat to Information
Security Exacerbated by Vulnerabilities Exposed through the In-
herent Nature of Social Networking Websites[C]. 2009 Information
Security Curriculum Development Conference on - InfoSecCD '09,
2009: 139-141.

Tetri P, Vuorinen J. Dissecting Social Engineering[J]. Behaviour &
Information Technology, 2013, 32(10): 1014-1023.

Dhiman P, Wajid S A, Quraishi F F. A Comprehensive Study of
Social Engineering - The Art of Mind Hacking[J]. ZJSRCSEIT, In-
dia: Technoscience Academy, 2017, 2(6): 543—-548.

Hasle H, Kristiansen Y, Kintel K, et al. Measuring Resistance to
Social Engineering[M]. Information Security Practice and Experi-
ence. Berlin, Heidelberg: Springer Berlin Heidelberg, 2005:
132-143.

Thapar A. Social Engineering: An Attack Vector most Intricate to
Tackle. Technical report. CISSP 106841. Infosec Writers, 2007.
Lab K. SOCIAL ENGINEERING, HACKING THE HUMAN OS.
https://www.kaspersky.com/blog/social-engineering-hacking-the-h
uman-0s/3386/. 2013-12-20.

Bisson D. 5 Social engineering attacks to watch out for.
http://www.infosecisland.com/blogview/24410-5-Social-Engineeri
ng-Attacks-to-Watch-Out-For.html. Mar. 2015. https://www. trip-
wire.com/state-of-security/security-awareness/5-social-engineering
-attacks-to-watch-out-for/. Nov. 2019.

Heartfield R, Loukas G. A Taxonomy of Attacks and a Survey of
Defence Mechanisms for Semantic Social Engineering Attacks[J].
ACM Computing Surveys, 2016, 48(3): 1-39.

Nyamsuren E, Choi H-J. Preventing social engineering in ubiqui-



28

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

tous environment[C]. Future Generation Communication and
Networking (FGCN 2007). 1EEE, 2007, 2: 573-577.

Lafrance Y. Psychology: A precious security tool. Technical report.
SANS Institute, www.sans.org, 2004.

McAfee. Social Engineering in the Internet of Things (IoT).
https://www.mcafee.com/blogs/other-blogs/executive-perspectives/
social-engineering-internet-things-iot/. Mar. 2015.

Pfleeger C P, Pfleeger S L. Security in Computing[M]. Prentice
Hall Professional, 2003.

Uebelacker S, Quiel S. The Social Engineering Personality
Framework[C]. 2014 Workshop on Socio-Technical Aspects in Se-
curity and Trust. 2014: 24-30.

Winkler I. Corporate Espionage: What it Is, why It’s Happening in
your Company, what You must do about it[J]. Edpacs, 1999, 27(5): 1.
Cybenko G, Giani A, Thompson P. Cognitive Hacking: A Battle for
the Mind[J]. Computer, 2002, 35(8): 50-56.

Cybenko G, Giani A, Thompson P. Cognitive hacking and the value
of information[C]. Workshop on Economics and Information Secu-
rity. 2002: 16-17.

Cybenko G, Giani A, Heckman C, et al. Cognitive hacking: tech-
nological and legal issues[C]. Law Tech 2002. 2002:7-9.

Thompson P. Cognitive Hacking and Intelligence and Security In-
formatics[C]. Defense and Security. Proc SPIE 5423, Enabling
Technologies for Simulation Science VIII, Orlando, Florida, USA.
2004, 5423: 142-151.

Schneier B. Semantic attacks: The third wave of network attacks.
https://www.schneier.com/crypto-gram/archives/2000/1015.html#1.
Oct. 2000.
What is cognitive hacking? - Definition from Whatls.com.
https://whatis.techtarget.com/definition/cognitive-hacking. Aug. 2017.
Thomas T L. Russia Military Strategy: Impacting 21st Century
Reform and Geopolitics]M]. Foreign Military Studies Office, 2015.
Thomas T. Russia’s Reflexive Control Theory and the Military[J].
The Journal of Slavic Military Studies, 2004, 17(2): 237-256.
Jakobsson M. Social Engineering 2.0: What’s Next[J]. McAfee se-
curity journal, 2008: 13—15.

E.Frumento, R.Puricelli, F.Freschi, et al. The role of Social Engi-
neering in evolution of attacks. Technical report. 653618,
CEFRIEL, 2016.

Wikipedia. Pinterest. https://en.wikipedia.org/w/index.php?title=
Pinterest&oldid=873992162. Dec. 2018.

Boshmaf Y, Muslukhov I, Beznosov K, et al. The Socialbot Net-
work: When Bots Socialize for Fame and Money[C]. The 27th
Annual Computer Security Applications Conference on - ACSAC
'11,2011: 93-102.

Kaul P, Sharma D. Study of Automated Social Engineering, Its

Vulnerabilities, Threats and Suggested Countermeasures[J].

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

International Journal of Computer Applications, 2013, 67(7):
13-16.

Why it is called Internet of Things: Definition, history, disambigua-
tion. https:/iot-analytics.convinternet-of-things-definition/. Dec. 2014
Wikipedia.  Industry  4.0.  https://en.wikipedia.org/w/index.
php?title=Industry 4.0&0ldid=872950801. Dec. 2018.

Gan D, Heartfield R. Social engineering in the internet of every-
thing[J]. Cutter IT Journal, 2016, 29(7): 20-29.

Haddadi H, Hui P. To Add or Not to Add: Privacy and Social
Honeypots[C]. 2010 IEEE International Conference on Commu-
nications Workshops. 2010: 1-5.

Ball L D, Ewan G, Coull N J. Undermining-social engineering us-
ing open source intelligence gathering[C]. KDIR 2012: The 4th In-
ternational Conference on Knowledge Discovery and Information
Retrieval. 2012:1-6.

Scheelen Y, Wagenaar D, Smeets M, et al. The devil is in the de-
tails: Social Engineering by means of Social Media. Technical re-
port. A Project Report on System & Network Engineering, Univer-
siteit van Amsterdam, 2012.

Edwards M, Larson R, Green B, et al. Panning for Gold: Auto-
matically Analysing Online Social Engineering Attack Surfaces[J].
Computers & Security, 2017, 69: 18-34.

Trustedsec. trustedsec/social-engineer-toolkit. https://github.com/
trustedsec/social-engineer-toolkit. 2018.

Green B, Prince D, Busby J, et al. The Impact of Social Engineer-
ing on Industrial Control System Security[C]. The First ACM
Workshop on Cyber-Physical Systems-Security and/or PrivaCy -
CPS-SPC '15,2015: 23-29.

Jagatic T N, Johnson N A, Jakobsson M, et al. Social Phishing[J].
Communications of the ACM, 2007, 50(10): 94-100.

Frumento E, Puricelli R. An innovative and comprehensive
framework for Social Driven Vulnerability Assessment[J]. Mag-
deburger Journal zur Sicherheitsforschung, 2014, 2: 493-505.
Kushner D. The Real Story of Stuxnet[J]. IEEE Spectrum, 2013,
50(3): 48-53.

Abraham S, Chengalur-Smith I. An Overview of Social Engineer-
ing Malware: Trends, Tactics, and Implications[J]. Technology in
Society, 2010, 32(3): 183-196.

Kvedar D, Nettis M, Fulton S P. The Use of Formal Social Engi-
neering Techniques to Identify Weaknesses During a Computer
Vulnerability Competition[J]. J. Comput. Sci. Coll., 2010, 26(2):
80-87.

Benenson Z, Gassmann F, Landwirth R. Unpacking Spear Phishing
Susceptibility[M]. Financial Cryptography and Data Security.
Cham: Springer International Publishing, 2017: 610-627.

Irani D, Balduzzi M, Balzarotti D, et al. Reverse Social Engineer-

ing Attacks in Online Social Networks[C]. Detection of Intrusions



FAET S AL AR A AT

[138]

[139]

[140]

[141]

and Malware, and Vulnerability Assessment. Springer, Berlin, Hei-
delberg, 2011: 55-74.

Huber M, Kowalski S, Nohlberg M, et al. Towards Automating
Social Engineering Using Social Networking Sites[C]. 2009 In-
ternational Conference on Computational Science and Engineering.
2009, 3: 117-124.

Lauinger T, Pankakoski V, Balzarotti D, et al. Honeybot, Your Man
in the Middle for Automated Social Engineering[C]. LEET. USA:
USENIX Association, 2010: 1-8.

Balduzzi M, Platzer C, Holz T, et al. Abusing Social Networks for
Automated User Profiling[C]. Recent Advances in Intrusion Detec-
tion. Springer, Berlin, Heidelberg, 2010: 422-441.

Gallagher R. Where Do the Phishers Live? Collecting Phishers’

Geographic Locations from Automated Honeypots[C]. 2016

FEr T 2016 FFAEMINESR B TERY
THENURE SRR TG 5=0r ., T
T EFREERE RS T ERA RGBT
WEFCT, P43 ) 22 4l Bost i 1 2
Lo BRSSO AL T 224, Tok%H R %
A, AN IS > T . Email: wang-

zuoguangl 6@mails.ucas.ac.cn

INFIR T 1998 AREAEEBIRHE AR
THELEEBEARA 220 AT rh R
B S TRERT ST I 01 o EEESET )
NI Bz A AR R G 4

I &% 2% ] 22 4= . Email: sunlimin@jiie.ac.cn

[142]

[143]

[144]

[145]

29

ShmooCon, 2016.

Seymour J, Tully P. Weaponizing data science for social engineer-
ing: Automated E2E spear phishing on Twitter[C]. Black Hat USA
37,2016: 1-39.

Bahnsen A C, Torroledo I, Camacho L D, et al. DeepPhish: Simu-
lating Malicious AI[C]. 2018 APWG Symposium on Electronic
Crime Research (eCrime), 2018:1-9.

Anderson H S, Woodbridge J, Filar B. DeepDGA: Adversari-
ally-Tuned Domain Generation and Detection[C]. The 2016 ACM
Workshop on Artificial Intelligence and Security. New York, NY,
USA: ACM, 2016: 13-21.

Ariu D, Frumento E, Fumera G. Social Engineering 2.0: A Founda-
tional Work: Invited Paper[C]. The Computing Frontiers Confer-
ence. New York, NY, USA: ACM, 2017: 319-325.

KL T 2009 F7EH E R B KT
TR L2 . BAE D B R S
SRR 1. EEFR T WA
T 224 Mg, T %

4>, Email: zhuhongsong@jiie.ac.cn



