#5594 i B %4 %M Vol. 5 No. 4
2020 4£ 7 H Journal of Cyber Security July, 2020

B E XM 4% P SRR H A B I T R B i ik
B2 A B R

rh E R RS SRS, Jbst TE 100093
P E RSB Mg AR, dbnt P E 100049

TEE  TEtEmMgs, G205 T 2% D) B 4 i1 TR 47 5 4 A B0 60 i 3o 1 T2 B R & 0, H BB IR AE— N T ik
o, XX PR TR 2 A I ) R P N I 4% B 45 (P BT I o SRR B U 4% (Software-Defined Networking, SDN)/F 24— P AL (1)
P 259, 30 T 4 T TS B T A RS SO R T AR e I 48 B R AN A o RN 0 A £ 4 TR R J T LA DL 0] I 28 4% 2% B 1 G
FEMIRE I3t T 152 SDN N, Wi Mg, 28 38M . 48000 SDN w0 R 3G 7T EA% DL T gmFE 1 S50 A
R UUBINFI Z P AR . ARSI SDN WIS b ) BT FERL BTy, B9850 2 4L T SDN I 4% [0 G B 0 Yl LA & ek H
B, SRJE XS VA ThD 42 0 R O ST TRIATAE 1) 22 b B8 U5 v 20 B DA AT B AL AR e T R i A Ra g, e fa el ok
MBS TARAT TR, FrEEl T — S e i o7 W o

KRR B S 24 BRIEIHFEI T

FREXESES TP393 DOI S 10.19363/J.cnki.cn10-1380/tn.2020.07.06

Survey on Resource Consumption Attacks and Defenses in
Software-Defined Networking

XU Jianfeng'?, WANG Liming', XU Zhen'

! Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract In traditional networks, a control plane integrating various network functions and a data plane responsible for
forwarding packets, are tightly coupled and typically embedded within a single proprietary device, which severely limits
the flexibility of network management and the potential for network service innovation. Software-Defined Networking
(SDN), as a promising network paradigm, circumvents these deficiencies in traditional networks via decoupling the control
plane from the data plane. With the excitement of holistic visibility across the network and the ability to program network
devices directly, researchers have rushed to present a range of new SDN-enhanced application scenarios, such as data cen-
ter networks, cloud and wide area networks. The flexibility, manageability and programmability brought by SDN, however,
come at the cost of new security challenges. This paper focuses on resource consumption attacks in SDN networks. It first
introduces the key resources and attack targets in SDN, and then summarizes and analyzes the possible consumption at-
tacks and existing countermeasures in control plane, control channel, and data plane. Finally, this survey paper discusses
some future works and suggested research directions.
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Figure 7 Impact of striking attack on controller CPU
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Figure 11 Impact of Packet-In attack on control
channel bandwidth
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Figure 13 Attack effect of malicious rule injection
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