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In 2018, Niu et al. [ 1] proposed a measurement-device-indepen-
dent quantum secure direct communication (MDI-QSDC) protocol
and quantum dialogue (MDI-QD) protocol using Einstein-Podol-
sky-Rosen (EPR) pairs. In their protocols, the two legitimate parties
prepare two sets of EPR pairs in their locations, and send the part-
ner qubits of their EPR pairs to an untrusted third party (UTP). Here
we analyze these protocols and show that 50% of the information
about the secret message bits is leaked out in both the protocols.

MDI-QSDC protocol [1]. There are three parties in this protocol,
namely, Alice - the sender, Bob - the receiver, and Charlie - an
UTP, who performs all the measurements. They use the EPR
pairs |@*),|¥*) for sending the message bits, where, |®*) =
75 (100) £[11)), [P+ = 5 (101) £10)). The steps of the protocol
are as follows:

1. Alice (Bob) prepares n EPR pairs randomly in |P*) states and
creates two sequences Sy, and Sa, (Sp, and Sg, ) of single photons,
such that for 1 < i < n, the i-th qubits of S4, and S4, (S, and Sg,)
are partners of each other in the i-th EPR pair. Alice (Bob) also
chooses m single qubit states randomly from
{10).11).]+) = J5(10) + [1)),|-) = J5(10) = [1))} and inserts
these qubits in random positions of Ss, (Sg,), and let the new
sequence be C,, (Cg,) containing (n+m) single qubit states.
They send the sequences C,, and Cg, to Charlie, who makes Bell
measurement on each pair of C,, and Cg, and announces the
result.

2. Alice and Bob announce the positions of the single qubit states
in the sequences C4, and Cp, respectively. For 1 <i<n+m,
three cases may arise. (i) Both the i-th qubits are from S,, and
Ss,, and as a result of quantum entanglement swapping [2],
the Bell measurement converts the corresponding partner
qubits of S4, and Sg, into an EPR pair. (ii) Both of them are single
qubits, then Alice and Bob exchange the basis information of
their single qubits and if the bases are different, then they dis-
card the measurement result. Else it is used for security check-
ing, they estimate the error in the channel and decide to

* Corresponding author.
E-mail address: goutam.paul@isical.ac.in (G. Paul).

https://doi.org/10.1016/j.scib.2020.09.015

continue the protocol or not. (iii) One of the i-th qubit is a single
qubit and another is a partner qubit of an EPR pair, then Alice
and Bob discard the i-th Bell measurement result.

3. Alice and Bob discard the qubits, which are not entangled, from
their sequences S, and Sg,, and make the new sequences M,
and M respectively. Let each new sequence contain (n — §) sin-
gle qubits (number of discarded qubits is §). Alice performs the
unitary operation ¢, [3], on the qubits of M4, whose initial
states were |¥*). Now for 1 <i<n—4, only Bob knows the
actual state of the i-th qubit pair (Ma;, Mg;) (which is a Bell
state).

4. Message encoding: Alice puts some random checking bits on
random positions of her message. She applies one of the four
unitary operators (Pauli matrices [3]), I, oy,i0, and &, on the
qubits of My, to encode the information 00,01,10 and 11
respectively. To make the protocol secure against the inter-
cept-and-resend attack, Bob randomly applies I or ¢, on the
qubits of Mj. They send the sequences My, My to Charlie, who
measures each pair of qubits of M4 and My on Bell basis and
announces the result. From the measurement outcomes, Bob
decodes the message of Alice. Then Alice announces the posi-
tions and values of the random checking bits, and from this
information, they can check the integrity of the message. A
non-negligible error implies the existence of some eavesdrop-
per in the channel.

MDI-QD protocol [1]. This is a simple generalization of the previ-
ous MDI-QSDC protocol. The first two steps are the same as above.
To encode their messages, Alice and Bob divide the pair of the
sequences (M, M3) into two disjoint parts (M}, M}) and (M3, M2).
One part is used for sending the message from Alice to Bob and
another part is used for sending a message from Bob to Alice.

Security loophole of the two protocols. Here, we explicitly analyze
the MDI-QSDC protocol discussed in the previous section. After
Charlie has done the first set of Bell measurements of the qubit
pairs of S, and Sg, in Step 1, the qubit pairs of Sy, and Sz, become
entangled due to entanglement swapping. If the Bell measurement
result of a qubit pair of Ss, and S, is in the set ® = {|®7), |®7)}
(¥ = {|¥"),|¥7)}), then also the joint state of the corresponding
qubit pair of Sa, and Sg, is in the set ® (V). So Charlie exactly knows
that the qubit pair (Mu;, M3;) is in the set ® or ¥ (1 <i<n—9).

2095-9273/© 2020 Science China Press. Published by Elsevier B.V. and Science China Press. All rights reserved.


https://doi.org/10.1016/j.scib.2020.09.015
mailto:goutam.paul@isical.ac.in
https://doi.org/10.1016/j.scib.2020.09.015
http://www.sciencedirect.com/science/journal/20959273
http://www.elsevier.com/locate/scib

N. Das, G. Paul/Science Bulletin 65 (2020) 2048-2049 2049

Alice applies ¢, on the qubits of M,, whose corresponding initial
states were |¥*), but Charlie’s knowledge about the state of
(Ma;, Mp;) remains same.

We now show that Charlie (or any eavesdropper) can get partial
information about the secret without any active attack. Let for
some i, after Alice and Bob apply their unitary operators, the states
My, and Mg become N, and Np, respectively. If the joint state
(Ma;;Mp,) € ® or ¥, then after applying I or g, on M, (Mj,), the
joint state (Na,Ms,) ((Ma,,Ng,)) remains in the same set ® or ¥
respectively. In other words, both I and o, are applied on M,, or
Mg, or both My, and Mg, map the set ® to ®, and ¥ to ¥. That is,
for both the mappings, the domain and the range sets are same,
and if both the joint states (M, ,Mjg,) and (N, Np) belong to the
same subset of the Bell states ® or ¥, then Charlie concludes that
the message bits are bb. Otherwise, when (M, Mp,) and (Na,, Ng,)
belong to two different subsets ® or ¥, then Charlie concludes that
the message bits are bb, where b € {0, 1} and b = bit complement of
b. Thus Charlie can get the i-th bit of the secret information with
probability 1/2, then the Shannon entropy is equal to
fzjz:] 1logl =1 bit. That means, only one bit among two bits of
secret information is unknown to Charlie. From the viewpoint of
information theory, this is equivalent to the event that, among
two bits of secret information, Charlie knows the exact value of
one bit and does not have any knowledge about the other bit. Thus
we can say that, here in this MDI-QSDC protocol, only fifty percent
of the secret message communicated securely. By the same argu-
ment, we can say that the MDI-QD protocol proposed in Ref. [1]
is also not secure against information leakage. So, the main prob-
lem in this encoding rule is, Bob’s random unitary operations can
not lower down the information of Charlie about the secret mes-
sage. In the next section, we propose a remedy to overcome this
security flaw.

Proposed modifications to improve security. We modify the MDI-
QSDC protocol, to make it secure against information leakage. To
resolve the problem discussed above, Bob needs to apply some ran-
dom unitary operators on Mg, such that the union of the range sets,
of his unitary operators, becomes the whole set of Bell states.

We consider two sets of linear transformations 7; = {I, .} and
F, = {0y,i0y}, where both the domains and ranges of these linear
transformations are ® and Y. Then, f € F; implies that f maps the
set @ to ® and the set ¥ to ¥ (ignoring the global phases of the Bell
states). Again, f € F, implies that f maps the set @ to ¥ and the set
Y to @. Let for any mapping f, D(f) and R(f) be the domain and
range of f respectively. If Bob uses both his unitary operators from
the same set F; or £, (i.e., Bob’s unitary operator
f1.f2= D) =D(,) =D (say) and R(f;) =R(f;) =R (say)
where both D and R are either ® or Y¥), then
(Na;,Np,) € R = (Na,,Mp,) € D. As Charlie knows exactly the set ®
or ¥ in which the state (M, Mp,) belongs, thus from the knowl-
edge that (Nu,Ms,) € D, Charlie gets the information that “both
the bits of Alice’s two bits message are equal or not”.

Now let the two unitary operators of Bob be f; and f,, where
f1 €71 and f, € F,. Then D(f,) = D(f,) = D (say) implies R(f,)
and R(f,) are disjoint, thus R(f;) UR(f,) contains all the Bell
states. As Bob randomly chooses between f, and f,, therefore from
the exact state of (Nj,, Np,), Charlie does not know the exact set of
the state (Na,, Mj,).

Hence the collection of all possible choices of Bob’s random uni-
tary operator pairs, from the set of Pauli matrices, is
{(f1,f2) : f1 € F1and f, € F,}, ie., there are four options for Bob

to choose his pair of unitary operators and they are: I and oy; 1
and iogy; 0, and oy; 0, and iog,. One can easily check that, if Bob
(for MDI-QD, the receiver) uses any one pair from the above set
as his random unitary operators, then both the protocols prevent
the information leakage problem.

In summary, we have analyzed Niu et al.’s MDI quantum com-
munication protocols and observed that both of them insecure
against information leakage, and one bit among two bits of infor-
mation is always leaked without any active attack. Then we have
proposed modification of these protocols, which are secure against
such information leakage problem. We also characterize the set of
Pauli operators, which can alternatively be used to bypass the
security flaws.

Note: After submitting our current work to arXiv.org
(arXiv:2006.05263), the authors of Ref. [1] corrected their flaw
independently in Ref. [4] by replacing the cover operation from
{l,0,} to {I, 04, gy, 0,}. They also simplified the protocol by prepar-
ing the EPR pairs all in state |yy~). However, in addition to the cor-
rection, we also discussed and analyzed the information leakage
problem.
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