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Abstract: Focusing on the large decryption overhead of the resource limited edge devices and the lack of effective user
tracking and revocation in attribute-based encryption, a traceable and revocable Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) scheme supporting cloud-fog computing was proposed. Firstly, through the introduction of fog nodes,
the ciphertext storage and outsourcing decryption were able to be carried out on fog nodes near the users, which not only
effectively protected users’ private data, but also reduced users’ computing overhead. Then, in response to the behaviors
such as user permission changes, users intentionally or unintentionally leaking their own keys in the attribute-based
encryption system, user tracking and revocation functions were added. Finally, after the identity of malicious user with the
above behaviors was tracked through the algorithm, the user would be added to the revocation list, so that user’s access right
was cancelled. The performance analysis shows that the decryption overhead at the user end is reduced to one multiplication
and one exponential operation, which can save large bandwidth and decryption time for users; at the same time, the
proposed scheme supports the tracking and revocation of malicious users. Therefore, the proposed scheme is suitable for data
sharing of devices with limited computing resources in cloud-fog environment.
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Covernodes .
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Tab. 2 System function comparison of different schemes
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Tab. 3 System efficiency comparison of different schemes
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