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Detection Method for JPEG Image Based on the Difference of DCT Coefficient Histograms
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Abstract : JEPG format of images is the most widely used image format in people’ s daily life, so the tamper detection on this kind of

image has a more important significance. Under the theoretical basis that the tampered area in the compressed JPEG image is equivalent

to one compression, the basic principles of one and double compressed JEPG image were researched. The influence of the size of rela-

tionship between quality factors (), and (), on the histogram of DCT coefficients of the double compressed image was analyzed, and two

cases were carried out to find its histogram by the image block DCT coefficients. Then different methods were used to determine whether

the image block was compressed once or twice. Finally, image tamper detection algorithm for JPEG image based on DCT coefficients

histogram was proposed. Experiments showed that the algorithm is not only low computational complexity, but also has a good detection

and location results.
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Fig.1 Process of JPEG compression and decompression
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Fig.3 Contrast of DCT coefficient histograms at D,

between one and double compressions
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Fig.4 DCT coefficient histograms analysis
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Fig.7 Image tampered and detection results
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