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Abstract At present, with the large-scale use of the Android system, the types of malware based on the Android
system are emerging in endlessly, and the types of viruses are increasing. Aiming at the problems of incomplete de-
tection of single feature of the Android system malware, low accuracy rate, and high false alarm rate, this article
proposed a mobile terminal malware detection analysis method based on mixed dynamic and static features to im-
prove the coverage, accuracy and efficiency of malware detection for Android systems. By combining the feature
values extracted by the two detection methods, such as the static analysis and dynamic analysis method, the effi-
ciency and accuracy of malware detection are further improved. First, the paper built high-risk permissions and sen-
sitive API libraries based on the improved CHI method and the K-Means method optimized by the agglomerated
hierarchical clustering method, and then extracted the mixed characteristics of the mobile terminal system from static
analysis and dynamic analysis. In the static analysis, the APK file was decompiled firstly, and the permission appli-
cation characteristics and sensitive API call characteristics were analyzed. In the dynamic analysis, the dynamic be-
havior characteristics during the running of the APP were monitored in real time, and the frequency of sensitive API
calls during the running process was extracted. Characteristics and system status characteristics. Then the paper used
dispersion standardization, TF-IDF weight analysis method and optimal sequence graph method to normalize the
mixed features and assign feature weights. Finally, the data sets downloaded from VirusShare and Drebin was
de-duplicated and other related processing will be carried out. Then, the malware detection methods based on the
mixed features proposed in this article was compared and evaluated, Experiments results showed that this method in
this paper had good accuracy and efficiency for the detection of Android system malware, and effectively improves
the detection accuracy of malware.
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Table 4 Permission grouping after removing permission correlation
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K, BAlge—4 APK X HILZ A classes.dex
o BRI, ARSCIET Dex SCHTHI ) &S APT 1 H 1
ATER AR IS

T Dex SCHF/&4uitit o i 1 se i, Joisk
BT A, BT 20K Dex SCIFEAT [ vk, 18
b 5 G B JE I SO IEAT 23 AT, A e A B BUK API
Y I ESR RS B e UET R HT Dex ST
J7 A = — 2 HEK Dex X dump 3 txt A
o, SRJE AT txt SO, IR TR AT B R 2
e T dex2jar ¥4 Dex SCAFAFELAL jar, FRIEIE XJad
HHAT java [ G PEAF 2IWEAS, XFh 7 20T LA R 1
fish, AR A S 4 6 T A FH 19 java SO, R Tib £4
AR gmiE K, —JE 4 Dex UM R Si1ERL Smali
w6 S, XS ) SO B A I — R, i)
R PEAR . 45 b, ASCIEPEAE T bakSmali K Dex
S I G PR Smali SCPF, AR5 X Smali SCHFREAT 737 o

WAE 21 PR B APL A A
APIs = {apiy, apiy, -, apisg}, MUK APTHEXT W 1) FH
AL BN Fsaric (APIS) = {fy, f2r ) fao}, HAFAE
M ERICEMEMLS = {0, 1} (i =1,2,-,40), WAL
THI A B0 APT (R SRR AE SR O R G

(1) fi#ths APK 3CHF, $2HCH L A classes.dex
SCAF, 1§ bakSmali.jar [ 4w F % Smali SCAF;

(2) HafF—A> Smali 3CfF, USACHA.method Tk
(745, BEUITA Android 48 AP, #4381 Smali 43X
(1) APL BB APIS 1 pre gati = AQPis1,aDIsy,  sapig, }, tL
o, n AEEATICEANEL, B APK SCHF Smali 4424 AP
NG

X1 Smali #:UHEE— A API JCHKapis; €
APISipg_smaii = 1,2,--,n), ZHBUK APl £5H
Smali # A0 R 6, LA 1IE A% UM APL, %
Hapi;, #i2api; = api; € APIs, WHWi%Z APK
SCHHR T B APL B N IR AE 1) SR T
REHM L B = 1; /NS = 0.

Fz 6 ERHDEUE API XM AY Smali 48 XF BB R

Table 6 Comparison table of Smali format corresponding to some sensitive APIs

B g API Smali #% 3\ API
REE AT android.location.LocationManager.getLastKnownLocation Landroid/location/LocationManager;->getLastKnownLocation
RECRTIRES android.telephony.TelephonyManager.listen Landroid/telephony/TelephonyManager;->listen
PRI WIFDIRZE  android.net.wifi. WifiManager.getWifiState Landroid/net/wifi/WifiManager;->getWifiState
THERHT T android.bluetooth.BluetoothAdapter.enable Landroid/bluetooth/BluetoothAdapter;->enable
KIERAE android.telephony.SmsManager.sendTextMessage Landroid/telephony/SmsManager;->send TextMessage
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WL U API Smali #% 3\ API

£ android.os.SystemVibrator.vibrate Landroid/os/SystemVibrator;->vibrate

KILAECAIE R android.telephony.gsm.SmsManager.sendDataMessage Landroid/telephony/gsm/SmsManager;->sendDataMessage

WA android.telephony.SmsManager.downloadMultimediaMessage ~ Landroid/telephony/SmsManager;->downloadMultimediaMessage

Ihok android.media.MediaRecorder.start Landroid/media/MediaRecorder;->start

SR android.media.MediaRecorder.stop Landroid/media/MediaRecorder;->stop

FIFF RS L android.hardware.camera2.CameraManager.openCamera Landroid/hardware/camera2/CameraManager;->openCamera

A ER SR AL SR I A T AN S s
T 1 T 7 7 S BB PR B A R A SR G 5 — Dy i o T
[FBURE APL I S AR AL BRI e TP R AR i
I C e EIRPIAS /DN REAT T RN HIR, AT
H SR BRI H R A 3 B

Hik3: AR ERE

A SERBRALERP = (p1, D2 -+ D1a)s

apk U,

WU APL4EHAPIs = {apiy, api,,..., apis}

Bt BRI I B Fspagcpery s APTHES

1 43#71 AndroidManifest.xml SC£F P %

2 "B APK BUREEP p = (D1, D20+, D0}

3IF p; € Pypx ANDp; = p; € P{i=12,...,14}
THEN

46 =1

ELSE

56=00=12...,14)

6 RETURN Fqric(Per) = {f1, f2, .-+, f1a}

7 WHILE Fstatic(APIs) = {f1, f2,---, fao}
ANDf; = {0, 1} (i =1,2,...,40)

DO

8 APK - classes.dex 3Cf:

9 classes.dex = bakSmali.jar = Smail ({4

10 .method - API

11
RETURN APIsppg—smaii = {apis1, apisz, ..., apisn}
12 IF  apis; € APIsppg—smaii G =1,2,...,1)
AND api; = api; € APIs
THEN
13 fi=1
ELSE
14 f; =0
15 END
3.2 ETF App BIsh 4SRN 7%

fGi T APK SCAFSe IR Ay AL AT A 1) 7
AN AL BL5E A il A S R O I A AR, HLH T

APK SCAFHAR B IRVE AL, P AKSER S
MR A B BEAR R o PRI, 38 75 SR UCR R AF
(MBI AFFIERAE AR 7E

3.2.1  THIABUR APLE R AR [ 3h A REAE SR

Android B A B TR 1L App BAT G L
T, RILFEAT R L RGN AH R N BEAT 1) — R A
I LD IR AT J 23 W RIS,

AICAF ] Xposed HEZXREUEK APT 1 FHAR IRy
AEHEAT$EIN . Xposed £E X} Java J7 74 3E4T Hook I, 4G
¥ Dalvik HE U Hl 19 directMethod &
nativeMethod Gl I & XObR IR BESEIR); AR A 1%
¥ nativeFunc H5E [ 45 7] . Xposed SEHLI)—A
native J5vk, XKL Java 7R AIES, w8
B H 3 7] )5 1) native J77%, Xposed HLiEs T HIH
{E1Z% native /715, Xposed H X} 5 Java J7vkidEAT
W, FERAATEREAN A7 (B2 XThRe), |
Il Hook #i% Java J5i%. Hook i/ unlsl 2

Fr7s o

APP HURAPI

VAT R

(2) Hook /i

APP ELETAT HHURAPI

(1) Hookif

2 Hook Fifg %t tLE
Figure 2 Comparison before and after Hook

WA 23 WA BB APL £S5 A
APIs = {apiy,apiy,..., apise}, HUE APL HXH N
2 A AL 17 %y‘jFDynamiC ={fu.f2r--- fao}s HERA
FEAS App XN RBUR APT R AT VCRFAE 1) o 254
WEHR f; = 0 (i=12,...,40) WA L [ MR
APT W AR () B AR AR SR B AR U T

(1) 3K Android #3)j%ii root B, %3¢ Xposed
HESE, 58 F T FF A0 18 ) B0U2% APT i FH AR Hook
(RadiftE, EE %z, 1217 App BTSN,
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() #HAH RS APL #iHH, HilEapiy, =
api; € APIs (j = 1,2,...,40), Wic s AU K
B ok, BEHiZ AP XN HHRFAE ST ERALS; = fj + k-
Wys, Horh, Woyg 2 fiiHin AP # H I id sk 1) R 4
PRAFFAE ) A VA5 3 B R AL R

(3) AW AT LB (2), JF¥ AR App {5 B
I AU APT A 0 K AL 1] B2 DR A7 AE J5 5 s
e,

DT 1) B8R APT I ISR IR B AR AEAS A IR
e

FDynamic ={fuvf2--) fao} fi €10,+x)

322 HERGRSHFI SRR

T Xposed HEALX 0B API 4T Hook DAFZHX
App IZATIHEUER APL P AR B ASFFE . BRINTE
LR, A UK AP FH IS (35U 2 — 30, B
7 P& A PAT AT I I I RGORE . H
5L b, BE BRI BGEAT R R, AR SORIL
R AAEA R RGORS T AT AT A A —FE,
[F] I AT % AT A BRI AS—FF o e S AT
App AT 5 GARAS IS, LI 09 A s ARk TR 4
AL L AR T 6 RS IR B =18 2, R

App AP REAERE T B8R R B LA
FEAERES FRIRBE S 2 .

ARSI A B s ] Android7.0 hicA:
() /N KT, 38 e 4 o1 ) A% DR 25 kA7 0k Bl i 7 5ok
SERMCEES . BRI ] — N s, RYERIES
MR APL MRS BER, il hnilo% 2 A
AR AR T Eis 4T, o3 AL 5 & Al
B, SRS R AT AP BES &0, G805
TR 2 FhAS R B KA AT R 5 43 B o AR5 A )
— MR RN H g5, 6 APL I H % 3 gk
AT M, Blan o ik £ — A~ R — AR R
P, AKX AR G2 T & A APL (WIS
O, ZJE SR XA A e B Db A
PR B H PR EEARIg 5 X APL B H
T

RSO A 2.1 AR B 1) A FE AR SR b
BLIEHL 5000 NFEANEMNR 30T o 78 [l — Bl 25 21455
T, eI AT ERT B 5 6 sebE R IR
PO AR B R B TS )G LR S TR
U APT M. A IR APT B A0IR), DI A
49 10 min, ZEit Gl anEl 3. &l 4 Pros.

T MPERME P AR

)<

SR API FhZEH

Figure 3 Number of sensitive API types called
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Figure 4 Total number of calls to sensitive API

DUk, M S Edls, ASCIAR Android AR
PEAESL L R GUIRAS N HAT S TEAT N IR REME K,
BIE JA & B AT S AT 0 I m] REE ELAE 1T & hAT
(KR RETE 2 AR DRIRE T AT 84T 0 (0 mT g
PEECAE S SRR T HAT B EAT A T Be vl S vy A

PP ARARAE IR N AT B AT A T Be 2 e A2 ]
BARRE T HATEEAT A REVEE . BTEL, £
Hook #/& API I 4% R G AR S IR AT 22
W2 éfﬂﬁm#ﬁm%j‘jFSYs = {factive'fuserv fbkg}a
FRAE ) AR B I IR 7 P e, RGUIRASRFLE



P Al — PR TR AR AL AR B 28 i R A A I ik

I EAEWAA S = {01} = 1,2,3).

R7T RGERTSHHEREEIRA

Table 7 Description of system state eigenvector value

FHILE B

factive FEAT AL T BEIRAS
fuser R AT
foreg AT G GRS

T AW RGORAS I 5 v E T Lllid Xposed
HEZE Hook 21, RIASSCHE Hook #UZK API 1) [F] Y,
WX RGURS I T V5B B0 AT Hook, 11t Hook J
VR [BME R W R GRS

1615 B0 R SR & R AE 1) & Feys =
{Factives fuser forg} 5, FH T AN T2 R AE 7] & 1)
B A G BT THI ) BBUBE APT 18 FH AR I 8) A FRAIE
W5 F pynamic (APD HVRFAEAE o BRI, 7 SEAR i R A1k
0] 5 F gy s TH AU FE Wy o

T8, AN factives Fuser M forg L 1A HE 2
FREE A —FER), KT e AT 22 ) F A BE (1) ) W i)
SR s, kNN AN 5

factive > fuser > fbkg

PRI, ASSCRH “OLr LY ki =& 2 01
BERAR, W03 8 Fis.

*8 ARFRTHERENERFE
Table 8 Weight precedence graph of system state ei-

genvectors
factive fuser fokg
factive 0.5 0.5 1
fuser 0 0.5 1
fokg 0 0 0.5

ok, Wk 7 sty B, R8I UR API
WA FH IS B R AR AR ) S B A A

) EA B R AT o A, 2R
i (i = 1,2,3)47 0 N ACEW, W2 20 (8) B s

o Yj=1Wij 0
w; Z—i=12j=1wi,j X 100% ®)

Hor, wy AR ISR § AT 5B BT ERAE;
() THE UK APT 1 F I REAE AR 4 Bh A
WAL, A RO)FTR,
Weys = Z?:1fi Wi 9)
H, fih RGUIRSFHE
fi € Fsys = {factive fusers fokg} = {f1, f2, f3}
W, A @) THE A H

129
4 ETIHEamHERERAZE

76 3.1 T, ARSCHET APK SCARHRHCEIT )

FEAUPRFI RIS APT i FH 1) B AR AE ) 12
Fsaric = {0 for--) fiw-o fsa}

1E 3.2 5, AT Xposed HESEARHLF [H 7]
B APT I ] UK (0 3 28 R AL 1) 8 Fpynamic =
{fi f2r---r faodr fi € [0, +oo) FIRGURAHFAL 1) :

Foys = {factive’ fuser'fbkg}O

H, AR T s G RS R IEA A B

AW
FHybrid = {Fstatic FDynamic(API)}

RYURSFHE 7 5 F gy s H T F pynamic (AP PR
AEAESH B .
41 BEFFET— LR

HH AR S S T T SR AL 1) R TR R
DATEAT 73 A0 I, 5 3 — 5 AR ARG AR )oK, DR
BETH SR 25 O 1) TR A, AT O 25 55 B 23 80U
PRI, i OO AL o) R AT H — A

Hi 3.1 T AT AN, BRI 1) 5 F g qpic H AU IT A S
TEAH Y IE TS R B AE [0, 1) 22 10), ANTFZEX Fopqeic 13
AT I — AL A B2 T B A5 1 1 B F e P I BT4
R AEAE I U YE I AE [0, +00), M0 B LT — 4k 31
[0, 1]DXTAIPY .

AICKRH B AL J5 AT A — A B,
¥ fi € Fpynamic (0 = 1,2,...,40), HIH— 16315
WA 105

— fi_fmin
fi = fmingay (i=1,2,..,40) (10)

oA, foax M Foynamic P 5 K AL, fonin N
F pymamic P NEFIEAL

H ik, 2k IH— AL B S I 8 &R AE ) = 0T
&y

Fpynamic = {fi: f2r--0 faod f; € [0,1]

4.2 REYHENERELE

HH T A SCAE 3.2.2 13RI T 1T 17 RGOIRAS IEF
HE 1) B Fgys, U1 RER X )20 AP i A
VR EAE 1 4 BV A Wy, HOG I E H R84
B 11 F i [AREGE RS UL, 72 4.1 Firp
BEAT A — AL AL B2 BT R AL [7) 3 F pyngmic B A4
SRR AR EE T PrbA, AT 77 S 0 5y
E 1) FEF gpqpic AT B AR AL 2

ASCR M “TE-IDF” S5 30100 # A 44E 10) 4
Foraric HATRUCERE AL HE . RN N MR APK FEA
D = {dy, dy,...,dy} AT i AR RRAE AR 2 I (5 Ah 2
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Xﬁ?ﬁ/l\%ﬁﬁfi € Fgiatic = {f1'f2,---'f54} (=
1,2,...,54), HAEK(EAAB R

(1) VWEfAE APK A A d; (= 1,2,...,N)T
) TF 18, =R
TF,; = % (11)

Forpr, e R A PR TG 3R ;0 I 1) e 1 A PR

U APT tH IR IIIREL, T W Fgpqeic P T RFIE TG 24T

I (1) v FE AN B Uk APT AERE AR v HH I I HR
(2) IHE S IDF {H, w2aR2)F7R:

N
IDF; = log# (12)

Forp, NS APK HEARBHG NGRS £ N e
FEAL PR AU APT IR APK FEAEL

3) WHELABEA, WaXA3)FR:

w; = TF;j-IDF; (13)

R, 53 AR T ) B8 F g X I B 7 04
Wiaric = (Wi, wa, ..., Wse}, NUXﬁFStaticiﬁﬁﬂEM
fHIH5H

Fstatic = Fstatic X Wseatic = {fi f2r---» fsa}

Zi b, &k — 4k 4k BRSO (8 4 BE S 1RV
BRFAE ) A

F }-berid = {F _,S‘tatic' F bynamic}

= {fir far- fsa fssr oo fou)
5 KmSHERSMH

51 KBNHASEEINE

ARSI BT R B ) o APK SO, MR APK X
PR B R IR e A1 R APK B 4R
B APK Hflige . Hrh, R4E APK £odi 8202 A E 4
Android N HTT34(Bi 5 M Google Play) b T 211,
M5 E APK 4l 4 0 35 44 3% B R A W il
VirusShare fiDrebin Tk,

H T ARG R 8 APK SCHES AT, H b
O3 SCA A 20k v BE I By 7 ), 35 43 SO el 2 O B
BeE, A — A VE R B AR B 3 2 s
1To P, ASCExS ik APK S8R4T ik 25
1556, i FH ApkTool T H J 4 % 4 AN SCHF, FRECCH
FEARME R, BRI IR G PR A B A BN A 1 34
ok, MR SRR A EAE RD xF Ee A5 B, B
FM APK UM d)a, TERCEE h 2 aia T %4
APK S, LBRoik e el e 38 KM LA K s AT
(0. il ik 2 BB IR )G, AN SCE 4 T 50504
I3 AR LT 8000 AN Horp, M APK U SN
4000 1, R APK ST 4000 4. i s
FRAESEEN . B A RRAEFE OB AE B4t AL #1450 B8,

kSR A TN ZR 7 SRR I R B 547 8000 A
FEAL -

ARSI SIS IABE 7> J 5y #8534 Hadoop
=G, M=% RS HAN, KEWE 9 P,
J1 - E o AR A B, BCEER 10 PR,

%9 Hadoop =T RBEFEE
Table 9 Hadoop Device configuration of cloud plat-

form
BAERS A7 JDK A Hadoop WA Spark A
CentOS 7 32GB 1.8.0_181 2.9.1 1.5.1

F10 BamlitigEiE
Table 10 Mobile terminal test equipment configura-
tion
% ahim R 4t W77 S
Android 7.0 4GB 32GB

BRIERSE
MIUI 10.1

5.2 SEEELTMIER

% TP(True Positive) Ay 85 = FCHF A T A % 7= F)
FEAL, TN(True Negative) Ay R AEFAFHE 4 KA1
FIFEA KL, FP(False Positive)h K14 #4735
BFEAKL, FN(False Negative) k5%t 5 2E i 10l
RPEIREARE . DA SRR ) F 2 v 0% TR A G D A
R RO FR PR 03 11 s

11 AEMEE S LT IEHR
Table 11 The classification evaluation index of the
detection model is given in this paper

b i
P
TPR =
TPR TP+ FN
FP
FPR =
FPR TN + FP
TP+TN
ACC ACC=— —
e TP+FP+TN+FN
.. P
Precision
TP+ FP
Recall R = i
TP+ FN
F,-Score L= 2P xR
P+R

Herh, TPR = Recall, o4 A4 A 8% = 0
A, HOE SRR 5 P A R I Ll
53 XtbikieFnso A

ASCAEGE— 7 IR (BT CART HIBEHLARM
B J3 3 AL O e 2 1) 2 i T A R AR U V3
AR b . AR Bk n T

(1) A% SSedt (1) CHI & v 75 130 26 e S AN B A

fEHALSE CHI SEvt VAT i fe A BR A A7 75 Bk
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i (AR PR ARAE 55 A FAHSA R s i), A
T30 326 HH R () S AR A2 AL T2 I IE R AL
B, 55 Google 74 G RABRMILL, FEA4IF
ANTERES o ASSCAE AT CHI STt T A0
FfE AR, PR SE CHI Jrvkdiik ok i mfaAx

BR4E15 Google B s fa B PR HE 5 506 L 12 s

R12 CHIFZMHRIESRINIRESEAHMESR
Table 12 The high-risk permission set and official
coincidence rate before and after the improvement of

CHI method (%)
. FGBUREE T T R bR i
CHIE gt BB L
Betiai] 62.5 50.0
Breuias 833 66.7

ATLUE Y, RAISGE S CHI Gevt I 0k t
K fFEAUREE 5 Google T J5 45 Hi W fE B AL IR 5
S I AR, UEIAS S I ORI e S PR B
W3 SE2 B N ]

(2) EBRBBRZ R AR

1) L BRABR R AR ST 5 3170 SRR IR 5

1T Android BUFRZ [AI R B JF AN 58 a7 1, 1T
AETT RN G — I A i — AL IR, R4 P B PR 22
ARG PR 2o DRI, AR SOR EE 25 BRASURR 22 1] AH Sk
B JE 0 o0 RBCR I, W3 13 .

F 13 EMRBPUREXMERTE N T 9 X RF M0
Table 13 The influence of removing authority
relevance on classification effect (%)

JeBRBLPRAH
Kt
PR i) 90.6 9.0 91.0 90.6 90.8 91.0

TPR FPR  Precision Recall ACC F1

PN 96.0 3.5 96.4 96.0 96.3 96.2

AT LUE Y, ARSCAE R BRBRR 1] I AH G E, A
IS RFAE ] B ) AR BRAS T, 0 HAR SR 24 3 RACR
b, WA ER .

2) Al &R Z IR R EEANAL I K-Means 572
BRI AR OCHE: A AL 48 K-Means SIEXNT &
FEACPR 2 18] () AH DG PR EAT 22 AR P, FLAR BRI RCR
IRKFERE B2 B RO B 5 o PRI, AT
R Z RS K-Means 5K XT AL 4
K-Means 50T RRCR 520, W3k 14 Frs.

A CAE H, AT 3R 2 IR R H A
it K-Means S35 a0 e R PR AR 3T J 2R AL, HL
B BARIAE 73 BRI 42T
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% 14 it K-Means B ERIE X T LRI M
Table 14 Influence of K-Means algorithm
optimization on classification effect (%)
K-Means £y TPR  FPR Precision Recall ~ACC F1
AT 93.0 8.0 92.1 930 925 925
s 96.0 3.5 96.4 96.0 96.3 96.2

(3) Al AR IR 2 e A1 i B DAk 2D A R A 1
I

AT SR R WUUBE APL TE App 1247 T
I RBD AR, A8 3CHE Hook BUEK APT I [ 1 ic 53¢
ARG RPRARAE, T DUSE I i 4 3 A4
P o R LEATE Y AR GUIR R A 4 B AL Bh A RS AR S I
e T e & 7 FCR I, WA 15 s

* 15 (ERRGRSEHER AL SHHERNATE N T
DRI
Table 15 Influence of dynamic feature extraction op-
timized by system state feature on classification effect (%)
EX RN
fiE
i I 91.5 7.5 924 915 920 919
e 96.0 35 964 960 963 962

TPR FPR Precision Recall ACC F1

AT LVE Y, A SCHEAE I R GUIRS AR 3h 25
R LSRR 5, AR I SRR AR W
¥t

(4) A5 Sl Ik A A D 25 TR A AL )
pifE

Bt Xt B IR AIE Tk 4 T A R R R T g
2 R AR ) A, A SCAR T Bl IR 3 R AR A D A
R 17 PR AR A o 6 B A B — R R AT TR 5 AR 2R
J PR R AIE 17 B B 280 AR IK W, W3k 16
I

F 16 (FRE—HFEMRESHFEN T LRI
Table 16 The influence of using single feature and
mixed feature on classification effect (%)
RFIEIE$E TPR FPR Precision Recall ACC F1
HARHE 855 160 842 855 848 848
HIARHE 905 1.0 89.1 90.5 89.8 898
AICRAE
FHIE

96.0 3.5 96.4 96.0 96.3 96.2

AT LLVE Y, AR SCAEAE H 3 R A R AR 4 e Ak
PR IbREfE, FER AR RUR LA H BERT.
RSO FIRXTEE SRS R 5 k. 10 ¥k 15 IKFI
20 RA-HTAE SIS, XRIRE EE ACC 23 7 HCE3)
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{H, BRI et 5 Bros, $rgext b
WK 6 Fron. i, Casel AR A ZBRAUPRAH A% 1)
J7k; Case2 AARAT H AR AL K-Means 575 L BRE
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AHINE 15, Case3 AREARALH RGURSHAEKA
NS EFAEFEE I 77V Cased 1836 HAREL AR 1E
(1) 7792%; CaseS AR RIS AHFFAE 1 775
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Figure 5 10 fold cross validation column chart
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Figure 6 10 fold cross validation line comparison chartt

5 Ja, Ao K P i 7 S8 45 R TA) Jin
Li'". Andrea Saracino!® ! EIMouatez Billah Karbab!"”’
SNBSS 2 BT X, 25 AR SO 45 3, X
Pegs sk 17 Pros. o, Jin Li S A3 H—FPAE T
ALRRASE FH 23 A7 () 30 2 A A A Il R 4, 3 oo 42 40 AR )
A SRR PLIX 73 B PERCE R #AF; Andrea Sara-
cino 5% A3t — il 1 AL T~ AN ] Android 255
DREH T SO EAT R 10 7 1 LIRS I 2 = 4 A R 7 3
ElMouatez Billah Karbab 5 A#H T —1H3)
Android R RAFR AN OB ARIHESE, A S0
TAE IR BE 2 I BARBAT A 50 28 il o0 #r ]
DI H, Jin Li (OUERG3 (Precision) R i, {HIEAE A A
H(Recall) I B A AT E S, HAEZHH T4
FRAFAE, JF3&A 3 2 MR SLARREAE T T % B
[F)Z23R; 1M Andrea Saracino il %675 BT HEHELL 1R
fa, AR BRI R AR TR AN A2 DA 58 4 40 2 i A
AT HEZ [FH51E; EIMouatez Billah Karbab %5 A fEAS
A I REASE EREAT 7, (H 2 A B2 (Recall) R I

FFHFAFGE « ASCHTIRITVETCIAERF AL I L,
I FEAERTIAERS A A A [ R R I A T AIASE

17 5% Android BEHRAENIE RS LE
Table 17 Comparison with mainstream Android

malware detection methods

Dynamic/Static ~ Precision(%) Recall(%) Stable
AL Both 96.40 96.00 Yes
SigPID!"! Static 97.54 93.62 N.A.
MADAM! Both 96.90 N.A. N.A.
MalDozer!") Static 97.62 89.34 No
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