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Abstract It is well known that ToT (Internet of things) devices are vulnerable and can be easily
intruded by attackers. However, traditional protection methods for PCs are no longer suitable for loT
devices. In this work, we design a router-based lightweight defense framework WRGuardian
(wireless router guardian) which uses the router’s network traffic controllability and computing
capacity to protect loT devices. It will monitor and block the attack behaviors to loT devices, and it
will detect and fix the security issues by simulating attacks. Because there is no requirement of

additional security hardware for the IoT devices, this protection framework has a low cost, and it is
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convenient to deploy and beneficial for promotion. Our experimental results show that WRGuardian

is feasible and protects IoT devices from main attacks. It is an effective lightweight solution.

Keywords wireless router; loT device; protection; network traffic
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//Entry point
Function action( args)
If args is not null Then
args_list < string. split(args, “”)
target_ip <— args_list[ 1]
target_port <— args_list[ 2]
pwd_list < args_list[3: ]
End If

return_msg <— “No vulnerability”

O o0 3 O K B WD~

For i from 1 to len( pwd_list)

10 res = test_telnet _weak _password ( targer _
ip, target_port, pwd_list[i])

// test _telnet _ weak _ password () tests
telnet service using weak password and return the
result

11 If res is true Then

12 fix_res = try _to _fix _ vulnerability
(target_ip, target_port, pwd_list[i])

/) try_to_fix_vulnerability () iries to

fix the vulnerability and return the result

13 If fix_res is true Then

14 return_msg < “Found vulnerability
and fixed”

15 Else

16 return_msg < “Found vulnerability
and failed to fix”

17 End If

18 Break

19 End If

20  End for

21 Return return_msg

22 End
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Table 6 Results of detecting and fixing the security

issues using active defense module
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