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ARTICLE INFO ABSTRACT

Article history:

Quantum secure direct communication (QSDC) attracts much attention for it can transmit secret mes-
sages directly without sharing a key. In this article, we propose a one-step QSDC protocol, which only
requires to distribute polarization-spatial-mode hyperentanglement for one round. In this QSDC protocol,
the eavesdropper cannot obtain any message, so that this protocol is unconditionally secure in principle.
This protocol is a two-way quantum communication and has high capacity for it can transmit two bits of
secret messages with one pair of hyperentanglement. With entanglement fidelities of both polarization
and spatial-mode degrees of freedom being 0.98, the maximal communication distance of this one-
step QSDC can reach about 216 km. QSDC can also be used to generate the key. In this regard, the key
generation rate is estimated about 2.5 times of that in the entanglement-based QKD with the communi-
cation distance of 150 km. With the help of future quantum repeaters, this QSDC protocol can provide
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1. Introduction

Quantum communication can ensure the unconditional security
of communication. Quantum communication began with quantum
key distribution (QKD), which can distribute random key between
two users [1]. With the help of entanglement purification [2]| and
quantum repeaters [3], QKD can be unconditionally secure in a
noise channel over arbitrarily long distance [4-6]. Since Bennett
and Brassard (BB84) [1] proposed the first QKD protocol in 1984,
some other important QKD protocols based on entanglement
[7,8] have also been proposed. In the past nearly 40 years, QKD
has been widely investigated in both theory and experiment. In
theory, the security of the QKD with realistic devices has been
proved [9-11]. Using satellites, the space-to-ground quantum
communication network has already been realized [12]. Mean-
while, the chip-based QKD system has also been constructed
[13]. Nowadays, QKD becomes the most practical quantum
technology.
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Besides QKD, there are two other typical quantum communica-
tion modes. The first mode is the quantum teleportation (QT) [14],
which can transmit an arbitrary unknown quantum state

a|0) + B|1) (Jeu* + |B* = 1) without transmitting the encoded parti-
cle itself. QT has been widely investigated in long distance [15],
multiple degrees of freedom (DOFs) [16,17] and high dimension
[18,19]. The second important quantum communication mode is
the two-step quantum secure direct communication (QSDC)
[20,21]. QSDC can directly transmit secret message without shar-
ing a key. QSDC protocols require to transmit photons for two
rounds. In the first round, two users distribute the entanglement
to set up the quantum channel. Then, the message sender encodes
his message using the dense coding approach [22]. After encoding,
one of the photons in each photon pair should be sent back to per-
form the Bell-state analysis (BSA) to read out the secret message.
During recent few years, QSDC has achieved great progress in both
theory and experiments [23-40]. In the theoretical aspect, the
device-independent (DI) and measurement-device-independent
(MDI) QSDC have been successively proposed in 2020 [32,33]. In
2021, Long and Zhang [39] adopted the masking (INCUM) tech-
nique to increase the capacity of QSDC. In the experimental aspect,
in 2016, Hu et al. [26] experimentally demonstrated the QSDC with
single photons in a noisy environment using frequency coding. In

2095-9273/© 2021 Science China Press. Published by Elsevier B.V. and Science China Press. All rights reserved.
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2017, Zhang et al. [27] demonstrated the entanglement-based
QSDC experiment with quantum memory. In the same year, the
first long-distance QSDC experiment in fiber was realized by the
group of Zhu [28]. In 2021, a 15-user QSDC network has been real-
ized, and the fidelity of the entangled state shared by any two users
is > 97% [40].

Entanglement distribution is of great importance for QSDC real-
ization. During the past few years, entanglement distribution via
fibers, satellites, and drones have developed rapidly [41-44]. In
2017, the group of Pan [42] successfully demonstrated the
satellite-based entanglement distribution to receiver stations sep-
arated by more than 1200 km. In 2020, the group of Zhu [43] real-
ized the first mobile entanglement distribution based on drones.
Later, using two drones, they achieved the entanglement distribu-
tion with Clauser-Horne-Shimony-Holt S parameter of 2.59 4+ 0.11
at 1 km distance [44].

Hyperentanglement [45], which means the simultaneous
entanglement in more than one DOF, has been widely investigated
in increasing the channel capacity [46-48], entanglement purifica-
tion [49-52], complete BSA [53,54], and teleportation in multiple
DOFs [16,17]. In this paper, based on precious QSDC protocols
[20,21], we propose a feasible one-step QSDC protocol in linear
optics using hyperentanglement. Although some previous QSDC
protocols have also adopted hyperentanglement to increase the
message capacity or realize the bidirectional communication
[55-59], our one-step QSDC protocol is quite different with them.
Those QSDC protocols belong to the conventional two-step QSDC,
which require to distribute the hyperentanglement in the quantum
channels twice. The receiver needs to perform local BSA to decode
the message. Our one-step QSDC protocol only requires to dis-
tribute hyperentanglement in the quantum channel once to con-
struct the hyperentanglement channel. Then, the information
sender encodes the message in polarization DOF using the dense
coding approach. The encoded photons do not need to be sent back
for local BSA. The spatial-mode entanglement can help to distin-
guish the polarization Bell states nonlocally. Finally, according to
two parties’ measurement results, the message receiver can com-
pletely distinguish the four Bell states in polarization DOF secretly
and decode the secret message from the sender. Compared with
entanglement-based QKD, this protocol can transmit 2 bits of
secret message by distributing the hyperentanglement only one
round, while QKD can only share 1 bit of key with 50% success
probability.

2. One-step QSDC protocol

Our one-step QSDC protocol adopts the polarization-spatial-
mode hyperentanglement with the form of

“D+> = ‘¢’+ >P ® |¢+>s~ (1)

|¢")p is one of the four Bell states in polarization DOF with the form
of

a1

#5)0 = 5 (H)H) £ V)IV)),

o 1

) = (HOIV) & V) H)). @

|¢")s is one of the four Bell states in spatial-mode DOF, which can
be described as

67)s = 5 (lan)|b) £ |az)|b2)),
*)s =I5 (|a1)|ba) £ |az) |bi)).

Here, |H) and |V) denote horizontal and vertical polarization,
respectively. a;, by, ay, and b, are different spatial modes.

3)
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Fig. 1. (Color online) Schematic principle of the one-step QSDC protocol. HWP is the
half-wave plate which can realize four single-qubit unitary operations to encode
the messages. After encoding, Alice and Bob [53] perform the nonlocal complete
polarization Bell-state analysis assisted with spatial-mode entanglement. PBS is the
polarization beam splitter, which can transmit the |H) polarized photon and reflect
the |V) polarized photon. QM represents the quantum memory. D; (i =1,2,3,---,8)
means the photon detector.

The basic principle of our one-step QSDC protocol is shown in
Fig. 1. This one-step QSDC protocol can be described as follows.

(1) Alice prepares an ordered N pairs of polarization-spatial-
mode hyperentangled states |®);, (i=1, 2, --- N) with
the form of Eq. (1). These ordered N photon pairs construct
the message sequence. She also prepares an ordered M pairs
of hyperentangled states |®*); (j =1, 2, --- M) for security
checking. The security checking photon pairs are randomly
inserted into the message sequence. In this way, the mes-
sage sequence includes N + M hyperentangled photon pairs.

(2) For each hyperentangled photon pair in the message
sequence, Alice retains the first photon and sends the second
photon to Bob using the block transmission in Refs. [20,21].
After the photon transmission, Alice and Bob measure the
security checking photons and store the other photons in
the message sequence in quantum memories for waiting
for the security checking.

(3) Inthe security checking sequence, Alice randomly chooses the
basis {|H), |V)}or{|+)p, = %(|H> +|V))} in polarization DOF
and {|ay), |az)} or {| %) :J%(Ifll) +az))} in spatial-mode
DOF to measure the security checking photons. Then, Alice
tells Bob the position and measurement basis she has chosen
for each security checking photon. Bob uses the same mea-
surement basis to measure the corresponding photon in his
location. Finally, Alice and Bob compare their measurement
results with classical communication. In ideal situation with-
out eavesdropping, Alice and Bob always obtain the same
results in both DOFs. If they obtain different measurement
results in a DOF, it will cause a bit-flip error. If the bit-flip error
rate (QBER) in any DOF exceeds the threshold, Alice and Bob
should abort the communication. Otherwise, they ensure that
the photon transmission process is secure. By the way, Alice
and Bob can also use the Clauser-Horne-Shimony-Holt
(CHSH) inequality like E91 protocol [7] in both polarization
and spatial modes to perform the security checking.

(4) When the security of the photon transmission process is
ensured, Alice distills the photons in the message sequence
from the quantum memories and encodes her single pho-
tons with four single-qubit unitary operations. It is the
“Encode” part in Fig. 1. The four unitary operations can be
written as [22]

Uo = I = [H)(H| + |V)(V],
Ui = ox = [H){V| + [V)(H],
Uy = 0, = [H)(H| - [V}(V],

Us = igy = [H)(V| — V) (H|. (4)

The operation U, (k=0, 1, 2, 3) can transform the state
[6*)p to 1¢T)p, W )p, 1¢7)p and |y )p, respectively. Here,
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these operations Uy, Uy, U,, and Us; are encoded as “00”,
“01”, “10”, and “11”, respectively.

(5) For reading out the encoded message, Alice and Bob perform
the nonlocal complete polarization BSA assisted with
spatial-mode entanglement as shown in Fig. 1 [53]. The
complete polarization BSA result depends on the output
modes of Alice and Bob, as shown in Table 1.

(6) Alice publishes the positions and her measurement results of
the message photons.

(7) According to the measurement results from Alice, Bob can
decode the secret messages combined with his own mea-
surement results. Certainly, this protocol can realize the
two-way communication. After the successful security
checking, Bob can also encode his secret messages similarly
as Alice.

From above description, the key element of this one-step QSDC
protocol is the nonlocal complete polarization BSA. It is known that
in linear optics, only two of the four Bell states can be distin-
guished [60,61]. Interestingly, in hyperentanglement, with the help
of the entanglement in other DOF, such as the spatial-mode, time-
bin, orbital angular momentum (OAM), one can realize the com-
plete polarization BSA [46,47,53,54].

Here, we give a specific example. As shown in Fig. 1, the initial
state shared by Alice and Bob is a hyperentangled state in Eq. (1).
After performing the security checking, if no eavesdropping exists,
Alice encodes her secret messages using the “Encoder” module. If
Alice wants to send “10”, she performs U, in the polarization
DOF. The state |®") becomes

D7) =1 )p @ ¢7)s
1
=\7§(IH>\H> —[V)IV)) 75

After the photons passing through the polarizing beam splitters
(PBSs) which can transmit the photon in |H) and reflect the photon
in |V) and the HWPs (the HWPs can make |H) — %(|H> +1V)) and

V) — %(\H) —|V))), successively, |@~) evolves as

(la1)Ib1) + |az)|b2)). (5)

@) — 5 (H)q,[H)p, + [H)a,[H)p, = Ve, [V, = V)g, IV)s,)

—

(6)

N = N =

(‘H>a4/|v>b4r + |V>a3/‘H>b3/ + |H>a3/‘v>b3/ + ‘V>a4/|H>b4/)'

The item |H),,,[V);,, will make the photon detectors D3Dg click.
Item |V),,,|H),,, will make the two photon detectors D,Ds click.
Item [H),,,|V),,, will make DiDg click and |V),, |H),, will make
D4D; click. After Alice publishes her measurement result with 2
bits of classical message, i.e., one of the four single-photon detec-
tors Dy, D,, Ds;, and D, registers the photon, Bob can distinguish
the polarization Bell state |¢~), deterministically combined with
his measurement result. In this way, Bob can deduce that Alice
performs U, on the photon corresponding to the message of “10”.
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3. Security analysis and theoretical secrecy capacity of the one-
step QSDC

In this section, we try to make a brief security analysis and pro-
vide the theoretical secrecy capacity of our one-step QSDC. The
security checking method in both polarization and spatial-mode
DOFs are analogy with that of the entanglement-based QKD [7,8].
In the hyperentanglement distribution process, if the eavesdropper
(Eve) tries to intercept some photons and substitute his own pre-
pared photons to Bob, such prepared photons are not entangled
with the photons in Alice’s location. As a result, the intercept-
resend eavesdropping may increase the QBER in each DOF. If the
QBER in any DOF exceeds the threshold, the photon transmission
process is not secure and the parties should abort the communica-
tion. Especially, Alice and Bob can judge whether there is an eaves-
dropper, even when the hyperentanglements come from the
untrusted hyperentanglement source. Such security checking in
each DOF depends on an appealing advantage of the hyperentan-
glement that the states in two DOFs can be operated indepen-
dently. In practical noisy environment, Eve can intercept some
photons without being detected by replacing the noise channel
with a perfect channel. In this case, Alice and Eve perform the non-
local complete polarization BSA, and Eve can obtain Alice’s
encoded message according to Alice’s and his measurement
results. In this way, the message leakage rate of our one-step QSDC
protocol equals to Eve’s photon interception rate during the photon
transmission process, which also equals to the key leakage rate of
the entanglement-based QKD protocol.

Then, we estimate the secrecy message capacity (Cs) of the one-
step QSDC protocol using a hyperentanglement source based on
spontaneous parametric process. Suppose that the hyperentangle-
ment source locates in the middle of Alice and Bob, and the hyper-
entangled photon pairs are sent to Alice and Bob through the
quantum channels, respectively. Thanks to the nonlocal BSA with
the success probability of 100%, the photons only require to dis-
tribute during the quantum channels once. In this way, the calcu-
lation of the secrecy message capacity Cs is quite similar to that of
the key generation rate of the entanglement-based QKD [62,63]. It
is noticed that as the QSDC transmits messages, not random keys,
the parties cannot use error correction or private amplification.
Meanwhile, each hyperentangled photon pair carries 2 bits of mes-
sage. In this way, the Cs of our one-step QSDC is provided by
[62,63]

Cs = Zc‘raw[‘1 - 2h(eQSDC)L (7)

where Cr.w, eqspe, and h are the raw message capacity, error rate,
and the binary entropy function, respectively.

Next, we estimate Crw and eqspc. The initial two-photon hyper-
entangled photon states |®7) = [¢*), ® |[¢p*)s are generated based
on a spontaneous parametric process. The spontaneous parametric
down-conversion source generates a photon pair with a probability
of p (p ~ 1073) [51]. Here, we only consider the vacuum state, one-
pair, two-pair, and three-pair emission and neglect the higher
order term. The generated hyperentangled photon states can be
written as

Table 1
The nonlocal complete BSA results in the polarization DOF according to the measurement results. It is similar to Ref. [53]. D;D; means both the photon detectors D; and D; detect
photons.
State Measurement results
[¢")p D1 Ds D, Ds D3D; D4Dg
[ )p D1Dy DsDs D4Ds D,Dg
[$7)p D1Ds D,Ds D3Dg D4D;
V™) D1Dg D,D; D3Dg D4Ds
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p=(1-p—p*—p*)0)(0] +p|®")(P"| + p*|@**)(®"|

+Pl0) (@), ®)
where |®72) = |0%)*? and |®*?) = |®*)*3, respectively.

After the photon transmission, Alice and Bob share the hyper-
entangled photon pairs and make the nonlocal BSA. There are
totally eight photon detectors in the nonlocal BSA protocol. As
shown in Table 1, each of the four polarization Bell states may lead
to four kinds of detector responses with the same probability. We
take |¢T)p®|p*)s as an example, which may cause
D1Ds, D,Dg, D3D7, or D4Ds to respond. In our protocol, we consider
the practical photon detector which cannot distinguish the number
of incident photons and has dark count. We denote D]’f as the detec-
tion probability of the detector D; (j = 1, 2, ---, 8)when k photons
are incident. Here, we define the collection efficiency «, which
includes the coupling efficiency #. between the nonlinear medium
and the fiber, the photon transmission efficiency #,, the quantum
memory efficiency #,,,, and the detection efficiency of the detector
Nq (o0 = NNmhq)- The dark count probability of the photon detec-

tor is given by Yo. When o, Yy < 1, we can obtain D¥ as

ko
Z + Y. ©)

so that we can obtain D* ~ ko’ +Y, for

ko1 1_% oy o
Df=1-(1-2) +Yo=

Here, we define o/ =%
simplicity.

According to Eq. (8), the photon source can generate 0, 1, 2, and
3 hyperentangled photon pairs with different probabilities. In the
first scenario, when the photon source generates the vacuum state
with the probability of 1 — p — p? — p3, all the detector clicks are
caused by the dark count. As a result, we can calculate Cy,w, as

Craw, = (1—p —p* —p*)(D} +Dj + D5 + Di)(Ds + Dg + D +Dg)
=16(1-p-p* - p’)Y;. (10)
In the second scenario, the photon source generates one pair of
hyperentangled photon pair. This photon pair can cause the detec-
tion at one of the four detector pairs, say D,Ds, D,Dg, D3D;, or
D,Dg with the probability of o’ + Y. We take the case that this

photon pair cause the detection at D;Ds for an example, and the
other detector clicks are caused by the dark count. The number

of combinations is C} = 4, where C = aonimre I this case, the
Craw, €an be written as
Craw, = C4p(Dy + Dj + D + Dg)(D3 + Dg + D + D)
=4p(o’ +4Yo) (o +4Yo)
= 4p(a2 +16Y3 + 8'Yy).

(11)

In the third scenario, the photon source generates two hyper-
entangled photon pairs with the probability of p?. This situation
can be divided into two cases. In the first case, the two photon
pairs cause the click of one pair of photon detectors, i.e., D;Ds with
the probability of 2a/ + Y,. The number of combinations is also

C) = 4. In this case, the raw information capacity is
Crawsy = 4p*(D? + DS + D + D3)(D2 + D¢ + D3 + Dg)
=4p? (20! +4Yo) (20! +4Y,)
= 4p? (402 + 16Y; + 160'Y).

(12)

In the second case, the two photon pairs cause the click of two
pairs of detectors, i.e., D;Ds and D,Dg. The number of combinations

is C}C2 = 12. In this case, the raw information capacity is
Craws, = 12p*(D; + D} + D + D§)(D3 + Dg + D + DY)

— 1292200 + 4Y0) (2% + 4Yo)

= 12p? (40 + ]6Y(2) + 160'Yy).

(13)
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As a result, we can calculate the total raw information capacity
in the third scenario as

Craws; = Crawy, + Craw,, = 16p*(40t”? + 16Y§ +16a'Yy). (14)

In the forth scenario, the photon source generates three hyper-
entangled photon pairs with the probability of p3. This scenario
includes three cases. In the first case, three photon pairs cause
the click of one detector pair with the probability of 3o’ + Y, (i.e.,

D1Ds) and the number of combinations of C}l =4. In the second
case, three photon pairs cause the response of two pairs of photon
detectors (i.e., D1Ds and D,Dg) with the combination number of
C3C}C} = 36. In the third case, three photon pairs cause the click
of three pairs of photon detectors with the combination number

of CiC}C3=24. In all the three cases, we can obtain
Dy +Dy +D3 + D4y =Ds +Dg+ D7 +Dg =30 +4Yy. As a result,
we can simplify the calculation and directly obtain the total raw
information capacity of the forth scenario as

Craw, = (4436 +24)p* (30 +4Y,)(30 + 4Yo)

15
= 64p3(90% + 16Y3 + 24a'Y). (15

Therefore, the total raw information capacity C,w: can be calcu-

lated as
Crawt = Crawl + Crawz + Craw3 + Craw4- (1 6)

Then, we consider the case of multiple coincidences, which
gives multiple clicks either at Alice’s or Bob’s side. Here, we only
consider the threefold click and neglect the events where more
than three detectors click simultaneously, for they have much
lower probability than the threefold click. According to above cal-
culations, we can derive the threefold coincidence rate
(T;, i=1, 2, 3, 4) in above four scenarios as

Ty =(1-p—p?—p*)CgYs=56(1—p—p* —p*)Yg,

Ty =pCy[Ca(o +Yo)* Yo +2C3 (e + Yo) Y5 + C3Y3)]

= p(2402Y( + 1680 Y; +224Y3),

T3 =p*C4[Cg(20 +Y0)*Yo +2C (20 +Yo)Ya +CeYo]

+P?CyCIC (0 +Yo)? +C5 (0 + o) CyYo + Cy(of + Yo)C3Y5 + C3Ye)

= (4803 +52802Y, + 13440/'Y; +896Y;),

Ty =p>Cy[C(30 +Yo)*Yo+2C5 (30 +Yo) Y5+ CeYol
+Cp3CLCA12(200 + Yo)? (o +Yo) +2(20¢ + Yo) (o + Yo)?
+4(200 +Y0)*Yo+4(of +Y0) Yo +2C5 (200 + Yo)Y?
+2C5(of +Yo)YE + CoYe] + C3Gp3ChlCo(od +Yo)?
+2C2(o¢ +Yo)* Yo + Cy(o' +Yo) Y]

=p3(91203 +40320:2Y 4 63360/'Y2 +3008Y3).

(17)

In this way, the total threefold coincidence rate can be written
as

Te=T1+Ty +T3+Ty4. (18)

In practical operation, the threefold click cases are discarded, so
that we can obtain the raw information capacity Crw in Eq. (7) as

Craw = Crawt - Tt~ (19)

Next, we calculate the error rate eqspc in Eq. (7). For a specific
hyperentangled state, i.e., |¢"), ®|¢")s, only the simultaneous
clicks on D{Ds, D,Dg¢, D3sD;, or D4Dg correspond to the correct
BSA result, the other items in (D; + D; + D3 + D4)(Ds + Ds +
D7 + Dg) would cause error. In this way, we can calculate the
correct message capacity Ceorrec; in above four scenarios as
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Ceorrect; = (1 =p — p* - p3)4Y(2)7
Ccorrect2 = pCl[(O(/ + YO)Z + 3Y§]
= Ap(a? +20'Y + 4Y2),
Ceorrect, = PPC4[(200 + o) + 3Yg] + Cop2C12(o + Yo)? + 2V}
= p?(400? + 64a'Y, + 64Y3),
Ccorrect4 = p3C31[(3fx’ + Y0)2 + 3Y§]
+CPCG20 + Yo) + (o + Yo)? +2Y()]
+CICP3CLB(or + Yo)? + Y2
= p3(2880% + 3840'Y, + 256Y3).

(20)

In Eq. (20), we only consider the influence from the imperfect
photon source and the photon detector on the secrecy message
capacity. Actually, during the photon transmission in practical
channel and storage in quantum memory, the decoherence in both
DOFs is unavoidable. Here, we suppose that the entanglement in
each DOF degrades to a Werner state with the form of

Pr=Fol")p(dT[+52 (¢ ol [+ 1 DplW I+ )l )),
Ps= FS‘¢+>S<¢+‘+%(|¢77>s<¢7|+W+>s<l//+|+‘¢7 )s(¥])-

The decoherence would make the nonlocal BSA obtain wrong
results, so that Bob may read out incorrect messages. It is noticed
that when the entanglement in both DOFs suffers from the same
error, say, both bit-flip error or both phase-flip error, Bob can still
read out the correct messages from the nonlocal BSA results. The
specific derivation process is shown in Appendix. As a result, we
can obtain the total practical correct message capacity Ceorrect, aS

(21)

(1 - Fp)(1 = Fs)

Ccorrect[ = [F PF S + ](Ccorrectl + Ccorrectz + Ccorrectg + Ccurrect4)-

3
(22)
Therefore, the error rate egspc can be written as
eQSDC _ Craw E Ccorrectt ) (23)
raw

Taking Eqgs. (19) and (23) in Eq. (7), we can finally obtain the
value of C.

It is interesting to compare the secrecy message capacity of our
one-step QSDC with the key generation rate of the entanglement-
based QKD. Here, we take the simple entanglement-based QKD
protocol as an example [62]. Briefly speaking, Alice and Bob share
a large number of entangled states in the polarization DOF with the
form of %(|HH) + |VV)). Here, we neglect the security checking
process for simplicity. Alice and Bob randomly choose the bases
{|H), |[V)} or {|i>P:%(\H> +|V))} to measure the photons in
their hands. For an entangled photon pair, if they choose the same
basis with the probability of 50%, their measurement results are
correlated and can be used to generate 1 bit of key. Otherwise, if
they choose the different bases with the probability of 50%, their
measurement results are uncorrelated and should be abandoned.
In this way, according to Refs. [62,63], we can obtain the secure
key generation rate of this entanglement-based QKD protocol as

R = Rie[1 — (1 + f(eqxn))h(eqrn)], (24)

where Rgir, eqkp, and f(eqkp) are the sifted key rate, error rate and
efficiency of the error correcting code, respectively.

Here, for comparing the entanglement-based QKD with our
one-step QSDC protocol, we choose the same experimental param-
eters, such as the SPDC source with p ~ 103, the photon detector
with detection efficiency of 1, and dark count probability of Y.
Here, the detailed formula derivation processes of Ry and eqxp
are quite similar as those in Refs. [62,63]. With Ry and eqp, we
can finally obtain the value of R.
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Fig. 2. (Color online) The error rates of our one-step QSDC protocol (eqspc) and the
entanglement-based QKD (eqkp) as a function of the communication distance d
between Alice and Bob. Here, we consider the ideal quantum memory with
Nm = 100%. In QSDC and QKD, the error is caused by the practical SPDC source
(p ~ 1073), imperfect photon detectors, photon transmission loss, and decoherence
(white noise mode). We suppose #.=0.95, n, =09, and the fibre loss of
0.2 dB/km. In the one-step QSDC, we control Fp = Fs = 1, 0.98, 0.96, respectively.
In the entanglement-based QKD, we suppose Fp = 1, 0.98, 0.96, respectively.

In Fig. 2, we provide the error rate of our one-step QSDC proto-
col (eqspc) and the entanglement-based QKD (eqkp) as a function of
the communication distance d between Alice and Bob. It can be
found that in both QSDC and QKD, within the relatively short com-
munication distance, i.e., d < 150 km, the error rate increases quite
slightly with the growth of d. With the further growth of d, the
error rate increases rapidly. The error rate of our one-step QSDC
is higher than that of the QKD, especially at long communication
distance. The error is caused by two aspects. The first one is the
imperfect experimental devices, i.e., imperfect entanglement
source and photon detectors, and the second one is the noisy quan-
tum channel. First, the imperfect entanglement source and detec-
tors may cause accidental coincidences. Especially, the black
solid line and the dark cyan dash dot line represent the error rates
caused only by the first aspect in QSDC and QKD, respectively. The
detector responses of the one-step QSDC (four successful detection
results corresponding to a polarization Bell state) are more com-
plex than those of QKD (two successful detection results). Consid-
ering the practical photon sources and imperfect photon detectors,
it is natural that the more complex detector response may lead to
the higher error rate. Second, the QKD only uses the entanglement
in the polarization DOF and the one-step QSDC uses the entangle-
ment in two DOFs. The decoherence effect in any DOF may cause
error, so that the decoherence effect has a more serious influence
on the one-step QSDC than QKD.

In Fig. 3, we show the secrecy message capacity C; of our one-
step QSDC and the key generation rate R of the entanglement-
based QKD. These values are plotted on a logarithmic scale as a
function of the communication distance d between Alice and
Bob. First, as the error rate of the one-step QSDC is higher than that
of the entanglement-based QKD, the maximal communication dis-
tance of the one-step QSDC is lower than that of the entanglement-
based QKD. With Fp = Fs = 0.98, the maximal communication dis-
tance of the one-step QSDC is about 216 km, while that of the
entanglement-based QKD is about 265 km. Second, as the decoher-
ence causes more serious influence on the one-step QSDC, the one-
step QSDC has higher fidelity requirement than the entanglement-
based QKD. In detail, the fidelity threshold of the one-step QSDC is
Fp(Fs) = 0.945, while that of the entanglement-based QKD is
Fr = 0.903. However, within the scale of maximal communication
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Fig. 3. (Color online) The secrecy capacity (lg Cs) of our one-step QSDC protocol and
the secure key generation rate (IgR) of the entanglement-based QKD in Ref. [62] on
a logarithmic scale as a function of the communication distance d between Alice
and Bob. Here, we consider the ideal quantum memory with #,, = 100%. We
suppose 77, = 0.95, 14 = 0.9, the fibre loss of 0.2 dB/km. In the one-step QSDC, we
let Fp = Fs =1, 0.98, 0.96, respectively. In the entanglement-based QKD protocol,
we suppose f(e) = 1.16 [64] and Fp = 1, 0.98, 0.96, respectively.

distance, Cs; of the one-step QSDC is higher than R of the
entanglement-based QKD. The main reason is that in the
entanglement-based QKD, one pair of entangled photons can gen-
erate 1 bit of key with the probability of 50%, while in our one-step
QSDC protocol, one pair of hyperentangled photons can determin-
istically transmit 2 bits of message. For example, considering the
photon sources exciting with a repetition rate of 10 GHz [65], the
value of R is about 614 bit/s at the distance of 150 km under
Fp =098 while C; can reach about 1530 bit/s under
Fp = Fs = 0.98, which is about 2.5 times of R. On the other hand,
the entanglement-based QKD requires one round of photon trans-
mission in quantum channel and two rounds of classical communi-
cation (Alice and Bob announce their measurement bases). QKD
cannot transmit secret message directly. In order to transmit secret
message, QKD requires extra one-time pad and a one-way classical
communication. If we set the classical communication time as ¢,
the photon transmission time is t; and neglect the local operation
time, one round of communication based on the QKD requires the
time of tq+ 3t.. On the contrary, our one-step QSDC protocol
requires one round of photon transmission in quantum channel
and one round of classical communication (Alice announces her
measurement result) and can directly transmit secure messages
between Alice and Bob. In this way, the one-step QSDC only
requires the time of tq +t.. As a result, their practical message
transmission efficiency Ec can be respectively written as

Ecqrp = Rsie[1 = (1 4 f(eqxn)) (eqxp)],

1
tq + 3t¢

ECQSDC = 2me[1 — 2h(eQSDC)}~ (25)

tq + tc

According to Fig. 3, if we set tq = t, it can be found that at the
distance of 150 km, Ecqspc with Fp = Fs = 0.98 is about 5 times of
ECQKD with Fp =0.98.

4. Discussion

So far, we propose a feasible one-step QSDC protocol in linear
optics based on the polarization-spatial-mode hyperentanglement.
With the help of the nonlocal complete BSA in the polarization DOF
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assisted with the spatial-mode entanglement, the users only
require to transmit hyperentangled photon pairs in the quantum
channel once. After the BSA, only Alice announces her measure-
ment results in the public channel, and Bob can completely distin-
guish the Bell states in polarization DOF secretly according to
Alice’s and his measurement results and decode the secret message
from Alice.

It is interesting to compare this one-step QSDC protocol with
existing typical quantum communication protocols, such as
entanglement-based QKD [7,8], QT [14], and two-step
entanglement-based QSDC [20,21]. In entanglement-based QKD,
such as BBM92 [8], by transmitting one photon or sharing one pair
of entangled state, Alice and Bob can obtain 1 bit of random key
with 50% success probability combined with a two-way classical
communication to pick up the same basis. QKD cannot transmit
secret message directly. In order to transmit secret message, QKD
requires extra one-time pad and a one-way classical communica-
tion. Moreover, it also requires perfect key management, and the
encryption and decryption process should also be secure. Our
one-step QSDC requires to distribute one pair of hyperentangled
state and a one-way classical communication. It can directly trans-
mit 2 bits of secret messages without sharing a key, whose channel
capacity is four times of that in the entanglement-based QKD [7,8].
QT can transmit an unknown quantum state without transmitting
the encoded photon. It can also be used to transmit classical secret
messages. However, it requires not only a pair of entanglement,
but also a single photon. With complete BSM, QT can transmit 1
bit of classical information. However, such complete BSM cannot
be realized in linear optics. Two-step QSDC can also transmit secret
messages without sharing a key [20,21]. After performing the secu-
rity checking, one of the parties encodes the secret message using
the single-qubit operation Uy. Then, one of the photons should be
sent back for local BSA. In this one-step QSDC protocol, the
encoded photons do not need to be sent back for local BSA, the
spatial-mode entanglement can help to distinguish the polariza-
tion Bell states nonlocally [53]. Such operation will greatly simplify
the two-step QSDC protocols and reduce the message error. In this
way, this one-step QSDC protocol is more feasible in practical
application. Compared with the QSDC protocol which requires to
prepare, distribute and measure the two-photon three-
dimensional hyperentangled states in two DOFs [25], this one-
step QSDC protocol is feasible in existing technology. Without
quantum memory, Ref. [66] also proposed the deterministic QKD
using the approach in Ref. [53]. However, deterministic QKD can-
not transmit the secure message directly.

In QKD, using the entanglement purification [2,51,67], one can
obtain high quality entanglement from large number of low quality
entanglements. With purified high-quality entanglement, quan-
tum cryptography can be proved unconditionally secure [4-6]. In
this one-step QSDC protocol, the parties are required to distribute
the maximally hyperentangled states. The noise will degrade the
hyperentanglement in both polarization and spatial-mode DOFs,
which will increase the error rate and reduce the information
capacity. We can use the hyperentanglement purification to distill
the high quality hyperentangled states in both polarization and
spatial-mode DOFs [68,69]. With the high quality hyperentangle-
ment, we can effectively reduce the error rate of this one-step
QSDC protocol. Quantum repeater provides us a powerful approach
to realize arbitrary long-distance quantum communication [3].
Quantum repeaters can also be extended to hyperentanglement.
Recently, the hyperentanglememnt distribution in polarization
and time-bin DOFs [70], polarization and spatial-mode DOFs [71]
were reported in experiments. The hyperentanglement storage in
path (K-vector) and OAM have also been realized in experiments
[72]. Moreover, the hyperentanglement swapping based on com-
plete hyperentangled BSA [16] and hyperentanglement purifica-
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tion [68,69] were also proposed. Therefore, it is possible to realize
this one-step QSDC over arbitrarily long distance with the hyper-
entanglement quantum repeaters. Another alternative approaches
to realize long-distance one-step QSDC are to use the satellite and
drones. Recently, the entanglement-based QKD over 1120 km was
realized with satellite [73] and the entanglement distribution
using drones was also reported [44]. If using hyperentanglement
source, it is possible to distribute hyperentanglement and this
long-distance one-step QSDC also can be realized.

5. Conclusion

In conclusion, we propose a one-step QSDC protocol in which
the secret messages can be directly transmitted from the sender
to the receiver. The communication parties should distribute the
polarization-spatial-mode hyperentangled state. Without sharing
a key, the message sender encodes 2 bits of message using a pair
of hyperentangled state and the receiver could decode it if no
eavesdropper was present. With the help of the nonlocal BSA in
polarization DOF, the parties should not send the encoded photons
back through the quantum channel, which can greatly simplify the
implementation and reduce the message error. In ideal scenario,
our one-step QSDC protocol is unconditionally secure. With the
help of security checking, any futile attempt at eavesdropping
would be detected by two legitimate users. In the practical noisy
environment, the secrecy message capacity in the communication
distance of 150 km with Fp = Fs = 0.98 is about 2.5 times of the
key generation rate of the entanglement-based QKD with
Fp = 0.98. Moreover, the one-step QSDC can effectively save the
communication time. Considering the communication time, the
practical message transmission efficiency of the one-step QSDC is
about 5 times of the quantum communication based on the QKD.
This protocol is general and can be effectively extended to other
DOFs of photons, such as the polarization-time-bin, polarization-
frequency, and polarization-OAM hyperentangled states.
Moreover, this protocol is totally in linear optics, which can be
experimentally realized under current condition. Based on above
features, this one-step QSDC protocol may have important applica-
tion in current and future quantum communication field.
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