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Abstract: Federated learning is an emerging distributed machine learning framework that effectively solves the
problems of data silos and privacy leakage in traditional machine learning by performing joint modeling
training without leaving the user’s private data out of the domain. However, federated learning suffers from the
problem of training-lagged clients dragging down the global training speed. Related research has proposed
asynchronous federated learning, which allows the users to upload to the server and participate in the
aggregation task as soon as they finish updating their models locally, without waiting for the other users.
However, asynchronous federated learning also suffers from the inability to recognize malicious models uploaded
by malicious users and the problem of leaking user’s privacy. To address these issues, a privacy-preserving
Secure Aggregation scheme for asynchronous Federated Learning(SAFL) is designed. The users add
perturbations to locally trained models and upload the perturbed models to the server. The server detects and
rejects the malicious users through a poisoning detection algorithm to achieve Secure Aggregation(SA). Finally,

theoretical analysis and experiments show that in the scenario of asynchronous federated learning, the proposed
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scheme can effectively detect malicious users while protecting the privacy of users’ local models and reducing

the risk of privacy leakage. The proposed scheme has also a significant improvement in the accuracy of the

model compared with other schemes.

Key words: Secure Aggregation (SA); Local differential privacy; Privacy preserving; Malicious poisoning attack;

Asynchronous federated learning
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1) for t =1 to T'do

2) k<«0
3

4

m  max (F - N, 1)

St + random {C1, C1, -+, Cm } — poisonerList

6 ClientUpdate (¢, wt, t, o)

7)  if receive client update from client ¢ then

(wg, ti) <received update from client 4

)
)
)
)
5)  for each client ¢ € Sy in parallel do
)
)
)
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10) if kK == K then
1) wiEt < {w),wi, - wi}
12) cid «— max (cos (wi*,wy)) // WEERKRIZLALIE
13)  wipr < SA (cid, wit) // HARAHA
14) k<0
)

15) return w;
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(1) for k=1 to Edo

(2) for batch b C D; do

(3) gﬁb (Dsp) < VL (w,b) /] THEBEE

k .
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BB T

1 | Dy |
k+1 k k
®) v | D;| Zb:1 193 (Di,b)

(6) w?Jrl «— warl + N (0, AsDi [e;) [/ BRI s
(7) send (w;,t) to the server

Thread-2 ClientEvaluate

BN ISR R cid, TRIFEEE S garbleSety

s ALY I B AR 2 12 3 B K scoreList,

®)
(©)
(10)  gee « Evaluate (m, Deq) // THHEAEBGEHRSE D g 1

local variablesl = 0, scoreList; = [ ]

for each model m € garbleList; do

TR A
(11)  scoreListy [I] < gce
(12) 1+ 1+1

(13) return scoreListy
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K. $EEEH F 44 posionerSety

1) randomModelSet; « {w1, w2, -, w;}

2) garbelModelSets «— shufﬂc(w;et + randomModelSety)
3) socreList; < ClientEvaluate(garbelModelSet: )

5) posionerSet, < min(avg(clusterl), avg(cluster2))
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(
(
(
(
(

)
)
4) clusterl, cluster2 < K-Means(socreListy )
)
)

6) return posionerSet:
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