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Differential private average publishing of numerical stream data for wearable devices

TU Zixuan, LIU Shubo’, XIONG Xingxing, ZHAO Jing, CAI Zhaohui
(School of Computer Science, Wuhan University, Wuhan Hubei 430072, China)

Abstract: User health data such as heart rate and blood glucose generated by wearable devices in real time is of great
significance for health monitoring and disease diagnosis. However, health data is private information of users. In order to
publish the average value of numerical stream data for wearable devices and prevent the leakage of users’ privacy
information, a new differential private average publishing method of wearable devices based on adaptive sampling was
proposed. Firstly, the global sensitivity was introduced which was adaptive to the characteristic of small fluctuation of stream
data average for wearable devices. Then, the privacy budget was allocated by the adaptive sampling based on Kalman filter
error adjustment, so as to improve the availability of the published data. In the experiments of two kinds of health data
publishing, while the privacy budget is 0. 1, which means that the level of privacy protection is high, the Mean Relative
Errors (MRE) of the proposed method on the heart rate dataset and blood glucose dataset are only 0. 01 and 0. 08, which are
36% and 33% lower than those of Filtering and Adaptive Sampling for differential private Time-series monitoring (FAST)
algorithm. The proposed method can improve the usability of wearable devices’ stream data publishing.
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Tab. 1 Numerical real-time data of wearable devices
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