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Abstract: For the facts that WeChat red packet and fund transfer functions are used for illegal activities such as red
packet gambling and illegal transactions, and the existing research work in this field is difficult to identify the specific
numbers of sending and receiving red packets and fund transfers in WeChat, and there are problems of low recognition rate
and high resource consumption, a method for dividing large and small burst blocks of traffic was proposed to extract the
characteristics of traffic, so as to effectively identify the sending and receiving of red packets and the transfer behaviors.
Firstly, by taking advantage of the suddenness of sending and receiving red packets and fund transfers, a large burst time
threshold was set to define the burst blocks of such behaviors. Then, according to the feature that the behaviors of sending
and receiving red packets and fund transfers consist of several consecutive user operations, a small burst threshold was set to
further divide the traffic block into small bursts. Finally, synthesizing the features of small burst blocks in the big burst
block, the final features were obtained. The experimental results show that the proposed method is generally better than the
existing research on WeChat payment behavior recognition in terms of time efficiency, space occupancy rate, recognition
accuracy and algorithm universality, with an average accuracy rate up to 97. 58%. The test results of the real environment
show that the proposed method can basically accurately identify the numbers of sending and receiving red packets and fund
transfers for a user in a period of time.
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Fig. 5 Confusion matrix
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Tab. 7 Results of evaluation unit: %
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Fig. 6 ROC curve of prediction result
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Tab. 8 Testing data and evaluation results in real senses
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