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Fig.1 Architecture diagram of grouped hybrid

consensus mechanism
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Tablel Grouping algorithm

0l def dioN(nsk) s //nJETT AR kSR 41EK
02 global times

03 for num in range(4,n + 1)

04 if (num >= res[k—1]):

05 res[ k] = num

06 rest = n-num

07 if(rest ==0):

08 times = times + 1

09 ifk >=4:

10 Sforitnrange(1,k +1) .
11 print (res[i],end =)
12 print (\n")

13 else :

14 divN (rest .k + 1)
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Table 2 Message format between sending and receiving objects

KiEXTE Sender R4 Recipient {5 B Message
leader backup < pre-group n,info, proof ,data-sk >
backup leader < pre-group-ack snodelD ,data-sk >
leader backup < group-prepare yninfo, proof data-sk-list >
backup leader < group-prepare-ack snodelD ,data-sk >
leader backup < group-commit sinfo, proof ,data-sk-list >
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A Byzantine Fault Tolerant Hybrid Consensus Mechanism
Applicable to Consortium Blockchain

Zhou Wei?, Yuan Xiaowei', Wei Zhiqiang®, Zhai Yili*, Wang Chao',
Du Bingyu', Zhu Wenyin®, Wang Jinlong'
(1.School of Information and Control Engineering, Qingdao University of Technology, Qingdao 266100, China; 2. Haier
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sity of China, Qingdao 266100, China)

Abstract: Byzantine Fault Tolerance (BFT) will become more and more important in providing the re-
liability of distributed systems. Among them, practical Byzantine Fault Tolerance (PBFT) is one of the
best algorithms currently used, but it faces distributed systems with many nodes, and PBFT is not sat-
isfactory. Since the PBFT consensus failure rate is close to 1/3, the high consensus failure rate will
cause frequent master node switching, slowing down the consensus efficiency, and the probability
grouping algorithm reduces the consensus failure rate, thereby improving the consensus efficiency. In
order to prevent Byzantine nodes from colluding and attacking groups, the VRF lottery method based on
the verifiable random function makes the Byzantine nodes unable to predict the grouping and further im-
proves the security of consensus. Byzantine fault-tolerant chain-raft is used in the hybrid consensus
mechanism group to accelerate consensus efficiency, and PBFT is used between groups to ensure com-
patibility with existing PBFT consensus. In the consensus mechanism of this paper, when 16 nodes are
divided into four groups, the message complexity is 92 (lower than PBFT, and the throughput is 3.6
times that of PBFT).

Key words: Practical Byzantine Fault Tolerance(PBFT); consortium blockchain; grouped hybrid con-

sensus; grouping based on probability; random grouping
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