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Abstract: Rapid development of Location Based Service (LBS) and Augmented Reality (AR) technology lead to the
hidden danger of user location privacy leakage. After analyzing the advantages and disadvantages of existing location privacy
protection methods, a location privacy protection method was proposed based on location security. The zone security degree
and the camouflage region were introduced into the method, and the zone security was defined as a metric that indicates
whether a zone needs protection. The zone security degree of insecure zones (zones need to be protected) was set to 1 while
that of secure zones (zones not need to be protected) was set to 0. And the location security degree was calculated by
expanding zone security degree and recognition levels. Experimental results show that, compared with the method without
introducing location security, this method can reduce average location error and enhance average security, therefore
effectively protecting the user location privacy and increasing the service quality of LBS.
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