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A Review on Exception Analysis Methods for Software Supply Chain
GE Li-Li', SHUAI Dong-Xin!, XIE Jin-Yan', ZHANG Ying-Zhou', XUE Yu-Chuan', YANG Jia-Yi',
MI Jie', LU Yue'

' (School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

Abstract:  Software occupies an increasingly important position in various fields of the national economy. Under the background of the
Internet of Everything, interaction, analysis and collaboration of information are becoming more and more common, and dependencies
among programs/softwares are increasing. It makes people put forward higher requirements for system reliability and robustness. A
software supply chain consists of open source components and third-party components, and its security problems have become the focus of
both academia and industry in recent years. As an important part of open source software, library functions are closely related to the
security of the software supply chain. In order to improve software development efficiency, software libraries or application programming
interfaces (APIs)will be frequently used in the process of programming, but errors or vulnerabilities in library functions may be exploited
by attackers to compromise the security of the software supply chain. These errors or vulnerabilities are often related to exceptions in
library functions. Therefore, the exception analysis methods of library functions are summarized from the two aspects of accuracy and
efficiency in this paper. The basic idea and important process of each exception analysis method are described, and a preliminary solution
is given for the challenges faced by library function exception analysis. Exception analysis of library functions in the software supply

chain is helpful to enhance the robustness of software system and to ensure the security of the software supply chain.
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double divide(double from,double to){

from = 20.0;

to=0;

int result;

if (to == 0){
printf(stderr, "BEECN 0 B HIELT..");
return -1;

}

result = from / to;
printf(stderr, "result & FI{EHA : %d\n", result);

return result;

a B TIREE KR S EEAR

static jmp_bufenv;

double divide(double to,double by){

if (by == 0){
longjmp(env, 1);
}
return to/by;
}
void f( ){

if (setjmp(env) = = 0){
divide(2,0);
}

else{

printf("BREAFEH 0! );
}
printf("5E & !");

b.2& setjmp-longjmp HL%|

double divide(double to, double by)throws Bad{

Scanner scanner = new Scanner(System.in);
System.out.println("iF 4§ i (I{E:");
int i = scanner.nextInt( );
if (by == 0){
throw new Bad("BREIANRE N 0! ™);
¥

return to/by;

}
void f( ){

try{
if (i>0){
divide(2,0);
}
else{
Divide(6,2);

}
¥
catch(Bad e){

printf(e.getMessage( ));
¥

def ThrowErr():

raise ZeroDivisionError("#ill i — MR 0 HE ™)
class MuffledCalculator:
muffled = false

def cala(self,expr):

try:
return eval(expr)

except ZeroDivisionError :

if self.muffled:
print "BRECAEE S 01"
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printf("FEL ! ");
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2 HERGHEENFESTEENK

AT I R AL A R R BB 0 BRI AL ) R —— 1 58 5] R R IR AR AN AT A Y AL B AR
HR BT PE R B Sl a0 BRS04 THD O F S BEAT MR . 3 43 BT U R DUOKE B AR D B EEVRAN R 3R 0 A AT
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21 ERBSESWHEEEE®

T CA R 3 e T B R A R 15 B BRI A AT R R B DG L ) —— b B R e AN R A S AR AR
FETERFIRAI 0 9 T WA HR A 7 60 (1 bar( )R — AN RS RS A FI2K B A B 7 J57% bar( ),
25 A 2 B 12 bar( )T LARE A2 — AN T BASR IR RS (1) 28 eR 40 7525 A 1) bar( )P ¥ HH T — 4> IOException 5%,
MTE2E B H i bar( ) 3 i H AT F 5 201 S 05 7 foo( )ELE — AN A 7 LA a.bar( ), 84 foo( )il N &
TOException & X — /N Ab R P ol 75 B e Il H b 53 AHR: AN SRAE IS AT 51T A a B2 —A B AT,
BT T ) % G008 & R R A PR AL s 0] R R SEBris AT 2K 8002 B 288 abar( )SEPRIAAIEE B HESH
bar( )7 ¥E, X FEREAS 2l AT AT 573X 4G 2 145 AL BE AR P Y catch T R)ANATIA.

1 class A{

2 public:

3 void bar( ){

4 throw new IOException( );
5 }

6 1

7

8 class B : public A {

9 public:

10 void bar( ){

11 cout<<"IFA AT ! "<<endl;
12 i

13 1

14 void main(void){

15 Aa=new B();

16 try{

17 a.bar();

18 }

19 catch(IOException e){

20 cout<<"IO S H YT ! "<<endl;
21 |}
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