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A Fuzzing Test Method for Embedded Device Firmware Based on Taint Analysis
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(1. Computer School, Wuhan Univ. , Wuhan 430072 ,China;2. China Info. Technol. Security Evaluation Center,Beijing 100085 ,China)

Abstract ;: Combing with the characteristics of embedded device firmwares,an improved fuzzy test method was proposed. After analyzing

the attack surface of the firmwares from the standpoint of exploits utilization, several security rules were derived. By introducing the cri-

sis weights of test cases in taint analytical results,a set of fuzzy test cases that are corresponding to crisis weights was designed. The

method was used to dig vulnerabilities in popular equipments,and many zero-day exploits were found. Experimental results showed that

this method is effective and practical.
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Fig.1 Attack path diagram

2 FRoWERE

Tl T 2 M 2 ) o X T4 1) 7
HOAWT, oA e AL S Al . (HUR X T 42
PRI AN | 3 T 2 — 2l aod ¥ 23 B R R
B F S TR A i A RO 7 BE B Ik S B ) 5
o E 2 I 9] B (Rl

F T AR PR RS AN o] A, BT LA BT A BT5 1303
ATt AR R4y e e 308 1] 3 A 31 (909 20 AR, DR IR
FEhER LS 005 Tk
2.1 FRETZRSTHFERE

TEA IR T KA AT Ui 42 4 o A 2 ke 2]
VERZ B, A e 25 PR Al iR AE BT 58 T i S B 975
MM o 2R AR R R Xt e 1 472 AR AT 5 R
15 R B A AR

H BT S AR M5 s MR B R R 4 1 5
WSS A TE A HOR Rk A R T
WFFERS R AT el [ S 2 i > L 2 A 0RS , HL X
LA IURTE B ZR P BT DL WM, A BE5E
HJE T AR 5 (1 Heelan 12 1 4 22 L5 553 0 A7 6L
THAT T H R

EX 1 iGRES MBI L i
AL AR EARIC S, L AT LA S/ NREBE A 21 AR
i,

X2 G MAGREF S S AT X I ik
EE RIVGERBEFAARNES




52 1

HUBAR S BTG M B A SR [ DRI 12 127

EX 3 M, BTG N AF X bk 25
Ry AR5 Y W A AEdn ik S 6 o5 LV, J& M il
Ry BIFEE, BV, = My U Ry

EX 4 &R, J{T MARBIFEV,IZ
KNV =1vlveMUR},

EXS WRER o 85 AT 1 RIE e
BHAT M, 5 R, thB9EE, IE2WFR v 95 4% s
Py A8 B ic Aoy, B T s e w4 idHE
vy € Vio

R ERf g e X, 5 s G RE B A R R —
A EAPIRS L. RSP EIEEE T 5 IR,
S RERIRAS RIS S AR RS H
I QG ROR SR R AR L AR . 5 FRIRESH)
AR R WA 2 Fis,

TN

(B {fal)
AN

(TRER)
N

B2 SREERKRSE
Fig.2 Stain on the state of the variables change
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