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A EVF 2 PRI g5, BRERA R MRS BRRAGRIPALES 5= S &5, i, 75— FMRATH,
A& P e B E « FEAGdR, G ST A IMAH PK INE G176, Hrh,
Fa(E AR RS S BV S fAREM S IS ZEATRER R B, AT B
F U WE R, 75 20 S S LT VR, P U B85 0LA @ = (10000, 4000, 6000, 3000).
BT, 0T B mETT A ISR U %308 R SR, RS E v = (1,1,0.5,-5) BRI
PRE R (BESLABEN 1, B EHRREEN 1, fF3EHIBEEN 0.5, BT
BEN —5). @EfItEdfE, #07 A BN B AR—1NS5RE y MHRMFAE SK,. #4,
WE L CT, SRV SK, KIEZGHET B. 2k, #17] B nlIg T 5%, itHERAINBUE (z,y) =
10000 x 144000 x 1+ 6000 x 0.54 3000 x (—5) = 2000. i, #B17 B K45 7 H ) U #EFHIEEE 2000,
EIEAEEFHE « (VAP UNREER) MEM—AEE.

F BB AN HEBERR R AP A R BN, &2 T 58 Bk, HiE$
7 B — I EEBM) A, 1984 47, Shamir @) EREEH TR FINE OBES, B RH THRRE R A
B, W AE AR T R A P R L 2001 4E, Boneh 5 Franklin B 5@ T ARIRINEE 1 22 A Y | 3%
TR BT T E A AT UE B 2 2 bR RIS 7 R, 25, RTARIRINE T R 52 3 1 22 R 5
R Z 0%, — FRA AR U1 22 Ak 5 1 e &5 D5 TR AR RN 35 34T 7427, Lai 45 021 J AR IR
InEfk 29 2 T WA R BN S, $EH TAR RT3 AR R EUIN & FRES, Rt T AR EDE
BKEMERA TR, MG, STk [13,14] SRR R BUN S 47 T B R R,

T PRI K I 2% 545 B e A, SCEUE I AR B s, EWE T — N PRI R EE
FrifE SMO 151 J:F 2016 4F 1E R A SCAAT AR, 2020 SR80 78 B FARME, 2021 FEHE9IN ISO/IEC
E prprde. IR, BN REEA1ET SM9 PRI FE BT T — R R TR, eSS RS
g 161, s 071 B sop g 181, 2 sr ) i 0~2U LKA 4y 2 22 S5 ThRe. SR, A HOFR 1IR P9 R o
Hom 77 EFT EAME R I EVEBRT, MR W ERS, BN RTINS ERREET SMI N
ohnEs BRI T &,

DRI, AR SCHET SMO AR SVE RN &, 454 Abdalla 5 U {0 R 8 50N 2 7 A0 Lin 45 (23]
73 EFR AT RN 7 BT BB, Ky A S RIS i) P BT SR E, Rl
o ANEE LT JEH TN EF SMO [0 Z R BN B BN % 77 & HIBB-IPFE-SM9
(hierarchical identity-based broadcast inner product functional encryption based on SM9). 1% 7 R REHE
A SCRF N ARIZ HL %50 1 S5 AR Re. A SUOEH (n +2) MFCREKE, 57% B3 Y,
i B R AL B PO MR I8 . ASGE € LT 73 JZAR AT e N FR R B0 2 1 22 A, I ik
T DBDHI (decisional bilinear Diffie-Hellman inversion) PRIXE AR 15 7EREALI 5 MBS T, IEEH T HIBB-
IPFE-SM9 J7 S B Ik FEAR AR & F m) 5 AN I 336 B SC S0 28 AR (AN AT X 20 P (indistinguishability
against selective identity set and vector, and chosen plaintext attacks, IND-sIDSV-CPA). )&, A LM
PR NI SIS 77 TH 4 HIBB-IPFE-SM9 77 5 5B 1 AR R A A s AU 7 kAT T XS b, 5 R%
B HIBB-IPFE-SM9 /7 £ LW fE 1T I E 2858 b, ¥ 5P T R nT ).

AR TNEAAEN, 32 TAHE T 0Z IR0 SR I ARl AR RO DA K gk
T SMO IFRRINE T R, 55 3 WA IATS . BBl IWAEME R, 0Bl RN
FBREUINE 1 RERE RN Z A SMO BRI INEE 7 SEAT 1 Wi, 56 4 1 /iR | HIBB-IPFE-
SM9 77 ZEerit . IERMEHT 5 e AR, 28 5 9K HIBB-IPFE-SM9 J7 55577 S RE R I
HAT TR 2007, 58 6 5 MR PE M0 A SCT T 82, X ARk TARMT T R E.
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2 MxXIfE

SBRARRME. FE BRI REEENCRR R — AR O (private key generator, PKG),
TIEAL BRI 7 135 5%, Horwitz 5 Lynn P4 k51N T 402451 N% (hierarchical identity-based
encryption, HIBE) FIME& 3¢ H T —/NFiJZ HIBE 7. Gentry 5 Silverberg 29 21 T AN E A 84
DIREYER) HIBE J5 %, JEAERENLIA S AUBE NIRRT B A %P % 3 (chosen ciphertext attack, CCA)
7 421%. Boneh 5 Boyen P! #it T EAMRER AL N 1) HIBE 77 %, &% ZHA LRI (selective-ID)
241, Boneh 55 261 gE—IBHR T — /N[ E % OSCKEER) HIBE J7 %, %07 R R IR R %
4. Gentry 55 Halevi?7 $2H 7 5N BAT HI&ENARIR (full/adaptive-1D) %4 PEH) HIBE J5 &, %77 5
R T 1 2207 S I R G ORIR BE S — [ B AN, ReE SR 2 B 5 R FE . Waters 1)
FINT RGN —HLH, UidRA B &M IR Z2MEE) HIBE 7£. MG, ETZ LA,
SCHR [28,29] AHARAR HY T PIANHTIO B B & N AR IR 22 e VER) HIBE 77, EA1 M R A EE CKE S
AR R G KRR FEIIHRF AL Boyen 5 Waters B9 $£H [ EANE £ 46 HIBE J7 2. 1207 2% 0N
M EE T ARG R Seo &5 BY B ih T —ANHiWE 446 HIBE /%, HEA [ e % UK M
PEJf. Langrehr 55 Pan B2 #3& 7 5 ANl 2 B 241 HIBE J5 2. %07 20022 A ML T PRI 1A
% (standard assumption), HZ e MAH HRA T2 H P RSB RIS, MIEZ2S8 A
FHSS. SCHR [33] #E— D T — N R R 4 HAN IR R Ge sl KR 9 HIBE 75 5.

FRIRT BN, bR #E 0% (identity-based broadcast encryption, IBBE) HIME& 737 Delera-
blée B4 5 Sakai I Furukawa 35 7E [/ — B A7 52 . SOk [34) $& T — M HEA % CH%HK
JZH) IBBE 77 &, FFERNLIE S AU NIEY] 7 B A G FAR IR & 5 £ 0] e i 8 v i A ]
[X 731 (indistinguishability against selective identity set and chosen plaintext attacks, IND-sIDS-CPA).
e FI T & BY {5 L ik B 22 & E, Gentry A1 Waters 36 $#H 7 AN HiE N % 4 1) IBBE J5 %, fif]
BEEMIE T AN EES (semi-static) %4 IBBE F &, #E T 7 — NS % 4N IBBE #
oy B IER 24K IBBE RIEHI TV, IIM5ER T HIEM % 4: IBBE FIFIE. Ren M Gu B7 f2th T
—ANFEE AR CCA a5 HEMNZ AN IBBE H %, T RABAEENANSHEE CKE.
Kim %5 B8] 2 7 — N B A B 2 4R IBBE 7%, MIECT SCHk [36) HIRHIFEZR T X, B
Br T hRZ R T 2 e tEiE s, B EFMERER L. Kim 55 B TSN R R T —
AR T HO&E N 241 IBBE 77 %, %7 RET SWRG INE ARG, FAT [ e % K R
Ji. SCHR [23,40) 73 lHRH T —A CCA 2273 JZARR) #E %S (hierarchical identity-based broadcast
encryption, HIBBE) &5 —MHIEN %41 HIBBE I £, EATEN ZHREHARN S E LT #HEIN6E.
UbJE, — R 5 TAELEThRETE X IBBE #EAT 73458, G4 H P g BL42l, ok U844 DL #4416
figg 149 4%

FRIZAFRE M. Abdalla 55 U HRGIAN T AHNB R LN (PK-IPFE) X —M&. 78 PK-
IPFE ', JE ] — A5 E y RIS — 0 InE 1 A8 o K5O, 307 IR (z,y) X
—WEUE, TR A 25 B, b ATiE s 7 —4 PKIPFE B ARG S — & PK-IPFE
(i V5. Lai 55 12 0K PK-IPFE 5 IBBE 454, 24 7 — B, RIFR IR 56 A AR R o
# (IBB-IPFE). f£ IBB-IPFE 1, 4 HACHIZWOT RS IR ID J& T3 3 IR IR & S I, U0 4 g
I 3T N FUE (, y). MATESRE T —/> IBB-IPFE BARME, BA [E 2% SCK MR, HRerEt
BEALI S HUBEL R BIE BT 2 IND-sIDSV-CPA %241 Z &, Song % 81 4 PK-IPFE 5 HIBE 454
et T EAN D EARIR AR EOINE (HIB-IPFE) J5 %, %77 REERE U SR PIHAL, 0 523 T WAR
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HIhRg. Seah, M TEEARERA FIER T HIB-IPFE J7 S5 2 2 A 1R A 1m) 5 Rk 428 B SC A Ay
AT X 401 (indistinguishability against selective identity and vector, and chosen plaintext attacks,
IND-sIDV-CPA). Zhang %5 M #7827 HiE N 2 MR N RN 2 (IB-IPFE) /5 &M%, 7L
SERf b, 2T AP EE A IB-IPFE J7 4.

T SM9 BIFRIRINZEE. SM9 1A E N B FRH e H 200, O84S i
THBR S APIINE 4 Ny, RIS AWM I, TR — R TIE [16~22,46,47) #H
AR . SR [46] PR T AT R S RN Twin-SMO, B T EA SM9 % HHE Rk 18],
THER T HXT Gap ZEARMEVE R AR SR [47) $2H 7 BT SMO AR IR E T &, BT
S SM9 %44, JERH SM9 I s /47 07 20, 1207 RAETHEVERE S % UK E EARFA B S, Tang
S DO 4R T — AT SMO RSN 7 %, %07 R CFINERSZ S5 TR . T A SM9
BRAFIN S S b B3 AR 5 SR R, Qin 45 D7) 52 77— AR Tfn) SM9 FRiR N J7 %€ SMO-
mIBE, %5 &5\ 1 — /M DS AL B ] - BUR AL B4, Lz b 3 okl 2% SR iU E
A HRER. Pu s 18 3t 7 —ANET SM9 MIAPRT RN T7 % SMI-PEKS. AHE T2 2
PRI R I 7 %, 1207 FAER T 1A SR SIS ERIUER. Lai 5 09 52 7 E AT SM9
HIRR IR FEINEE 7 5, 65K — S SO B — AR 2 B AR, JEREAERENL I S ALY T R IE B
/& CPA 24, SCHR [20) Wk —2B 38R 1 7% (19] W22, $eth 17— 5T SM9 1) CCA %4
IR TT % % TT R K CCA Z A IEAMER T FO I, 2@l 51 N —/ AR IR Ji
S PR T —NET SMO BYJETERINES T7 &, IFERENLIG S MU AL T, IR T 2 CPA etk
SCHR [22] SR T EANEET SM9 B3 E AR RN T 5 SMO-HIBE, %77 3¢ F 2 SV 1 S XAk
FexE 5, et A S AT ER N, B RIFRTHE 5@ E TR 5.5, F AT AR I E B
P IR A D AT S 2 i B R R T SMO 173 JZFR AT 178 A AR R 25000 25 (1) A S HIE 70 AR

3 & FEIR

3.1 TS KHEEA

ST neN, &3 ] 91,2, 0 TS b Ha<b X [0, < {a,a+1,...,b—1,b}.
MHE AR—NHEE A—aBla— ARR AWARIFRH oo XXT—NHE 0, S, EREEFE v
H &S EMES, Pref(v) R E v AT, |v] ERFE v FKE. X T—MREES T, Sr 8
WEREES T RAEHERHIE—NrENES S TARRPESBEAMEFEER S &, (Od5%—IK),
Pref(T') WZIR U, e Pref(v).

3.2 WEMHEC T

EX1 (WEMERXS) ¥ G1,Ge 5 Gr & 3 MYNEREL p KIRIEIEAEE, 9 5 g2 2N G 5 Go
I —NERTT, BHAE DG e Gy x Gy — Gp W2 NIRTER, MK e 2 — XU PEBS: (1) X
&tk MTAEE v e Gr,v € Gy LK a,b € Z,, 3H e(u®,v) = e(u,v)?®. (2) JEBWIE: e(g, 92) # 1,
Horb 1 F0R8 G HHIEAIT. (3) AIHHEME: X TR u € Gy,v € Gy, AFE—MHBNEILIT
H oe(u,v).
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3.3 [FEXMEMERIE

%1 (I-DBDHI B 1% 220 BRéGE & feis TR L, ZEE UL 2S5\ (E NN, i,
Phli# BENIHIE FEA BT g € Gy, UG § € G2 5 a,b,c € Z,, HHBRMBEE (p,G1,G2,Gr,e) LA
K R AN UR %4 B

b a _a® at s Ab ra ~a? ~al A(aJrlC)’z A(QJ:C)S A(aic)l
C’g’g’g 7g 7""g 7g7g 7g 7g 7"'7g 7g 7g 7""g *

W5, PhR A BENLHIIHE—BOE T ¢ € {0, 1}, 5% ¢ = 0, WIBkEE TR T = T = e(g,§) = € Gr
RIEEW A BN, BeE#E A — NI T = Ty = R € Gy RIEGIGEHE. )5, WikEih—4K
T ¢ BIEREME ¢ € {0,1}).

EN2 i AAEEATAT 2 W [RCT A B8 CA— AR 2 AR 34 i A5 i sk i e, ) 0-
DBDHI BB, 8T A MR e O AdviPPPH = [Pr¢’ = ¢ - 1/2].

3.4 SNEMRAIBARREMENEX R ZERE

D EFRRT RN AR BN % B35 Setup, KeyGen, Delegate, Encrypt 5 Decrypt 5 MNE, HE AL
T X WR:

e Setup(1*,d,1,n) — (PP, MSK). ¥IIEMEIERI— AN ZESH X € N, RGRKJZIRE (RIRFE)
d, RGN AR | SHEKE o (EARN. fiH R ALSH PP 5 F %4 MSK.

o KeyGen(PP,MSK,ID, y) — SK(1p 4. MHEMFIEZLR G A IS PP, THY] MSK, —4
KIER j < d bR ID 5— A& y EAR. il —AN5 2504 (ID, y) ARV SKap 4)-

o Delegate(PP, SK(1p 4, ;) — SKp y). RIEFIEHWNRG A ISH PP, — 45 " 0dl (ID',y)
R SKap 4, FHH [ID'| = j — 1 < d, FI—MRiR I fE NN, fd—A 5 o4 (ID,y) #H
KA SKp ), HH ID = (ID',I;) H [ID| = < d.

e Encrypt(PP,V, ) — CTy. MERIEBEINARGAELSH PP, — ) HFirRmEELES V 55—
&z AR il — 5T B RRES vV AHRIE S CTy.

o Decrypt(PP, SK(1p 4), CTv) — (z,y) or L. EHFEHRIRFALSH PP, —A 5t (ID,
y) MR SKap 4, M= N5 HBRIRES V HIRIE S CTy ENMIN. 45 ID € Pref(V)
(Pref(:) BIE XZ W, 3.1 /N1, WEIEPAT (A RIEHEN) BEOS ORI HE T, )5, Hith (z,y); B,
ik L

(PP, MSK) < Setup(1*,d,1,n)

SK ID, — KeyGen(PP, MSK, ID7 y)
Pr | (x,y) < Decrypt(PP,SKp 4),CTv) : (0w =1.
SK(1p,y) ¢ Delegate(PP, SK(1p/ ), I;)

CTy < Encrypt(PP,V x)

FE M3 (IND-sIDSV-CPA)  fis £ %] T4F 5 2 Wi (A& T A, HAE T F1ER AR 35 m] 208 A
11, W HIBB-IPFE-SM9 J7 % & IND-sIDSV-CPA Z4x11].

1) ACAE 1) 1-DBDHI R EEA R &SR [22] FEHT (¢, n)-DBDHI 2% GRIERERAE) /£ g=n =1 ®ET
R, B (1,1)-DBDHI ¥, ME—FIAR R A S AE R BOR D T g™ X — T, BIRGIE, A 7E — AN FCTRE LA
AT B IS ¢ fRHL -DBDHI 9] 38, AT A4 3 — AME R DA AT 200 AR5 e AR ¥R (1,1)-DBDHI [al 8 221, [k, -
IR TR HEAS B IR T 114 TR A 12
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AR T A B AR B PR IR A RES VRN R AR o), 2t (x5 # 2F), IR EA]
RIRLGHRIEE C.

MIa. PR C 1817 Setup(1), d,1,n) Hi%, IR RA A ILSH PP IRBIGTHTF A

MrER 1. 8F A BB BT LARAS 2 B A W, Bkl

o TAEAEI (ID,y). WF A Mk C AR M. X TEE—RAYEA (ID,y), C iz
4T KeyGen(PP, MSK, ID, y) — SK(1p 4, 3 SKp o) R4 A. HE—FIRGI KA (2525, y) # 0
i, ID ¢ Pref(V*).

PR, PR ¢ I BE—ANBENLILEY b € {0,1}, HIE1T Encrypt(PP, V*, z}) — CTy-. BiJ5, C #48k
A CTy- R4 A

MrEg 2. ZMr B S MER 1 AT

M. BT AMH ST b REIME o 655 o = b, MET A WA ZHR IR, BT A B
€ LR

Adv BB b rn.gme = [Pr[b) =] — 1/2].
3.5 SM9 FRRMZL R

N TAETHER, A/NTTAUA2E SMO 2 F8F B [10), 20 3 1 i e, RS IR an R

e Setup(1*) — (PP,MSK): ¥ EIE S S B A BUEIE 6(1Y) MBAEX TR MR D =
(p.G1,G2,Gr,e), Jot p > 2% BJG, ERHBLSE G, BERAERIT g, Go FFIAERTT g2 M a € Z3.
Pk, AR AP A (hash) BRI H {01} x Z8 — Z5, — /M EIERIREH A Bk B0R )
FF hid? AR —ANEHIRE RS KDF : {0,1}* x Z5 — {0,1}¢, Hrh ¢ REPEHHANKE. &5, Bit
B g1 = g% v=elg,9), il RAEXILSE/ T HHAX (PP,MSK) N

PP = (D, g,91,92,v, H KDF, hid, ), MSK = a.

e KeyGen(PP,MSK, ID) — SKip: FASAAE S EMIT RAAILSE PP A (D, 9,91, 92, v, H, KDF,
hid, £), E#H MSK N o 5FriR ID € {0, 1}*. #&8, EilH

_ T A
K =g, .

B — AN 58RI ID AHRIFAHN SKip = (ID, K).
e Encrypt(PP,ID) — CTip: MERIEMIT RAAILSE PP AN (D, g, 91,92,v, H, KDF, hid, ¢) 5
PR ID € {0, 1}, B)a, ERENIMILERE s € Z;, it

Cl _ giegH(IDHhid,p)s, 02 ——

P, M HE Y EK = KDF(C||C2||ID, £). Sk4i h — AN 28 /5 55 % 50 (EK, CTip =
(ID, CY)).

e Decrypt(PP,SKip, CTip/) — EK' or L: &5 FIEMNT RAANILSE PP N (D, 9,91, 92, v, H, KDF,
hid, ¢), FA%H SKip A (ID, K) VA KREHEE L CTip N (D', Cy). #5E, EFHE C) = ¢(C1, K),EK' =
KDF(C1||C4||ID, ¢). # EK' 94 0 LuRed, Wt L; 50, Fith EK %8,

2) hid: HACEER—DF7, i PKG EHIFATF. ©5 S sl —FEIEAMGRA R 7 A, DX EH 1 SM9

T 8 AR S [ JEAE. 0, AR AE sMo bRtk 18] A EGHER, 7E sM9 B4, hid #EIRE N 0x01; TIFE SM9 1
FiFEA, B3 E A 0x03.
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E 1 —4 HIBB-IPFE-SM9 Z%+ ALK 86+
Figure 1 An example of the organization of users in the HIBB-IPFE-SM9 system

4 HIBB-IPFE-SM9 5 X

4.1 BirHiE

AANATERGREE T SMO 53 JZFR R 18 N R ek BN & 1) B AR % 2 P ARk, T
W, AR H(||hid,p) RSN H(). #l4, H(L|hid,p) £2~A H(L). {£ HIBB-IPFE-
SM9 R4, H A SURRIE 5, HA R KR PKG, MR L dnid, By SRR
i, BRI L (0e [2,0) fric. P BbR R ) & o0 IR s 2 F P 19 S AR EAR IR R ) £
filtn, EE 1, S 5 BIARRAEAN T = (I, 1, I;). NEHEEMEN S E Mol EEs,
Ho & — N ZA RS AR Z0 % A AR . flin, B o1 K SRR RN R
GV =A{(L,I,I5),(I1,I3,I), (I, 1>, 1o, Is) } W& P4 S, NS Sy = {11, I, I3, 14, Is, I7, Is}.
MR A (WA 5) BEMEZN S VKM E SO, aEH LR (S 1 AS0) IRAEH
NSRRI (1, I, Is, Iy, Is, I7, Is) FASSH “Ifaist FLEH, {58 A6 U TR H fif a5 128 SC. T 1 €5 A
PP 6) BRI EAHIRAE B LR Cmrr FAEH, MOURREME %1% % 3.

Sxczn 5y czy piRELhEE o SRHTEE y MBERE. 5 Y C z, £W
U (x, y) MEUE SR, RN (V] &2 0.

e Setup(1*,d,l,n) — (PP,MSK): ¥I4HfbB L e Jo A BEAE AT g(10) 73 BIFEXT AR ALt
B D= (p,G1,Ga,Gr,e), H p> 20 B, EHNLUER G BEAERIC g, Gy BEIERTG g2, g3, us,
oosup € Goy o, Bu, .., B € Ly ¥EH, ZSENERFE YIRS A R H : {0,1} x Z3 — Z%. A,
HHE g1 = g% v = e(g1,92),v" = e(g,92), {95 Viep), IiTHH RAEANILSH/ BB (PP, MSK) H

PP = (D; 9,91, 92, 93, {ui}iG[Q,l]ﬂ {Q§L }iE[n]7 v, /U/7 H7 d7 l7 n)7 MSK = (0[7 {61}1€[n])
e KeyGen(PP,MSK,ID,y) — SKp,y): R LT R AL SE PP N (D, 9,01, 92, 93,
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{ui}ie[2,1]7{g§1}ze » Uy U/ H,d,l n) I ’jg%ﬂ MSK j'j ( {5l}z€[n]) hti/[lm% ID ﬂ\j (Ilv"'vlj)v rﬂ% Y
K (Y1, Yn)- Tﬁ% B4 T ={ill; € Sip}, FEHLHIESE » € 27, I

a(B,y) )
K :g;+H(I1) g3 H ’u;{(h) , Ky = (a+H Il))’l’ {’C = ul }ze[l]\17
1€Z\{1}

Hrh B = (B1,...,58,). &G, HiFft—2N5 —Jtd (ID,y) MKHRHN
SK(p.y) = ((ID,y), K1, Ko, {K; }icipz)-

o Delegate(PP,SKp/ y). ;) — SKapy)y: ZIEFIEMIT RGELILSHE PP N (D, g,91,92, 93
{ui}ze[gl {ggl}ze , U, ’U/ H d,l,n) %L\%H SK(ID/ y) jj ((ID/ y) K{,Kﬁ,{K;}iE[l]\I/), ,\EP ID= (ID/,IJ‘).
Wija, B4 = {ZII € Sip} HREHUMILERE 7 € Z;. B, i

Ky = K{(K;)H) ( I1 f“) = K(g19" T, {Ki = Kiu] bieppz-

i€T\{1}
B N5 Tt (ID, y) SRR
SKap,y) = (ID,y), K1, K2, {K:}icupz)-

B oL, ZAHES Zud (ID,y) MXEIEEASH, BHEVE r =+ +7, Hrh ' Z28H
SKap',y) I RIRENLEL.

e Encrypt(PP,V,z) — CTy: MEHEMITRGALSE PP N (D,g,91,92, 93, {wi}icj2,1s
{gg'i}ie[n],v,v’,H,d,l,n) 5m&E 2 N (21,...,2,). B, E¥EE 1= {i: I, ¢ Sy} HBEYHIE
B ser A IHHE

Cr=gig" s, Co= g5 J] w™™ | . {Cou=celg.92)"elg1,95) Yicm.
i€\{1}
HiERH — N5 RES V MERIE SO
C':[‘V = (V,Cl,CQ, {Cz,z}ze[n])

e Decrypt(PP,SK(p 4), CTv) — (@, y) or L: EEEIEMIT RGNS PP N (D, 9,91, 92, 93,
{ui}iE[Z,l]v {ggl }ZE[n] Uy U/7 Ha d, lv ’ﬂ), $L\%H SIi(ID,y) y\j ((ID» y)v K17 K, {’CZ}ZE[Z]\I) u&ﬂz—l I CTvy j‘j (V;
C1,C5,{Cyi}icpm). MiF ID & Pref(V), BiE4mth L; &0, BEEAT 0N 5

Hze[n] C ! (KQ?CQ)
a@mmmﬂﬁw>

HPEEENTTR Y &R 9, 15 e(g,92)" = W BOL. W47 9 FA4E, MIEERH 9; [, &
Fh L EER, B (V] 22U, BRI ATTHER.
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4.2 IEFRMSHR
fili# (PP,MSK) < Setup(1*.d,l,n), SKupy) ¢+ KeyGen(PP,MSK,ID,y) (8 SKup,) <
Delegate(PP, SK(1p/ 4, I;)), CTy < Encrypt(PP, V, ), WA
Hie[n] Ci/,i re(K2,C)
e(Cr, K - [liein-z ’Cfl(li))

ey elg: 92)7 ¥ elg, g2)°P05s - (g7 CFHID, (g Ty oy ' 1))
- a(B,y)
QFH (1) H(I;)\, r ,
e((919"0), g5 (g3 TLiery iy ' )" Tienoaz (ui)7) H00)

e(g,QZ)(w,w -e(g, 92)a<ﬁ>y>s .e(goHrH(Il)’gS Hzeﬂ\{l} uH(I ))rs

a(B,y)
o H(I;
e(glatH)s, g2 FTNT) e(g@t1ID*, (g3 [T zoan-o gy 4 )7

_ 9.9 - elg,g2) PV - (g™ ) g5 e gy u (T ICLZU@N-I)=1)
e(g,g2)*BY) - e(go I gs TT,cp 1y uj! i)ysr
c(g,92) @Y - e(g, g2)**P¥)
e(g, g2)*Bv)

4.3 REMIERR
AN E 1 HEATIE, 1% BRAIE T HIBB-IPFE-SM9 J5 %0 /&£ IND-sIDSV-CPA 241k
EIE1 A EPMISARE B AN S HL. W4 -DBDHI R ¥ EAZ, U HIBB-IPFE-SM9 J7

i /& IND-sIDSV-CPA ‘%41
WERR B AT A G LA 2SR & Bk HIBB-IPFE-SM9 5 £, N4

— AL B, BT Z0E (AL i -DBDHI %, BiigE B i\ (-DBDHI |1 fsz

Bl (c,g,97,9%, 9% g™ 880,97 67 47 G Gt L gTrol T), Foihl T = e(g, §) ¥ BT

=R € Gr, | NRACFEMEKMHHE. B B 5F A W HIF.

Mea. WF A — AR B IRES v (IR RIES T = {i: IF € Sy-}),

H Sy | <1, LR BRER IR & x) = (T51,T525- -5 %0 )5 T = (2] 1,27 9, -, 77 )

,%JEE_L. BHUES B & o = ¢ (BN H(I7) WME), B AR BENLEL =7 € 25 (RN H(I})

HIME), Herh i e In. #8585, B IBFERENLEL w, 21, 20, .20, y2, Y3, - - U, 01, - O € 235, FERA S o =

a, = (a+w) mod p LRI FTAEE i € [n], B; = di(a+z*) + (2§, — 27 ,;) mod p. )5, B it 5

W:

= e(g,92) Y.

g =9% 92=0¢"=3"§", v=relgi,92), v =e(g,92),
y;

Tt T AT (A Tasa e TR \ W
U; = ¢ (ata*)l+2=1 — g . (g (ataz*)l+2—2 )y” s
i€[2,]

g3 :L’l(a+z / H u T Aa crl 'gxlx / H ufi’

i€\ {1} ier\ {1}
di(atz™)+ (2o, — 27 ;) ~a?\p; z D) adiztw (Toi—TI)
{92 = 95 I = (7). (gl ) L gt g T }E[n].
%}57 B )I%/A\\:/H\:Z/%ﬁ PP = (D,g791792793, {ui}iE[Q,l]? {ggi}ie[n]7U7U/7H7 d7lan) IEIQ/\ A. E{E%

I, B ANKIEE o FIHME, BB AKEE MSK 5EERIE.
RA&IEE. BT A RZEBRR L. B, S B ?’HF' NER VL Ly, IR /IR E
JCl (I;, hi), FERTURAE NS 45 I AE L, ', BRI N by iR [EIS A; B, B HAT I F 4
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o ¥ I; NEEMREE, B hy = H(I}) = o* = ¢ iIBEIY A, FE¥8 —Jedl (I, hy) ININE Ly, .

o #7 I NAEHEWRHA I, € Sy B, B hy = H(I}) =z} IREIZ A, FKH ZJ0H (1, hy) 0
£ L, P.

o & I RAFEEMRE I; ¢ Sy I, B BEHIMIEI 2 € 25, ¥ hy = H(L) = z BB A, JFK
Br—JoH (I;, ) TSIME Ly, .

WiEpEE 1. BB, BT A TR Z BT E . TR R XA E A ID, B
& B BIPAT IR B

o [HIL 1. & (xo,y) # (x1,y), LIS ID ¢ Pref(V*), BIE /DAL —NRGME k, 15 1), € Sip, I ¢
Sy AL, & k AW RAZ A BN AR, IDy, = (I, ..., It), T = {i|I; € Sip} AKX T, = {i|l; € Sip, }-
B HEIUE K. MR

! (4) — gwl(a-i-x*)/ H ’LL H u I;)

i€Z\{1} iel*\{1} i€Z\{1}
— gac1(a+x*) . H U;I: . H U?(Il) . Uf(Ik)ix;;
iel*\{1,k} 1€Z\{1,k}
= gt H ul - ukAk7

i€ (FU D)\ ((I*N T)U{k})

Ho r(a) TR, A, BATRER (e U D\T* N I), W E D B B B
Q=7 — g (a+az*) RTINS (2h -t )y, IR

a(B.y)
Ky =g D gty ll BTl

i€ U D\ ((I* N T)U{k})

>N )

(gwl(a-‘rw*))" = (gwl(a-‘rw*))f. . (g“Ll((H-l*)) Akyk (ata™)EH=R=t o 1(@o, =1 )y

_ (gm(tﬁ»@*))f g Akyk (a+a™)PH=R 570 (af  —at )y
N * 4 o\ (2+1—k)  _ =1W n * Vass
_ (ga):mr ST (g(a-ﬁ-:ﬂ )¢ >) Xor 2ie1(T0 951,7,)?417
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T
A Ay
11 ut | = 11 ()2
ie(M*U D)\ (I*NI)U{k}) ie(I*U D\ ((I*NZT)U{k})
_ 11 S Shp(ata®)FHRZLS (@5 —al Dy
- i
ie(*U D)\ ((I*NIT)u{k})
SR |
ie(*UD)\((I*NIT)u{k})
H (Qmi+<a+z*y)5+2”) Akl/k (a+a: )(2“ M= IZ:L 1(2g, 331 Vi
€U\ ((I*NIT)u{k})
- e
€U\ ((I*NZT)u{k})
. x; Ay W *
H (g(a+x*)(1+17k)) Akyk i1 (@g =1 )y
ie(M*UD\((I*NI)u{k})
i Yid; n * *
H (A(a‘i’x*)“ikil))_ Zkly‘: Zi=1(xo,i_x1,i)yi
)
€U\ ((I*NIT)u{k})
wy(241—k)—1 « )
()" = (up )™ mem () S @5,
= UkAk?; ! (gf”k+(a+w*?’)’§+2_k) AkUk (a+;c yEH=m DIV C A EE I
— ukAkT . gf%(a+z )(2+l M-t i (@5 Iil)yt
: (.@ (a+z*y)]§+2’k )_%(aﬁ_w*)uﬂikkl Z?:l(gﬂé,i—w’f,i)yi
N w n * * n *
_ ukAkr . g fjk (at=x* )(1+l k)z (z()w:—rl,i)yi . (gar;* )f o 1(101 mlvi)yi
S * — zp W n * n * *
— ukAkr . (g(a+x ot k))f’lyVT i (@5, =1 )i (gar;* )_Ei=1($0,i_ﬁc1,i)yi.

T §(m(@F o) i@ —ai )vs (gate )~ Sin @b —aldu = (gr(@) S @i 911k € [2,1],
14+l—ke[l,l-1],i—k—1€e(0,1-3], £ ke [2,0],i e T\T, (%1 k <i <), Ht, B GEsfE AR
WA BRI S K.

A, B UHH Ko, {Kiticupz N

K2 — g(a+H(Il))r
ot m g (ata )T T (i —ai D)

_ g(aJrz*)f g Akyk (ata™)Ti= k)En (@5 =21 )y

_ (ga)f .gac*f . (g(aJrz*)(Z“*k))—AZVyk 22;1($31_$T,L)yl

AR € I\, Ki = uf

P (gx1+(a+w*)l+2,1 ) Akyk (atz*)@Hi-k)—15

i= 1(5’”0 i 1;,1)%

= AL (“er )(2+l M= 1Zz 1($01 w;,z)yi (ata” )z - 12? 1(‘%1 9”11).%

I )
=, - § kv

. g Akyk

. . x; W * W *
L (g(CH'x*)(lH k))iﬂzyk t1 (20, —21 )i ( (ata™) =k 1) Akyk i1 (@5, — 21 )y
. .

WA, B WEEHSA BB P IS Ko, {KiYicppnz
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_a(B.y)

o THL 2. # (o, y)=(x1,y), JLIT g"““” (97 Zimitvs (goywiz@ivs g (T ) Einrd—od v
— (§7) Xt v (goyw Sita o WORFIR g KRB RIS, B ATEREBENLL r € 73, it E

_a(B,y) "
K, = a+H<I) ( H uH(I ) )Z:L 1 Piyi (ga)wzzl:1¢iyi . <g3 H ufl(h)) ,

i€T\{1} ieT\{1}

Ky = glot e — (gayr. go'r,
{Ki = uitienpz

Z b, £ FIRFFESLT, B BT SKap ) = (ID,y), K1, K2, {Ki}icupz)- 85, B ¥
FAE SK(1p 5 IR HIZE A.

Phik. A B Rasi S s = b JFBENLMBIREE —MUIE T, 13204528 ¢ € {0,1}. 5, X THE
BEicn, MECr, N

x ~a? [ ~a\w\ i ~r(a)\(x)  —xt . X —x*
Cr i = elg. g2)"Srelg’, 4 (5°))% - e(g”, gT@) 0= 0 TG =),
bife, B 1MHE CF,Cs N

* * L*
Cr = gig"ts = (gt o = ¢,

— (g T w0
iel*\ {1}

:(Awla-&-i)/ H ult H uf:)

1EH*\{1} iE]I*\{l}
~xy(ata*) s ~b\x
= g 1( )a+z = (gb) 1'

atz*

BJ5, B S CTy. = (V*,CF,C3,{Cs Yier) RIS A

WEME 2. ZMr S aEIMEE 1 AHIE.

BEL. 8F A i — kT ¢ BIRENIE ¢ € {0,1}, FFRIZALBERLE B. ifF ¢ =¢, W B
s 0, FRMEN T =Ty = e(g, §) 7t € Gr. TN, BA&HIE 1, #FEM T =T, = R € Gr.

ISR B MBS, BEE B I AdviEPEPT SR

AdviEPBPHL — Pr[T = Ty|Pr[¢ = ¢|T = Ty) 4+ Pr[T = Th|Pr[¢ # {'|T =T1] — =

1 1 1 1
: (2+5)+2.-
_1oE 11
402 4 2
_¢
=3
ER, FIRRIEX AR N
(1) Pr[T' = To] = Pr[T =Th] = 3
(2) 4 T =Ty = e(g,§)ar B, X TAEE i € [n],
C;,i _ 6(9792)362”" -e(gb,§“2(ga)“’)¢f’ .e(gb’gT(a))(m[*)yi—z;i) TW(TSZ_IIZ)
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85 T SMO K7 JEAR IR HE A B B HOIn E

= (g, g2)"01 - e(g”, g )P (g, gTW) T L e(g, g) e VST
= e(g, g2)% - e(g, §%)% - e(g, §) Tt are)b (@5~ 1)

— e(g, o) - e(g®, g )T T L o(g, 5) TN ~i,0)

= e(g, g2)%i - e(gr, g2)*? ) Le(g%, § )aﬂ*( 5imTl)

= e(g, g2)% - e(gy, go) G late )+ (@5 —a1)

= elg,92)% - elo1,92)"™

= e(g, 92)"e(g1, 95 )".

7& x, & HIBB-IPFE-SM9 J5 & 1A 155 S A FE 2 52 36 1.

IND-sIDSV-CPA
VA HIBB-IPFE.SMo = 1/2+&.

BAR, TEHIL T, OTy,.
Ik, Pr[¢ = ¢'|T = Ty] = 1/2 + Adv

B) M T =T =RecGr i, TA[HRRAT = e(g, g)a+ e(g, )", Hr 7 e Zy,. MR, XFFAE
B icnl,
x ~a? [ ra\w ~r(a)\ (x5, —x] ; xy . —xy
= e(g,92)"¢ - e(g”, 5 (§%)") % - e(g”, g7 W) 0T D) L TW Lo
x ~a? [ ra\w ~r(a)\(x) . —xT zh =T . ANT k. —xT
= e(g,92)"% - e(g”, G (5°))% - e(g?, §7( @) @0 mmD) - (g, gy eV (Toa i) L e(g, )W (@5l
= (g, g2)"% - e(gr, g2)* @ HEIHETILI) (g, )TV (07D
= e(g, g2)™% - e(g, §)™V @077 - e(gy, g5')*
ot Wwg,i—*1:) Birs
= e(g,92)"¢ - e(g, g2) 5 -e(91,92")
o WS =)
= 6(9792)z€'i+ atw e(gl7g2 )
A BT, BRI R FEN 2 = (2 + 2% (25, — 25 1), 2l + e (2, — 2t ). T T

R AL A IRENLIEEL, B @ AT af, BT ¢ IS B IR, Huk, Pr(¢ # ¢|T =Th] = 1/2.

TERE A
AT BRI M SEIG P 7 T HIBB-IPFE-SM9 77 %€ 55577 R B BE R IAEAT 17X EE 74T
5.1 Lo

ARG AR T TG AR SC T R e THEITR ARG TS R 7 5 (12,13, 23] #4777
YT 1A TRERIZ AR EEZE R, o, ROM (random oracle model) 27 BEHLIE 5 HLAKL
1Y, Standard FRFRERAY, IND-sIDS-CCA RIEFAR IR & 5 0E #5% CBGE AR i A ET X %, i

5 AR

I SZHF

TREUZ FEOVFERS, bR

SRIEH, Ty T

3 S R O A T (12
% 2 JEIR T STFRIOR LAt ., Hoop o 8 B XU MRS 55 53R G, G, (i € {1,2

R 1ATHL, U7 SR-10 (23] A7 5R-2 (23] ASCRF AR EIRE, J7 R [12] TTIESEELE IR, U5 % [13] A
RO 8 MEZ T, A5 5728 H ATME—[RIN SCHF 13d 3 DNIIRER T 5. fE 2 e VEJy i, A7 %

—FE, YRTEBEN LA S VUL N 8E W 2 CPA 4.
TV 1

it S EETD EREEPAT R E RS G PRS0, B

R EIHE G, (i € {1,2,T}) THIREUEH, P XL AEH, T, Fn (A RTGHEN) SEHod %
R4 (one-time signature) 2SR IEE, Tyer RN

RBAWBAEIZ S, | FoR

ARG SRR PR, d TR RGSRRKIRE, n LR BRI, [Sv| RoR iR E S hir
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x 1 HFMMREME

Table 1 Comparison of features and security

Inner product Ciphertext Key Order
Schemes Security Model Assumption

functionality broadcast delegation of group

[23]-1 X v v IND-sIDS-CPA Standard DBDHI Prime

[23]-2 X v v IND-sIDS-CCA Standard DBDHI Prime

[12] v v X IND-sIDSV-CPA ROM AGDDHE* Prime

[13] v X v IND-sIDV-CPA Standard DBDHE Prime

Ours v v v IND-sIDSV-CPA ROM DBDHI Prime

* Both of the AGDDHE and I-DBDHI assumptions are the variants of the general Diffie-Hellman exponent assumption
defined in [26]. This type of assumptions has a common lower bound on the computational complexity in the generic group

model [26],

* 2 HEFHEIIE

Table 2 Comparison of computational overhead

Schemes KeyGen Delegate (j — 1 — j) Encrypt Decrypt
[23]-1 (I+2)E (I+3)E (|Sv|+2)E+Er+P (ISv| — j)E + 2P
[23]-2 (1+2)E (I+3)E (ISv| +3)E + Er + P + Tyig (1Sv| —j+ DE + 2P + Tyer
- . ) (Sv|+n+2)E+ @+ DEr  (Sy|+n—DE+(n+ 1)Er
+(n+1)P +3P+ Ty
[13] (n+d+2)F (d+3)E (G+2)E+2nEr+ (n+1)P nEr +2P + 1Ty
Ours  E1+4 (14 1)E2 21 +(I+1)E2 2E1 + |Sv|E2 + 2nEr (ISv|=3§)B2 +nEr +2P + Ty

WIEUE, j Ron 2 5 E AR RN, IRYER 2 v, R A S Rt EE B, A0
FREFRRESCHF 32 S0 R I TJ7 %61 (23] A5 5R-2 (23] M ITFEIH R R, BURT E, By, By BIR
NRFR. AW By 5 By RIS, M, 2 B < By B, AT REES T J7%-1 [23] A5 £-2 [23];
M4 E > By I, A3CT5 ZWGFTEA. fEInE S5 0% L, AR5 SRO0T ORS00 6 M AR B L
THRERITT & [12]. FN, 2 |Sv| = j I, A7 RESEFIER TR 575 R [13] AR,

3 JeoR TAFIT RIS LEEE R, o, 1, d, n, j RIS 3R 2 A, T |G| ke G otk
IR, |G| RaRHE Gy HITER KA, |Z,| FomBE Z, TICERBIRN, |vk| Fom— R4 SRS R
N, o] TR —IREARIZEA KN, 3R 3 AR, FE NS TS5 T, J758-1 (23] T ANSCRENARER
Bhpe AR — IR ER, R, 1L SR A AR e B Eh RERI 7 S8, AR SO SR SO AL
TOr% 12], H575% (13] &l . ARV, B ASCR 2 R 80 30 R 2hRe, 7 % [12,13]
HA IS, A7 ®IW 57 %-1 (23] A7 %-2 [23] ML

5.2 SEIGMHE

AN NSRS A K A SC HIBB-IPFE-SM9 J7 5 &% 5Lk IS 4TI (8] [F) 77 56 (12,13, 23) BEAT 1%
tb. AR Java &5, 22T jPBC (Java pairing based cryptography) # i E S Type D XU ZE 4 Aic
XPRF 577 RAT TR ALSEE, oA Type D XU FCX 2 T30 F, FHIMHEIMZE o2 = 2% + ax + b 1
i, oz i LT 100 kR B9-°03) 0 5238 [ — & e RWUHT T — KA R LR, a6 X

3) BASHAI A NZ jPBC #HLE H 51K d224.properties U INSHL, HY5 Charm ZH5E 491 tf MNT224

I8 FH 2 ) 2 e BLAH ). i AR SCHR (50] TR SR © 45 04518, MINT224 HHIE ih 26 ) 22 024008 100 ELAE, (R, A
SCAHE T A I i 2 10 22 220 2B 200 100 B
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&3 TRfiEFFEEXIEL

Table 3 Comparison of storage overhead

Schemes Public key size Secret key size Ciphertext size
(231 (1+9)|G| (I—J+2)IG| 2|G| + |G|
[23]-2 (I+4)|G| (1—7+2)G| 2|G| + |G| + |vE| + |o]
(12] (3n+4)[G| G| + |Zy| (n+2)[G] + (n +1)[Gr|
(13] (d+n+3)[G| (d—3j+2)|G] 2|G| + n|Gr|
Ours 2G| + (n+1+1)|G2| +2|G7| G1| + (I = j 4 1)|G2| IG1| + |G2| + n|Gr|

FEE A Intel Core(TM) i7-3770 (3.4 GHz * 4), WA K/NA 16 G, #AE RSN Windows 10 Pro 64-bit
(Version 10.0.17134.407), B AFH & T HALN JDK 16.0.1. X THR—H 525, BERAIBAT 30 BCTFEIR
77 BAE N GE RIS AT I [E). BeAh, ST BRYE Bl A B O HOR i SE I, P48 F Tt s @S2 A BUE 5 3
TCERRRZRIMALTT 2, (1540 CTT R MR 2 R S8 il — IR A R AR AE.

Kl 2(a)~(e) 7" T IBBIPFE [12], HIBIPFE [13] il HIBB-IPFE-SM9 Jj % H & 5% 1018 47 I [f]
B R AT n KBS, RS o M 2 K E 20, KN 2, RARKIRE d = 4,
ARG HFERRKH PR 1 =8, NHE (x,y) BIVEHEA [0,10000], bRl EAKE § =1, %3
HRIFRRIAERKE 5 5T R RES O R IREE |Sv| ¥ 2. B 2(f)~(h) E7x T HIBBE [23]
(CPA 4R A) . HIBIPFE [12] A HIBB-IPFE-SM9 /7 %' KeyGen, Encrypt 5 Decrypt B2 IIE1T
B [R] i b iR ) KBS S s E AR IR G I BB o, Kb 28k s IR E K § 52
HizBmbr iR BcmE (B 57 5% |Sy)) M 5 K E 14, BKN 1, REBRKEE d =15, R
KRAPEE 1 =+1, HEKE n=1, WEE (z,y) FSEEN [0,1)Y.

RYEE 2 i SzabSE BT &, 24 n WK, A HIBB-IPFE-SM9 J5 & 7E Encrypt 5 Decrypt 5%
ERIEAR, 7 n = 20 BFIZATH[E] 233208 1708 5 98 ms. [AIRY, ‘B7E Setup 5 KeyGen Hik L3
PSS, (5 R BIIX A FIE A — IR BIZAT T PKG i, HMOX—I847 i) b1 22 B vl 5%
. 2 n o 1 HARRMENKERS 5EH AR REE KR, HIBB-IPFE-SM9 J5 £1E KeyGen 5
% BRI (5 ARBITEDLT), FEIRAE Encrypt 535 B 5 HIBBE J7 % [23] #4124, HALT HIBIPFE
77 % [13]. 1fi HIBB-IPFE-SM9 J7 %1E Decrypt 5% E§§ T HARPIANZ 53T %, HZEEREUD, ~F
BIZIRANL N 2.9 ms. 5 b, SCR A S IR A I 45 SR — 3, YR WA S HIBB-IPFE-SM9 J7 R AE 1
RER I b 5K TT AR T EL).

EFXTIA SMO ARiR N EE B2 To i [ SR AR BRI BT B - — X 2 85 S 1) 45 1) 5 235 4L i)
L ARSCHRH T EANMET SM9 1953 EARIRT N AR R B0 % 77 %€, H) HIBB-IPFE-SM9. i /] % 3¢
FBEEH 5N SEI A AR R BT RE R S5 40, (B A3 3RS0 A % % SOIG AN Re M 2 N RRVE, A Rz 745 B0
MEEE. 5N ZE I G HIBE I8 —fR% AT, 78S A SR [R50 ST HFET R R — 47 2% 5L
NHIZ PR ThRE. J7 R RS EA A I R RO B 5, HJ5 SR AT AEBE ML = WU R 4
TIE BA eSS HEAIE £ B S0t B, BB AN SEIG o M R A AR T H AT PR b o# AR IR AR R A

4) NTETEMZES B HIBIPFE J5 % . HIBB-IPFE-SM9 5 & 5 A AR At HIBBE J7 R#k4TEL
B ¥ B I TE BB E [0, 1], LAVE I SR AR 2 5t B 1) £ S

1414



FEB FEREE BB 6

1600 600
—e— IBBIPFE —e— IBBIPFE
HIBIPFE HIBIPFE
1400 { —— HIBB-IPFE-SM9 500  —*— HIBB-IPFE-SM9
1200
_ 400
5 10001 g A
£ 3 300 4
) £
ERR g
z £ 200 4
600 - Z
100 4
4001 g o o—o—0—yg o —0——0
b
@ . (b)
200 Ll Y
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Length of vector Length of vector
700 i 300
HIBIPFE 1800 1 —— IBBIPFE —e— IBBIPFE
—4— HIBB-IPFE-SM9 HIBIPFE HIBIPFE
600 1600 - —#— HIBB-IPFE-SM9 250 | —*— HIBB-IPFE-SM9
500 1400
200 4
2 2 1200 A 2
E 400 4 E £ e e
p p p
E ————h—— e, £ 1000 4 £ 150 4
2 30 - E; E;
g £ 800 o E
2 E 2 100 A W
200 600 4
100 1 400 4 301
() (e)
200
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Length of vector Length of vector Length of vector
900 800 180
—e— HIBBE —eo— HIBBE —e— HIBBE
HIBIPFE HIBIPFE HIBIPFE
800 { —4— HIBB-IPFE-SM9 700 | —*— HIBB-IPFE-SM9 160 4 —4— HIBB-IPFE-SM9
700 4 140
600
E g0 e e £ £ 120
S P s
E £ 500 A E
£ 500 4 2 2 100 A
g ] E
2 2 400 2
400 80 -
300 1 300 4 60 -
) ©® ()
200 T T T T T T T T T T 200 T T T T T T T T T T 40 T T T T T T T T T T
56 7 8 9 10 11 12 13 14 56 7 8 9 10 11 12 13 14 56 7 8 9 10 11 12 13 14

Length of identity vector Number of involved identities Number of involved identities

2 (MERFEE) BXARPEEEETREEKESTRSSEEMNRIREE THIZ TR E
Figure 2 (Color online) Running time of various algorithms under different lengths of the vector and numbers of involved
identities. (a) Setup algorithm; (b) KeyGen algorithm; (c) delegate algorithm; (d) encrypt algorithm; (e) decrypt algorithm;
(f) KeyGen algorithm (ID); (g) encrypt algorithm (ID); (h) decrypt algorithm (ID)

J7%, HIBB-IPFE-SM9 J7 S AR A SCHF S BB S0 FR AR, 215 Sl E )4 gl
ELH).

AT, WA EEN Z 2 BT SM9 1 Z AR 37 R R B 7 AR A MR
e, A AE P AR P — R SEILBE AR IR Vv B IERVEIE R, I ORIETT R E L %
& AR WTSEIHR R A ap, et B EE TS, MR B IER %A 1B-IPFE J7 &I # H145 1
LB SM9 FRIRINE J7 AR R, 258 TAES, Rt — P BRI TR R

&2 Hk

1 Abdalla M, Bourse F, Caro A D, et al. Simple functional encryption schemes for inner products. In: Proceedings of the

1415



£

85 JET SM9 B ZARIR)T RN AR e KN

)

10

11

12
13

14

15

16

17

18

19

20

21

22

1416

18th TACR International Conference on Practice and Theory in Public-Key Cryptography (PKC’15), Gaithersburg,
2015. 733-751

Shamir A. Identity-based cryptosystems and signature schemes. In: Proceedings of CRYPTO 84 on Advances in
Cryptology, California, 1984. 47-53

Boneh D, Franklin M K. Identity-based encryption from the weil pairing. In: Proceedings of the 21st Annual
International Cryptology Conference (CRYPTO’01), Santa Barbara, 2001. 213-229

Canetti R, Halevi S, Katz J. Chosen-ciphertext security from identity-based encryption. In: Proceedings of the 23rd
International Conference on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’04), Interlaken,
2004. 207222

Boneh D, Boyen X. Efficient selective-ID secure identity-based encryption without random oracles. In: Proceedings of
the 23rd International Conference on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’04),
Interlaken, 2004. 223-238

Boneh D, Boyen X. Secure identity based encryption without random oracles. In: Proceedings of the 24th Annual
International Cryptology Conference (CRYPTO’04), Santa Barbara, 2004. 443-459

Waters B. Efficient identity-based encryption without random oracles. In: Proceedings of the 24th Annual International
Conference on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’05), Aarhus, 2005. 114-127
Gentry C. Practical identity-based encryption without random oracles. In: Proceedings of the 25th Annual
International Conference on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’06), St.
Petersburg, 2006. 445-464

Waters B. Dual system encryption: realizing fully secure IBE and HIBE under simple assumptions. In: Proceedings
of the 29th Annual International Cryptology Conference (CRYPTO’09), Santa Barbara, 2009. 619-636

Lai J, Deng R H, Liu S, et al. Identity-based encryption secure against selective opening chosen-ciphertext attack. In:
Proceedings of the 33rd Annual International Conference on the Theory and Applications of Cryptographic Techniques
(EUROCRYPT’14), Copenhagen, 2014. 77-92

Dottling N, Garg S. Identity-based encryption from the diffie-hellman assumption. In: Proceedings of the 37th Annual
International Cryptology Conference (CRYPTOQ’17), Santa Barbara, 2017. 537-569

Lai J, Mu Y, Guo F, et al. Identity-based broadcast encryption for inner products. Comput J, 2018, 61: 1240-1251
Song G, Deng Y, Huang Q, et al. Hierarchical identity-based inner product functional encryption. Inf Sci, 2021, 573:
332-344

Zhang L, Wang X, Chen Y, et al. Adaptive-secure identity-based inner-product functional encryption and its leakage-
resilience. In: Proceedings of the 21st International Conference on Cryptology in India (INDOCRYPT’20), Bangalore,
2020. 666-690

GM/T0044-2016. Identity-based cryptographic algorithm SM9. 2016 [GM/T0044-2016. SM9 FRiRZFME L. 2016
http://www.gmbz.org.cn/main/postDetail. html?id=20180322410400

Tang F, Ling G W, Shan J Y. Additive homomorphic encryption schemes based on SM2 and SM9. J Cryptol Res,
2022, 9: 535-549 [J# &, ¥ EFL, AEkE. T EZ sM2 1 SMO (K IniE RN )7 . FiL23R, 2022, 9: 535-549)
Qin B D, Zhang B X, Bai X. Mediated SM9 identity-based encryption algorithm. Chinese J Comput, 2022, 45, 412-426
[FBER, KHE, OF. AT sMo ARIINESE. THENLEEHR, 2022, 45 412-426)

Pu L, Lin C, Wu W, et al. A public-key encryption with keyword search scheme from SM9. J Cyber Secur, 2023, 8:
108-118 [JHIR, PR, (HFH, &F. 5T SM9 MIABHHRINE T E. 5 B L5, 2023, 8: 108-118)

Lai J C, Huang X Y, He D B. An efficient identity-based broadcast encryption scheme based on SM9. Chinese J
Comput, 2021, 44: 897-907 [# B, YT, FI4ERE. —MIET SMo E RN #EINE 7 L. tHEHLER, 2021,
44: 897-907]

Lai J C, Huang X Y, He D B, et al. CCA secure broadcast encryption based on SM9. J Softw, 2023, 34: 3354-3364
(B, BT, IR, 5. 2R T SMO B CCA &) HRINE 7 . AR, 2023, 34: 3354-3364)

Ji H, Zhang H, Shao L, et al. An efficient attribute-based encryption scheme based on SM9 encryption algorithm for
dispatching and control cloud. Connection Sci, 2021, 33: 1094-1115

Lai J C, Huang X Y, He D B, et al. An efficient hierarchical identity-based encryption based on SM9. Sci Sin Inform,
2023, 53: 918-930 M5, HKUT, M4EE, & TR HEN SM FIm sy ErRimeE. b ER: 5 ER %,
2023, 53: 918-930]



FEB FEREE BB 6

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

Liu W, Liu J, Wu Q, et al. Practical chosen-ciphertext secure hierarchical identity-based broadcast encryption. Int J
Inf Secur, 2016, 15: 35-50

Horwitz J, Lynn B. Toward hierarchical identity-based encryption. In: Proceedings of the 21st International Conference
on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’02), Amsterdam, 2002. 466481
Gentry C, Silverberg A. Hierarchical ID-based cryptography. In: Proceedings of the 8th International Conference on
the Theory and Application of Cryptology and Information Security (ASIACRYPT’02), Queenstown, 2002. 548-566
Boneh D, Boyen X, Goh E. Hierarchical identity based encryption with constant size ciphertext. In: Proceedings
of the 24th Annual International Conference on the Theory and Applications of Cryptographic Techniques
(EUROCRYPT’05), Aarhus, 2005. 440-456

Gentry C, Halevi S. Hierarchical identity based encryption with polynomially many levels. In: Proceedings of the 6th
Theory of Cryptography Conference (TCC’09), San Francisco, 2009. 437-456

Lewko A B, Waters B. New techniques for dual system encryption and fully secure HIBE with short ciphertexts.
In: Proceedings of the 7th Theory of Cryptography Conference (TCC’10), Zurich, 2010. 455-479

Lewko A B, Waters B. Unbounded HIBE and attribute-based encryption. In: Proceedings of the 30th Annual
International Conference on the Theory and Applications of Cryptographic Techniques (EUROCRYPT’11), Tallinn,
2011. 547-567

Boyen X, Waters B. Anonymous hierarchical identity-based encryption (without random oracles). In: Proceedings of
the 26th Annual International Cryptology Conference (CRYPTO’06), Santa Barbara, 2006. 290-307

Seo J H, Kobayashi T, Ohkubo M, et al. Anonymous hierarchical identity-based encryption with constant size
ciphertexts. In: Proceedings of the 12th International Conference on Practice and Theory in Public Key Cryptography
(PKC’09), Trvine, 2009. 215-234

Langrehr R, Pan J. Tightly secure hierarchical identity-based encryption. In: Proceedings of the 22nd IACR
International Conference on Practice and Theory of Public-Key Cryptography (PKC’19), Beijing, 2019. 436-465
Langrehr R, Pan J. Hierarchical identity-based encryption with tight multi-challenge security. In: Proceedings of the
23rd IACR International Conference on Practice and Theory of Public-Key Cryptography (PKC’20), Edinburgh, 2020.
153-183

Delerablée C. Identity-based broadcast encryption with constant size ciphertexts and private keys. In: Proceedings
of the 13th International Conference on the Theory and Application of Cryptology and Information Security
(ASIACRYPT’07), Kuching, 2007. 200-215

Sakai R, Furukawa J. Identity-based broadcast encryption. Cryptol ePrint Arch, 2007, 2007: 217

Gentry C, Waters B. Adaptive security in broadcast encryption systems (with short ciphertexts). In: Proceedings
of the 28th Annual International Conference on the Theory and Applications of Cryptographic Techniques
(EUROCRYPT’09), Cologne, 2009. 171-188

Ren Y, Gu D. Fully CCA2 secure identity based broadcast encryption without random oracles. Inf Process Lett, 2009,
109: 527-533

Kim J, Susilo W, Au M H, et al. Efficient semi-static secure broadcast encryption scheme. In: Proceedings of the 6th
International Conference on Pairing-Based Cryptography (Pairing’13), Beijing, 2013. 62-76

Kim J, Susilo W, Au M H, et al. Adaptively secure identity-based broadcast encryption with a constant-sized
ciphertext. IEEE Trans Inform Forensic Secur, 2015, 10: 679-693

Liu W, Liu J, Wu Q, et al. Hierarchical identity-based broadcast encryption. In: Proceedings of the 19th Australasian
Conference on Information Security and Privacy (ACISP’14), Wollongong, 2014. 242-257

Susilo W, Chen R, Guo F, et al. Recipient revocable identity-based broadcast encryption: how to revoke some recipients
in IBBE without knowledge of the plaintext. In: Proceedings of the 11th ACM on Asia Conference on Computer and
Communications Security (AsiaCCS’16), Xi’an, 2016. 201-210

Ge A, Wei P. Identity-based broadcast encryption with efficient revocation. In: Proceedings of the 22nd IACR
International Conference on Practice and Theory of Public-Key Cryptography (PKC’19), Beijing, 2019. 405-435

Xu P, Li J, Wang W, et al. Anonymous identity-based broadcast encryption with constant decryption complexity and
strong security. In: Proceedings of the 11th ACM on Asia Conference on Computer and Communications Security
(AsiaCCS’16), Xi’an, 2016. 223-233

He K, Weng J, Liu J, et al. Anonymous identity-based broadcast encryption with chosen-ciphertext security.

1417



FUEEE: T SM9 B2 2 AR IR N AR e BN

In: Proceedings of the 11th ACM on Asia Conference on Computer and Communications Security (AsiaCCS’16),
Xi’an, 2016. 247255

45 Kim J, Camtepe S, Susilo W, et al. Identity-based broadcast encryption with outsourced partial decryption for hybrid
security models in edge computing. In: Proceedings of the ACM Asia Conference on Computer and Communications
Security (AsiaCCS’19), Auckland, 2019. 55-66

46 Lai J C, Huang X Y, He D B, et al. Security analysis of uppercaseSM9 digital signature and key encapsulation. Sci
Sin Inform, 2021, 51: 1900-1913 [#id &, MKIT, MK, 5. E¥% SM9 H78 4 s A R B 2 a4
rhE R (5 BRE, 2021, 51: 1900-1913]

47 Lai J C, Huang X Y, He D B, et al. An efficient identity-based signcryption scheme based on SM9. J Cryptol Res,
2021, 8: 314-329 [ S, FRYT, MR, 55 A THZ SMo MR RAURIREE. 04k, 2021, 8: 314-329]

48 Cheng Z. Security analysis of SM9 key agreement and encryption. In: Proceedings of the 14th International Conference
on Information Security and Cryptology (Inscrypt’18), Fuzhou, 2018. 3-25

49 Akinyele J, Green M, Rubin A. Charm: a framework for rapidly prototyping cryptosystems. In: Proceedings of the
19th Annual Network and Distributed System Security Symposium (NDSS’12), San Diego, 2012

50 Rouselakis Y, Waters B. Efficient statically-secure large-universe multi-authority attribute-based encryption. Cryptol
ePrint Arch, 2015, 2015: 16

Hierarchical identity-based broadcast inner product functional
encryption based on SM9

Cong LI'3*, Junkai LIANG34, Yujia DING?*, Qingni SHEN?34" & Zhonghai WU?23:4"

. School of Computer Science, Peking University, Beijing 100871, China;

. School of Software and Microelectronics, Peking University, Beijing 102600, China;

. National Engineering Research Center for Software Engineering, Peking University, Beijing 100871, Ching;
. PKU-OCTA Laboratory for Blockchain and Privacy Computing, Peking University, Beijing 100871, China
Corresponding author. E-mail: gingnishen@ss.pku.edu.cn, wuzh@pku.edu.cn

¥ B W N

Abstract In the inner product functional encryption, when decrypting a ciphertext corresponding with the
vector @ leveraging a secret key related with the vector y, the decryptor can merely obtain (x,y) and nothing
else. The hierarchical broadcast inner product encryption further achieves the features of ciphertext broadcasting
to target users and key delegation. The SM9 identity-based encryption as a Chinese cryptographic standard
designed by China, has been applied in Internet of Things, medical collaboration services and e-government
affairs. Nevertheless, the SM9 encryption and its current extension algorithms cannot achieve the inner product
functionality, and the ciphertext broadcast and key delegation features simultaneously, which restricts its
application scenarios. In this paper, we design a hierarchical identity-based broadcast inner product functional
encryption scheme based on SM9, dubbed HIBB-IPFE-SM9, which borrows the design ideas of Abdalla et al.’s
inner product functional encryption scheme (PKC’15) and Liu et al.’s hierarchical broadcast encryption scheme
(ACISP’14). Its decryption algorithm only contains two pairing operations. We also formally prove the HIBB-
IPFE-SM9 scheme chosen-plaintext secure in the random oracle model. Eventually, we compare our HIBB-IPFE-
SM9 scheme with the related schemes. The results demonstrate that ours has comparable computation and
communication costs to them.

Keywords inner product functional encryption, hierarchical broadcast encryption, identity-based cryptography,
SM9, CPA
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