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Abstract:  Artificial intelligence systems that have become the core driving force for the development of human society are widely used
to solve various challenges in the real world in an unprecedented way. With the rapid popularization of artificial intelligence systems in all
walks of life, the trustworthiness of artificial intelligence systems is becoming more and more worrying, and the main reason is that the
trustworthiness of traditional software systems is not enough to fully describe the trustworthiness of artificial intelligence systems. The
research on the trustworthy artificial intelligence systems is urgent. At present, there have been a large number of relevant studies, and
each has its own emphasis. However, it lacks a holistic and systematic understanding. This research is a tertiary study with the existing

secondary research as the research object, aiming to reveal the research status of quality attributes and practices related to the
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trustworthiness of artificial intelligence systems as well as to establish a more comprehensive trustworthiness framework. This study
collected, organized and analyzed 34 secondary studies published until March 2022. We identified 21 quality attributes and related
trustworthy measurement methods and assurance practices. We found that existing research mainly focused on security and privacy, whilst
it lacks extensive and in-depth research on other quality attributes. There are two research directions that require interdisciplinary
collaboration needing more attention in future research. On the one hand, the artificial intelligence system is essentially a software system,
and its trustworthiness as a software system is worthy of cooperation between artificial intelligence and software engineering experts. On
the other hand, artificial intelligence is the human exploration of machine anthropomorphism and the research on how to ensure the
trustworthiness of the machine in the social environment from the system level, such as how to satisfy humanism, is worthy of cooperation
between artificial intelligence and social science experts.

Keywords: artificial intelligence system; trustworthy; quality attribute; practice.

R3S 25 AR AL T LA B RE DT I HR v . B0 SR A i R AR B v A R 4R T HE B TN T e (Artificial
Intelligence, ATV A 1351 B 25 R ER 22 1) AT BEAR M S26 58 76 1) 7l S B6 1 AT BEAR A 8E (K 3R & e th
FTEMATET . Tk, #E ST AL RS0 IX L8 8 AT b i B0 H 37 351 o f vk B, 308 T 10 v
37 AR TE DL A M 7 ORI S RLAT RAHREEIYF 2 U Thae, w0 B 30 25 32 B AT R LI, AL R G R
KB H A 27 B e A ) SR, BT % 1) ) B T 2 T e, SR OK IR R ) 7 52 B TR AR IR A AT BRI
HIMFRE RSB T 20T AL REAMEMER)Z 0L, XS AN TR RGN RANE. AP,
RAEMWEZATIM.AL RGHT R EEE 7 520 42 AT, a0 SRAE SR T AF 7R L, AT R A7
TE 2N £ 1) 504, 5 ¥ o - AT 9000 L B 3R 1 2R 4 I 52 % B N7 i ALY 40 it s L % 1 2 B i 0L
it P 2R G0, 308 T R B 2 B 2R G 1 2 AU et AR R 4 R R B0 AT R SEUE TR AN A BB
IR T 20 1) B TE 7R A A 32 SCH9 N T4 A% (Human-centered AL HCAI) . “ A L% G646 (Al Ethics) . “F {3
A T 8 (Trustworthy Artificial Intelligence) ™25 32 U )12 i 18,

NTBRBER Al REAEL R FAEER AR, 2R T P2l 7 LR UM 4 AR % VI GTE AL RS
AE VMG FTE 1 AL RGNAE N EUS B0 2 B AT 4208 25k, 1T {5 AL USSR 7 K2 brdi . TEr4%
HEVE M SC A B A 7 AL 20 2 (The  International Organization for Standardization, ISO)JF Rk ISO TR
24028P1 041 TR Al RA AT S HERI N R IE A T B ME. ) SR AT S 7 T e T IR AL RG]
MR 5 R B EAR T (TS AT {8345 B (Ethics Guidelines for Trustworthy AT)) [0 #3081t 2 55 A28 5 14,
13 TR, AR AT R S DU I R U MR Al RRLFFRH T (WI{E Al PP{ffE™ (The Assessment List for
Trustworthy Artificial Intelligence, ALTAI) ) UNHF# Bh4 sk HAh 0045 AL RGEMIF R #HE . RIGA
EHREE (A ATRIETRFEE ) FAH ¢ B ). 3R B 5 88 B A R IR R I P T 2021 R A M (Al A L3
BB A0) DRV S AT I BRI £ B H R B ST Sl . B WA AT R BRORL AR LA K WA B 54T 25 7 T 8 4%
TERFIN AL RGWE R G4 RAE.

AE AL [FFEGIER 7R TR 00 IS 2 — /M il R B & 2 B8 A 0 ik — 2 St nT 45, 75 2 A FLAR I
HuEMXMRERENTF.B 2017 FUK MR T KEXTHE Al 240 &8 M & LB %05
(secondary study). — & 52 2 8 VP 5 5 e B A0 1) AAH 5K (W B A5 — 00 7 (primary study) 52, B N2 %G 5
R PF 5 16 A S (R E 30 3 v — SR 902 48 9 2R 5 W I L 1 2 BT 7 (empirical study) U AH i 26— 2
WEFEA & — 5 R IR, SR T AlE AT REM— A2 AR &8 2, (5 7 25 0 A8 41 451 o, i gt
ASCEE R B F DO 3 S U R VORS8RI AT 2R G S5 e 5T R AT LA Bt AR 5 S B I T A T
WYY ik 22 A PG RPN TS AT RS0 &8 P F A 56 Sk, Bl = o vl 45 o 4 T 1 sk i A e UL i
T BRRAME . TTERENE . T ST R AT 52 0 5 TSR R A SR ) £ [ S R, B = X TR £ 5 &2 M A
T, 5 Bt 1 A A 4836 22 R o 1 0 VYA 7 92 B 22 0 g 7 i T MR A A R R

HNT X AL FIRE#E . — AN BN RS B AN, AT R T — I =HHT i (tertiary study) RIS I 4
PrIA 505 AL ARSI Z 00 50, B AR AT AE AL R R Fo R B @ 1t PRAh B 7 vk OB ik
S S DU AN 7 T HF 8 T R 9T = SRR T A K O T e R A N (0 S SR P R PO — AN T 3 R R
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TR 5 2 I = R FERT LB A TR BOE A O A B e A R R T R TT, R 7T S S T AR Gk
LA A0 R A AH 9% 1) = R 0E T 4R (A B, ks B R X T A PR B AS 4T e 55 40 PR SR IUE ST P RT RE SN
B(],fﬁy—]h[zz,ZB].

FEARTCP AR R . BRIERIS BT T 34 UG — it o124 0 B 5 R = 200t 9 (K £ ST E
FEDASH R 75 AL RSG5 8 JE I S 50 S B ) — T ST I FE IR 2) B0 46 1 B — it b i i i
S A A IR AL AOSEA RN L 5 R L T Ak R IR S R L T R N TR BE AR A ) R PEAE
ZR3VREL T B AT A PRV LR TV BB T LA A P DR R S S .

A SR — T ) W AR = ORI S I A 1) R B P SR P RO E S 7 9 R T A T X AR Y DY A F ]
I3 I HEAT 1L B N B TR T AE AT I8 S B e 1A ST R . B )\ R AR S HEAT A

1 MRFZE

AT T R 2 DL A S0 AT U G = T S T SO ¥R DA — R A O BT R O A, LS
K H & G0 SCk 4238 (Systematic Literature Review, SLR). WA/ 5T (Mapping Study, MS). — 45k (Review)
SEITIE M R eI 7T Kitchenham %5 NPO2ME = g4k 58 s SCA {8 I — AR P I G 55 (0 b 4 i
N FRIRE5E . A HE 58 1 T 23806 Kitchenham 45 A ¢ T 800 A2 U R G0 Mk SOk Zr iR 1 #6120 B Al i 46 ma
IR R G SCRR SRR T IR T B A TR AR A R SR = AT A — R S AT A — AR
RN AR G HL T R 5T 7 R A W A A AT I P B ST E AT RN RS S T I WU AL

AT R AT SO AR TR BRI AT R AR AT R R L T AR S RAT R TR R (S A 1.1 ),
HU AR 7 CER R R A R (S I 1.2 799, G R T AT 5 R SR S 2 Al (L 1.3 ).
1.1 #5R[EE

AW 50 AR B AR R 40T AT S AT AU P (9 A 5 0E 0 A BF T IR, 6 AT AE AT 5 &8 1 5 R O sk
SR G R O, AR B T DU PUANE 9T 1] 8 (Research Questions, RQs).

RQL:ILA AT {5 N T8 58 R G AH ¢ — G0 70 10 9t 50 BUIR a0 7 2

RQ2: LA =R AF 7 b s i T MR L 5 N T B 28 B0 0 AT 15 1 R 5% A R B 1k 2

RQ3: LA M I8 T Wh e N T8 B8 R 48 1 Al {5 M (B & 57 28 M) O VR A% B 8 7 9232

RQ4: A —RHE 70 i 7 R e N T8 A8 22 45 1 AT {5 M (B 4% 5 28 1k ) I o B e i sz e 2

H AP RQI BIEXTFIME AL FHICH) A LI R R 35, R 3 T2 18 DL FE u W5 45 @ 32 R R AR RQ2 &
EPTEARIAE AT AR TR P ITRI R R BN E R . R KB R R, MM ES—NEE T Al
RAGTE P R MEAE L2 RQ3 A RQ4 73 HI B 7EXNT Al 248 H AT A5 M (E) &5k 58 ) B ARl 2 4 07 02 R

1.2 HEx3cEi s

AHIFERTBUAT RS SCHR R I FR I 1 B, B FaA R . Bl R SCHR IR AR T BRAG R 55
PUAS G 3R . T R AT B A1 S R A 2% It R 3 s A 5% SR 11 XU, A SR B T B 4 35 6 AR E (Quaasi Golden
Standard, QGS) I % SO, BLA M L RIL R AR PR . AR R RSB R =08 iR
 BRAG 2L FE AL A T X SCRR B9 3. SR A 9 358 E R 44 T F 2B 2 S RTS8 G, AT 2 TR AT AT 2 S
SRS ITREAT HE, T A B 9NN B SCHRAR B ST AT B AN AT AN T 34 FEAR S SCHR. 75 Z 3 R
2 FRAT IR SC R e B2 3 AR rh 3% O SCR R T R AT B = R e DA BR ), B 4% T R 00 B 1K SC RS e R
52,81 H AT A — i ORI T A2 AL = ZU0F 78 DL R K 8 5 A 28 STk Wi 4R I P2 1 4% B A A B
1.2.1 FEE

T 2 I AT A 23 28 SR 6 T 2% 91 F) ACM Computing Surveys #E47. TR 19 3 8 H 19 A J5 4
(9 2R 28 b B0 BI04 T HLAE B A 2R 7 A B SR LAl (R I A AR S BT R 2 5 3 G S ) R T
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Fig.1 Study collection process
B ARG SR R i A
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FEWE AR TR, EESH T PR RMGRN 6 s Skt (5817 . 7 Jo i 1 2 < g 1 <]
fZ7 e N L& e, B “Trustworthy” F1“AD” 2 B AT AT SCAA] 3 — 2, FATIEE T 31X 6 f LR LA R IUA 1 5 W] (5
AT ABIRIG 7 TR M S rh i R i ot P A Dy D B 1) e T SO L 1SO TR 2402717, 1SO TR
240281, 1SO TR 2402984, TEEE 3652.15%, TEEE P70015%, ALTAL!'. iy T BA1 A BF 70 06t 5 — st 72, B AR
TGN T “Review”.  “SLR”&F 88 1A 5 28 8 IR R 7455 5 20 °F v

(“Trustworthy” OR “Trustworthiness” OR “Quality Attribute” OR “QA” OR “Reliabl*” OR “Transparency”
OR “Privacy” OR “Secur*” OR “Safe*” OR “Fair*” OR “Robust*” OR “Account*”) AND

(“AI” OR “Artificial Intelligence” OR “Machine Learning” OR “Deep Learning”) AND

(“Review” OR “Mapping” OR “SLR” OR “SMS”)

FATRE R T PUAS SOk Bl B, B35 IEEE Xplore, ACM Digital Library, Science Direct, Scopus. £ " Scopus #&
BRI R AT PP SO SCHR B P22, EL AT Hh SCSCHR, B 88 o B =N B8l i HEAT 1 RN AD 8, 12 B BREE A R R IR PR
B RGERINE 1 Pron,ZHEHLRRT 634 KGR RNETBRERMEARN 6 FCHESERX 634
i SCHR T, U AR R 4 B LA e A R

Table 1 Intermediate result of automated search

£ 1 ARG R

ELEHH SR BE
IEEE Xplore 242
ACM Digital Library 29
ScienceDirect 110
Scopus 253
BiFCREE) 634

1.2.3 SRk

T HEBR C3RAT SCHREE & 5 AT BB 7T 1) AN 56 A0 DG I B2 5 /N R SCHR, BRANT 8 LT sk 2 BT 4l
NAIHERR bR At KA 35 2 BT IR LSS T AT 2 — A HEBRARTE (U A 2 BN B R 10 SCREE &

R bR gy N R B i e, FRATTHEAT 7 SCHR 00 975 39 , B Aok 7 4 J R, 68 O 22 30 B R 4 SO 5 R A B B R L
TR A B, B AT SRR PR bR L SRR i R ZE LI W AT R A A N bR HE A X, BRATTE TR N
NFRHE R SCHR, I HEBR T A0 B 55 A AT RHEBR b o 1) SC R AE 3047 SCHR I 358 I, 45 58 SR 1) 97 J28 208 1h 79 A F 72 A R
M ST 56 i, B — RS A7 AE G BN STRRES B A AT 0948 538 VP B SRR AT B DAIA St iR 75 AR S U B 00 AR i R R
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Ry A B IR B SO ) 9008 42 5 ) L FRATTHERR T 2 /oK B 1EEE Access ) Z 2R 7. 388 i SCHik i it i 2, A 1R B T
30 jm /WAL,
124 REHKER.

FEVRNFI ) 30 G SCHR B FEAl KTl 2 3R R AT TR T BR(Snowballing) K — K6 ZAH SRR,
ISR RS B S MR SERAREE &S BR SR =AW B il MR SRR R I H 7RISR K 30
ot SCHR B SCHR,J5 170 VR T3 BR O A R AR ol SCHR 10 228 SCHR IR H 1E 32 15 BUR T 3R 2 R R U RS — 1R 32 1 Ho A AH
JRSCHR AEZ I B BRATHAE Wohlin®" ) 22 43, S5z SR ARVR T BR 10 1 12, B 3 S T3 LT 1) SR Ay 1 e 4k B T
FUAN AR B 68 T AR 1 SR 1k B R TR IRATH R I T 4 5 SCHR R IRATAN T 34 W R
YESI AR F IR R, CHRII R Z I 5 AL

Table 2 Inclusion/Exclusion criteria

® 2 IAN/HFERARUE

23 N ARHE(Inclusion criteria, IC)

IC1 R FAE AL i M SR 96 SR I — AN B2 A5 T — A

Ic2 RETUEN. ATER. P TRESSURRAT . LUt & b
HEBR 7 (Exclusion criteria, EC)

EC1 TeiEFRAF H TR A SR SR

EC2 A A, B 5 A T PR B T S A o o A S I B 1 Sk
EC3 AT oL DUAME S 8RS 1SR

EC4 FAT TEHRSUA (¥ SR (AL G0N B8 R AR 1) SR )

ECS RARAE (BRIP4 20) 5 W1 o (G Sk

1.3 BEMES S

AR 7F 7 I R, B AV RE SC T Bl b R AR A0 3 7, AT A A b 5 B SCIR i B i o B A 7 T 5
A5 2 1 a2 5 b B A e AN i L AT 9 85 SR A S T, 8 08 il DG v — R B N 5 ik A — T
O T, 75— R T8N 50 ik s SRR AT B IE, IR I 3895 AT T A S R AT i

E S 1l LS £ B0 U AT 20 Wi I FRAT TR 17 52 B0 M R RE A 0 BT B T3 8 B W 7 1 1 BRIk B2
rh TR T B R A AR SN T RO D1-DA AR G vt 75 15 KR AT SCHR A AR R I e
25 R 6T HE I DS-D8,FATTR A T 5 P 2 5 05 VECY, LASRAS R A i R 1 R R P LA B AR
FRY SN T SCHE S AT, FRAT TSR T T B 2 R 7 9, B — i o b A 4 2 M RN AR R DL R
TF) 4 5 R 1 7 ¥ 0L AT A PR S T 5 0 2 1) i AN B R 1 500 3 5 2 45 38 v o 50 J2 W P 2 A B AT 8L
F8 - RN, E P RL AR TN 5373 9l %) 5 B 00 B0 SCAS S AT T T S B A T AT H08 58 )0 46 i 1 ) B AT X SR AR 1
G5t B R AT 23 R EL 308 T A AT AL P T B A 2 RS () AR e 1 P L AE SN B AR 5 ST B A AT B
5 AT T AT 8, BB IK B R,

Table 3 Data extraction items

R 3 KR A O

I 1D HH IR i ot BT 5K 1] R
D1 P SCHR A b

D2 =y SCHR AR

D3 Fh SCHR AR A RQI

D4 KA SCHRR RIS, WIT]L 2T &

D5 B E i A8 H AR SCHR R BIE 9 1] B e A I B ATT 5T F B R AR K ik

D6 S g AT {5 A 2R 5 i P e L L R s SR 26 ik RQ2

D7 PG R TTIE A {5 R 9% R P S YA R 77 9 ) 48 IR A s £ RQ3

D38 R o S S 3R R S A ) O s 5 9 B Y 43R AT 4] RQ4

2 ARMIKRQID)
FEARTS T FRAT T ZE MR T AR = Z00F 78 B 99N ¥ — G0 0F 7 1) S A A L AN 78 Y, A4 HE RQI R AT
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Fig.3 Geographical distribution of research institutions to which the first author belongs
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AR DL B PL . (62%) IS 3C,29% A 2 RS A 3 RO 28 ST 0T BAR I T el 2 1, B
RABIRTEBN 73 B ARG T R I, R RAE A SR K -F T B = it 7e o5 B e b 6 DS SCIRSURRAE |
LRI S E BRI (ACM Computing Surveys) F. T 99N IR H SCSCRRES R R AE B A TR T 1,3
4 FERRAE (PR 3 AR GHENITR SRR .
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Fig.5 A metamodel for the research category of trustworthy artificial intelligence
Bl s Al N RERT T G o 1Y
PV — LW T I RO TR 5 b S T R U OLL AR 4 B 6 R RE RO BIE T 0 5 AN )
TIF 9 FT B8 A2 FhAS 6 1) 8 JBE T R AAE 9, BT LAFRAT A 4 7 W 910 e ity 77 6 B SR SW+THL B %ok AN [R] B 5 ol 7
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Table 4 Research focuses of secondary studies based on SW+1H model
K4 HeT SWHIH R G0 57 IR 52 553

RE EE/ . BBE | Al *x A E
T T T e IR |pw |mm | zms |25 | oa
[14] | Wy H Wt Wt Wt
[15] Wt Wt Wt Wt
[16] | Wy H Wt Wy H | Wt Wt Wr Wt Wr Wt Wt
[17] Wt Wt Wt H Wt
[18] Wt Wr Wt
[19] Wt Wt Wy H
[24] | H Wt Wr
[25] Wt Wt Wt H Wt Wr
[26] Wt Wt Wt Wt Wy
[27] Wt Wt Wr Wn | Wt Wt Wr Wt
[28] Wt Wr Wt Wr Wt Wr
[29] Wt Wt Wr Wt Wt
[30] Wt Wr Wt Wt
[31] Wt Wt Wt
[32] Wt Wr H
[33] Wt Wr
[34] Wt Wn Wt H
[35] Wt Wn Wt Wt
[361] Wt Wn Wt Wt
[37] Wt Wo Wt Wt Wt
[38] Wt Wn
[39] Wt Wt Wt
[40] Wt Wn Wt Wt
[41] Wt Wr Wt Wr
[42] Wt Wn Wt Wt
[43] Wt Wn Wt Wt Wn H | Wt Wn
[44] Wt Wn H Wt Wt H
[45] Wt Wn Wt
[46] Wt Wr H Wt Wt
[47] Wt Wn Wt Wn Wt Wt
[48] Wt Wt Wr Wt Wt Wt H Wt
[49] Wt Wt Wr H | Wt Wt Wn H
[50] Wt Wn Wt Wn
[51] Wt Wy Wt Wn H

W Wt, Wr, Wn, Wy, H 23 %)% 7~ What, Where, When, Why, How, %3¢ EARHT 5% o] 9 AS [6) 47 .

What (Wt): 4 WEEEHF 50 %5 RVEATR AT 2 2450t B7F 52 PO — ANIF 50 ) R - R 1 JF RORIEASG AT &
G T A,

Why (Wy): gt SEHLIX e 585G 2400 Gt BF 71 O BF 50 B2 J P BT 98 1 AT 4 FT A AT 75 B2 28 i
HEEE.

Who (Wo): HEHR 8RS HL 1 IX LA 00 R & 51 1 1EFH A8 T 23800, N A i AL 73 A 55 28 AL 0t
TR B 5307 )45 AE BT e ey — AN A ) R Y AE AT T AT A B R A T (R R, b R R
& HIE).

When (Wn): 7E 216 60T 25 R S F X S8 RIF 50 5% G249 fnn BF 52 27006 5 2 1 P 1) 4 s e ik 07 122, B 9 T
AN AT R L% R R AR R 7237,

Where (Wr): 1E414 AT R G KB Bt 5 Bl A FH X LE fF 70 6 G 2451 4, F 7 OVEE R 90 2 b 55 2 s ek 1 i e
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CACHE SE BRI BETT T8 S B RIZ I B AL R GEIT A AOWR L B Be (n R AT . R I AR R AT AR ) .

How (H): 1] 52 30 2l G 4] J82 F 33X LS B 58 %8 S 24510 B 5 P4 ) — AN 9 ) e G e 3 1ok 52 B R B AT
Gl E 1.

B 5T T X — B W, Wr, Wi, FoR B D5 iR IE T A — R T WL U5 v (W), iX 2
T8 F 3 SORAE 0 2 AR R A A (Win), A IR B8 77 VA L T AT R G R (RN B B (W), 51 Ak 7 U 97E ]
fERX— 3 05“Wy, H” ZRoRE0S AIEETT 1 At 2 7 0045 (Wy) A0 SEE0 AT 45 (H). I8 2 A A (W2 kA
AT S T 8, 46 K 94 2 T 90 0 4 1 S A A B A O 48— A Il L T A4 (Wy) 9 Tl AL 22 R AE AT TE Bl AL
TR BT JC R TSR B TR IO B, AN & MM AT A B BEREAT WF 7E. 5060 T 2 ] Sz 30 o e 7
P (H)IZ S B9 405 1) T 8, 46— 0k 9 o (R 2 A5 0T 9, DL D 0 3K 2R 1 e 2 il R 9 A AT 4 A 0 25 8 B
A5 P (W) AR FE - B9 B 2% 15 B A FE (W) B9 10 AT — i SCIR DV 171 86 S 9 ol R LA 3 A A 35 15 S (Wo), 28
T, BATIN Y IZ IR E — AN JLF- 3 Bk 70 A 5 10 i il (EE 8 SO 33 A8 1 M (045 5L 00 T BAR B BE o0 R, 7T
LA 3,5 2 AR TT I PR A2 JB A b R 2 X il B 0k ik 0 75 925, 3 A 3 DK 23 WF 8 SR T RO #4222 4= P A
W R PP ) 2 A, T 3 P B R A R AR 2 M S i T AS [ AR B 2 IS0 i e, AT AE i 8 T B AR B

RQ1 E g AlfE Al I RBETTAG T 2017 SE0F R OB S A BRER 1 5 S A Al M (8 B )
B0 N a5 AR SR B 00T 78, A wIAE AT R 20T 78 5 200 sl A8 T o B8 M ) DR s 50t O vk %
JE 55 PR, SR T 5% 3 S R PP A 7 9 BRI T MO AT (Why ) B8 £ B2 35 8 il AL ROt — ek FE O 3 45 2
(Who)BEAT 73BT ¥ — Z0AT 8 AR 2/

3 AGAIEREASGHNRERMERRQL)

18 17
16
14 13
12
10
10
8
B4 6
gs
-
4 3 3 3 3 3
2 2 2

2 |||||III
0 (B B B B BN B

fg =2 7 4 T E%Eﬁﬂk%?&ﬁﬂggﬁjg

%2ﬁ$§ IHEFH@EI%EI@E?E.E e

EEE&* Eﬁﬁﬁ% [ 5 & g
i1 EE
:
REREM

Fig.6 Number distribution of studies related to each quality attribute
Kl 6 o7 & J& AR S S B o A
BATAIA B FL A FLIR B T 21 Fh] (5 46 5% 10 5 & 8 14, F At 5 (R A% 43 AT W ] 6 Fro, FL B RA 1
MR RMEYS Al RGN T — R R G RERE OG0 5T &8 =R T Ui 2 (0, 5 — Rt &
G0 AT A5 R OG0 AT G e L R RS A TR S R R R A AE — T i e T e AT T I O R A AT (E AT 4G EE
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BSOS AL R G0 T R DY I AR U, 4 ) 2 25 N IS ¥ JRUU (the principle of respect for
human autonomy), {3 & il 7 J5 )l (the principle of prevention of harm), 2\ *F*4: J& )l (the principle of fairness) P f& 7]
fift 12 J U (the principle of explicability). ZEFATTIR A K 21 Fls & @ v, A 15 Fha L4y 2 3033 I 1 R ) o,
HREWAET 3ANFREATHENAE T | M FEEmHER 6 MEERBERE T —REKMG RSN G
3R, 5 ISO/IEC 25010: 20111 2 H (¥ 7 B AR AR A AT 2% T A5 AL & I8 4845 U VR ISO/IEC 25010:
201193 UK et b (R B T — ANl s AL BB YEAESL, K 7 FioR. % UL 2, 7E ISO/IEC
25010: 201113 g 11 7 8 PR R R 1, 20 e SR A I, BT 43, Th REAE o, T RS AR M TR B R T SR, B
FH A0 22 A e PP R R 14 0 22 A Wk 450 S T 47 2 TR DR U ) e AR SE B ERRATT R IRANEI T Al RAFELREMHE
R S 1 75 SR T FE AT S b T RS — AR — B0 A FRATRE S T D U A 5 R A 2K B T —
B o 1 2 TR AR SRR RIS AT BB MEAE AL 5 ISO/TEC 25010: 201113 ) )i 2 g 1tk ME 42 2 [7] (1)
255 AT DU AR T — R R GE T AT R G515 H HE R (0 R DL R 25 5 S Mk A HE R R i L
P FEAT R A 41,

e
—RRER bl N T
— R (29
o)
Py
AT AT "
ot e
s ERRREF pes— FIRHE

Fig.7 A quality attribute framework for trustworthy artificial intelligence systems
K7 afE N LR R G B AR
3.1 BEAXBRRM

N LR RS 7 B RRE OR 45 78 70 A1 208 B IR AL RSB LA s A1 5 N B8 77 9 B
BT 7 SR A PR B b, U — OB R, BN A A W AT DA B B R R

AZBARBA 5B (Human agency and oversight). 5 2 53 SCRRU 08 T iX— i & @ vk, b i e g 2
N E A TR AR B T {5 N T8 g 2 G5 fi 5 2 A0 S D)k 7 D088 48t N T 28 ik 2R 45 A 7 N 2858 (AL
FITTAS A BN 22545 P U g U0 iy s SO, BRATTH N AR A G B 5 SO N TR RE RGN IR &b T A
FEH ) 2 DLk R G000 N (0 AR i {8 R £ A B H At i AR BRI i R e N AR R B R e A ) R
SO TE TR U N L e R G5 AN JSAT N I B R (1) [ 80 1 2 XU DL R A 2 R ER B 52 i 8] 25, SR e N 2 E N
FKEVARIEAR R FIEA LN FRAR KL S 58— e R,
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3.2 BEEFBRN

155 56 T S 05 B = THI ¥ B SR U OV AL 4G 1) AT R G R P SR 58 3% il 497 5 SO0 4% 55 52) AT R 45 I 3
BAT IR IR T AR 1;3) AL RGTEH AR b DA 2R ot 1) 28 T Lol R JRAT K B 1 RS I, R R (S R %
PE. SEREME. TTAPESE AT B ), AT S T ) B 0 BRI, AT B A M 3R 11 AN B R R B R
.

ié‘lﬁ:‘(security).ﬁ 13 %iﬁj{[l4,15,17,25,26,28,3l,36,37,40,43,45,50]iﬂ-.‘l//t‘\Tﬁélri’y\:qjmlﬁjﬁﬂ: ﬁ[14,25,26,37]xﬂ-§éll~i
P T SCPERE IR BF 7T DK £ %5 1 (Confidentiality), 58 2 M (Integrity) A1 7 F 7 (Availability) WL4F 22 45 9 3=
B H bR, 0 R AR X = A B AR E O 2 &R T8 M 0 e PO g N TR R RS 2o 4 i 1) AR B R g8 N
TR B R G0 A N B0AE 5 A ) B 7 5 32 B0 IR BT T N T8 RS 28 (1 p AR 4 il R 2% T e ke e A
PR IR M 2 T AT BT AR S RG22 4, B 22 A ME AR AN T AN 2 e 2 B R M AT B 0 e 35 F R PTER
497 ISO/IEC 25010:201 113 ebosxf 22 4 Mk i fifi ik, B 7= it Bl 2R 0 OR 47155 S8 A0 504 (R0 R 2, B A - A N i 7
ik 2R G0 5 LU IR 2 AR SE N 6 U7 ) FE L A, 4 0 i AR OB BRI e 4
P AR TE (9 0R 22 4 PR AH DG SR BRI, 118 T N L B8 R 4 I B 22 4 1tk

ZE AR N TR RGN 2 AR B R @ SN TR B R BN AE L s o CUOR P 208 . Ay
R At 28 9 52 A/ 50 0 2 T ) R B, G R PR 4% B bR R 2 A DR, S8 BE AN BT R T R MR TR R R
LR3I G5 B8 P A HL (5 R DA B2 23 B0 DI G iR PRI R 22 2B IA 1] F 2 P 12530, e e v g R 4Bl
1R 2 AL A5 B AT F 22 G0 B8 — S0ME AN AR R Ve A L2540y M DUl g N T8 R R 81 T B AN
RN S DL e BRI I AR S5 K g A2,

B AAME(Privacy). 5 17 i SCHERH!S2528-30.36.39.4042.43.85-4713sk 40 1 B B Mk | T30 B2 S 2 JBF e v O 2 8 1k 7 IO
Tff F L 410183043463k e B PR B H 7 s SCPER IR, W T N ATBERY (1 £ B 285 BB B Rk, 8 HE A (1) B L T R R
AT 5B R AZ AR A AT I 25 A4 B0 R FE e 1 FE P 0 B A 7O AT SR G0 1 K00 B R, i o A P 0 £ e
AN NG TEE AL R Gl 1 BUBRKR 32 2050 0 7S AT AR CREHR VR BE 2% STRERD) (R Be R 1) 5 ek
{1 B N B A D e B 5 55 DR 3R A 5 FE PO H L% 2 ST B R T 55 1 R B DA B A AR R AR A 2 4 2 it
FEANSZHEWT . BF BURN T TS5 52 0 1) A6 A D0 SR OHR AL T — AN TN A TE PR AR, K AT ASEY (KRR FA S I 45
HHERaFL . BIRIBE RS T &5 SRR FA.

25 b AR SOR B FAME T YO N TR B R GRS B, I 2R 80 BB A 0015 B DL R iR 3R 45 IS5 A %2 5
B HEWTRIF P00 RE 71 NS K AT LA N T Rt R AR FANE 515 B 2 M2 V) A ¢ Rt i il — 2
(10 R L5172 36,4043 450 gk i [ A M (1 [ B 2 1 8 22 A

T # M (Reliability). & 3 5 SCHERUONT 8 7 AT Stk ik 70U 0 o7 S M ik v R 4 4% T i 47 O FE B, B A
FSE B BR FE N, 3R G5 350 AT AT w4, ot 4 TR) B0 B N R 45 72 A AR ) 0 i S PR B O — 52 S5 R R BT R g 1S0
SQuaRE ) 5 SR, Ji5 4 & R G0 72 i B E B 25 14 78 10 52 B6F T P AT 0 T R RO R BE . AT R G A
N —FRE B AR R G0, 0 TR B — R R ) R PR AT A TE SR R IR BRI T AL RS AT SE N
BTG A 10 75 3R DR e A SC R RE 2 130K Y 1SO SQuaRE I Hh iy 5 3L

B ¥ (Robustness). 5 3 & SCHRU 7N i 1 M . 3 e 5 B0 A 0 e 1 B2 46 A i 11 s S )
OB R E SO AT 2R G T 506 5 0 ) o R R F e S e o b 4R AT AR AN 82 Bk o 5 i BN
SR E AT A R A0 RE . 5 AT SRR AT LL, B PR e 5 R T AN IE R SN AR E T, T AT S SR AT O A OE
P52 AT SRR AL RETE XTSI R EF IE 5 IS AT 1 R8 0, M 22 A PR 50 A R G0 R G Lshm
A .

25 L AR SOR B R XON:AL RS0 HDN 78 15 GLI AR RGZ AN AL B8 2 35 (R #F IEH 1817 e
71.

Fa e PE(Stability). A 1 &5 SCRRUHT 6 7 R M E TR 0 AN B B B DR A B N R R 2
XA B [ P SR 3 AR 5, A I B R AR W G Y R BT T 2 I R AZ T, M RGO B0 I 458 AR 52 3%
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SNRHERGTIMTRERE

i S ATT T OV A A A SO R E T R UMY AT RS X UM BN, R ST B AR R B RS e A

WM PE(Accuracy) SO 1 53 SCRRU NS I8 7 e BF 701D bR AR 20 (10 vl 1 2 SO 8 TE Al T &5 SR 1)
BE 7, RIS SO AR AT 2R G0 vHE A P L CR R E — o2 I 2 b DLERIE 2 5 6 % (it mT 5 1) e 5.

25 B AR SO AERYE 2 SON AT R IE R L3R (10 B8 7, oA Mk R AR REE — B R b

] 19 3¢ #E (A ccountability). 5 3 5 SCERU N4 T AT 1] Tk W SN0 E AR A (T 1] 3 M, AR A A
{0 AT i) T PR B R 15 2R S8 P E W B B s S I e 0 TS N AT R G2 T B T AL s S B S &R
G848 HIZNF F P R RIE B R G810 R SR ANAT A A BE 11 AT R G810 W SR AAT Ay vl AR AR HE 5t ok 19, DR ok A
TR A7 5 B R 8 A P HEAT 5 ST SRR R 1 A SR g i e S i S

W] E & # (Reproducibility). 73 2 & SCERU"Hst 16 1 A7 8 5 13X 2 8 SClikont AT P 1 s SO AL, 3L
HF 7 D SR N A T, N FR G 1 AR FE RS T S MR R, 0 R ) R GEAR AR R AN S R 4 1, R Gl
(1 FITA e s #18 m 2R A g e T WS AR (1) £y B T o R A Iy, R — MR A R R B e 4 s AT ER,
R 5 AT 19 AR [0 (1 45 LA e U 1O st T AR 1 A I A — bl e 4 T R RN e A OR AT EE R s

B G5 ORI RE R AR B AR SO WO W R M OAAL RAEM RIS SERE&MN LigfT
% R fit 5 13 B AR [R] 1R0308 47 45 SR 1R 8 (HE =R ).
33 AFHEN

AP R EE SR N TR RE R A RITF R 3B A 6 20 A 7 R A AR AE A T/ B E X ABA P 1 ) s
R TEL SR 2 AR A 11 3 g A S 3 e DA A £ AN AR BB AN B2 AR 21 11 Al DL AR AL O AR 1 £ i
AIREEME S, RAE AR JE M, B A T DL B)1% 5UR R

A (Fairness). & 6 5 SCR 1626274839555 98 77\ ST B AR ALUME 2 T 7t POk A0 SF 1 (Fairness), - 25 1
(Equality)F1 4 W 1 (Unbiasedness) ¥ AT 40 [R]85 U4 40 T F3&, o o6k A B A A1 R R EE A R [H
11 5 B R e (ol R, % A A 25 ) 1 S [ A A A AR I R AR [RD 0 s U R i a8 T Al 8 (Non-
Discrimination), B} f % 1 25 X 5 BT A F P 1T AS IR 4 2 B J2 2645 10 IX B0 A5, 52 | i 5 e 20 g s SOt
AL A T O i 2R G0 LR AR AN A7 AE B AT AT [ A 0 IR S 14 5 e SR TG S IR R AOE 1T AT AT A A
SR 7 A i AT B R APF 9012714 0 Sk 1) B SRS K A AL AR £ HR AR AL T 1) AR A S 4 1 S 0 R AN [
TR 1 A 2 14 DA RSP 2550 4 T B TR A P B 8 8 7 A PR 2 S B R i = A P L
FE IR A P G5 A ST A0 TR SR A S 3K T 22 5 AT A0 R %) B S UL TR T A e AR 46 R T A 1 AT
Ay 2 T 443 1 3L

SE 1 AR SOKG A T 8 SURAT RGPS AMA [ BA BT 3, AN TR 5 e 558 TE 9 (0 4 2 5 v o DL F A
R R P (e, S B )45 ) 5 ST AT S A B AR DL P 6 7.5 A P [ SO AR B S P S5 ko (i AL S
.
3.4 FIERERRMERT

AT RBEPENT T S FIGE Y FH % AL R GG AR 28 00 B 22 m] R e 1 JR U B2 3R AT RS Be 0 0 H 1) 75 B4k
AT, EL T TR R e A A )2 2 B 1 N RS FELAA 2R 4 1 v R RO AE SR R A P, R — AN R
i 1, B AT M R R R DL S B R R L3 S bR AT IR 0 B T AT R B 7 (Interpretability), BT fi# B
(Explainability),i% B #4: (Transparency). {2 3% = # J& it S, 3 i ekl 3 4 H “Interpretability” F1“Explainability”
TE — 2 58 48 0 9l T A iTu X “Transparency” S Br BRI 72 N 25 5 B0 9 & B I%CA A 22 7 T ABRATTIG =38
Gt — VAN T AR AR X = AR AN R 58 oh 1K) 5 S A T SEAE AR — SR A 0 22 53 (B R ATTA D X AR IR 1)
S AT FRRE (A [ J7 T B R 2 B, DA B AN R RTE 9 25 8 1 8 0 AR SCOKe 25 B I 1) 58 S % T R R 1 25t — A
BT SCHA s SC A, FRATT R BT IR 57 1 5 T AR (0 5 SO ABL, SR O T ] B M B R AR AT RENIEAT
N T 28 G JEC 3 ol A9 2, T S 0L 3K — o PR G B 2 B R I R BV A 5T A BT U, BRI b, FRAT TN D T ) % 5 R TR X 4
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B T A 1) JEE T AR BT R B4 B SRR R T 7R IS B AEAE A E IR S8 A R LARATT RS AT ) B
VR 4 25 a7 SR O, i SRR e R A A R A SR T

] f#BE #E (Interpretability/Explainability). 4 10 5 SR 16:19-2633-35 4144510543871 AT g B 11 BIRF UM 2 0F
FLOA el “Interpretability” $if 28 8 N 28 HE AR — A0S 4 fa] T4 () B8 7 9F 78 200K “Explainability” 1 18 Ay
AL RGN0 45 1) A% AN 0T DUER A 1) D7 ¥ R AT AR (¥ R 32 0 7 Y R DA AL 1) “Explainability” 5 Al
AR NI A < B PUUE T “Interpretability”— 17, H: A 9 “Interpretability”™ £, &5 45 74 37 B 11 A1 kg 7Y
Thge P AN J7 T, G A 2 57 B 4 i e 7 8 FH N B AN S SO R v R AR DL KRR B S BRI BE R B ]
DA PP B A2 A 7R il e ) A 1 T A0 Ak R RE S 4t R AR S S b 7R R P s SR A 5 A
5w 704 tf F-“Explainability” () B A 5 A — 55, 1 45 8 T 1 5 1 78 P04 T “Interpretability” () B3 A 56 A
—F 7 UM 4d B T “Interpretability”— i, 3£ A A “Interpretability” 77 B T~ 5 7% B L6487 iF (2 A8 2 45 (106 o 4 o
(9 72 A DL et Ao i Sk A P R 4 vk o R R DL SR 3 5L X 5 g0 PO o X F “Explainability” i A A2
“Interpretability” i) fig ¢ B IN 42 30 S AT &, 7T LLE I B0 B 7245 B — A AR — Bor 45 10, BD AT e v 5 A
J5 T, — 77 T A2 YRSRAT IR AT R R, B R A AFI 5D BRI Uk H . SN 6 RR 8 i N 2R BEAR;  — 7 T
& VA G5 1 1 AT AR, B R SR R AT BAR YRSRAT I, v S R R A N S BR AR N A A ) T AR S bR
3% WA 1% (Transparency) & LRI 4 55 SCRRUS1%293°1i ] 1 “Transparency”— i WF 78 245 t b1 F 8 = BRI A0 5
MRS, KZ AL RGN EOIRES I T AE B S 8O0E T 4 BB TR AT R 1 1 o 804 B35 B M A0 T
FEVE 8] ) 22 S AE T, 10 & R 7R B4 M Re % A N SR 00 I 380, T 5 2 6 22 SR ] WL 0 %) Btk b3 e % g N 2R 33 g ot
FEUCREREE AT R G035 W ] DA FE P B — 37 07 1) 0 T A6 P 7 4t 0 AR A5 5 T £ ) e 55 DA %
T AR (R P 45 R I 7 DL AR 1 3 B s S i 0 R 00 8 R £ 2 R TR A 4] A R R K 7 SRR 7T
E R IE S AT R R WA AR E S, KR A A [\ BT DL 2 3R AT K “Interpretability”
“Explainability”F1“Transparency” 4 — VA2 N T Al R B 14, A & 7 7@ PEiE Ik,

25 b AR SOR AT R RE SR T R LS B AN D T, — O T A SR AT R I T R B R G AR R % P
IR B N B Be e Bl NS ERAR, 53— J5 T A2 PN 3B 45 04 1 mT AR v B R el AT Bk e 3R AT i,
TS TR R 0 A N SR I v P 0 65 0 T AR 1 ) T R A e, LS R L T 3 TR
35 Htt—mMERGRER M

BAVETCIER BT E AL DU AN 2 TR 6 P &8 a2 3 7 — MK 1 5 & 1 2800 R, DLERAIE
E KGR B E IR 6 PR 2R AR RERE BT A8 2 7 e RS M e AT e v Th e SE v, B R A, T
FERE AN PE RE UK.

WFFE BT R bR 57 B M SR 7 ISO/IEC 25010: 201113 e iy 5 S A SCA A 7 B85 3R

M (Compatibility) 1572 i« R EA M5 HAR = fh . RGBS AETE A 45 S HL 3% SR 1R A4 A g A4
R LR AT H BT 75 DI RE AR

W] 44 P (Maintainability) 38 77 i 50 R 48 0@ 148 0 LS . 21 1 SR8 B3R 858 R0 SR AR Ak 1A 7 R RN 4K

ThBEIE F £ (Functional Suitability) 6 75 4% & < 15 31 F I, 77 5 5505 G 42 396 2 00 5 A R 75 SR 1 Th B
TR L.

5 FE(Usability) 45 75 16 52 1048 F 3R 55 b 38 58 B P vl UGE F 7= 5 B R G ok S BT 2 B AR A 2k 20K

A L
T BB (Portability) 15 R 48, 77 b BRALAF AT N — MR B0 B AR 3 A FOAE FH IR BT 72 B 3 — AN 30455
A R AR

BB (Performance Efficiency) i 7E M 2 45 1 1 54 FH A 8 5 508 AH S 1 M BB AR

RQ2 Z GBSl B a5 & 08 ARG T 21 DRI B EIE R T W 7 R E AL
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| RER G TRAEZ 58 — R F b AR AT 52 S IRANGE — T BN BUE & PR 52 SRR

4 TEMATEEEGARQ3)
FERE FURLRE o FRATACIRIE 1 ] AR %, & R Ak, 28 - R A B RA AP 0 U i P2 875 9%, fn 3 5 s oA o i
P R PPAG BE B 7 VA TE — Rt ST Bk AT I R
Table 5 Trustworthiness-related evaluation and measurement approaches

R 5 RAE TR PRAG RV

RERME PEEEG% 3CHR
AR [19]

AR D R [16],[19]
FAh AT AR R A 5 A [16]

b LS A T S T 1 B VR A B R OAT O T1S)

" JEF T I R DAy 1A [15].038]
% SRRy i )

NP R )
T SRR

P E e

A AT A4

AP N [45]
4.1 "ERRMITGAENES

XA 2 R SCHRU SN 18 TN TR R G0 TR M A G 1 B R VA C A B T AR T AN [ I AT AR R
PN N T BE R G R (S L 5.2 7), W TTT H 3 N T8 B R 458 10 ] e vk LA &5 8 78U PN 8 1 #8 2 F
T PP A58 7R T AR M (R 92 A B AR 1) 1 R R AR A I O BTG T A T AR M R B 9k A AR
W 70 v B B AN B A0 A AR PP A 7 v =24,

1 F B (Computational Metrics)i& & 8 F1 7 FR A ILA 048 34T, /] LLTEIR B NS 5100 F1E AW
FA& AR R B R 148 5 07 M % R B i FR N AT R AT R G0 AR BB 5T & 10 50T FE B (Numeric
Indicator)! 2, SCHRUV 1A Wi 1% B &, Bk s B U5 AT S ) FelaA2),

\J1 B B (Cognitive Metrics) W& i\ 252 308 HEAT VEAG I 8, BR324 I B CL IR AR P o e T A
%40, Hoffman %5 NI AL K 1% (Goodness) i & J¥ (Satisfaction) . 5 H fi# 4 (Understanding) Al &% 2 Jif &
(Efficiency) VY 75 ThI W 8 19 UL 1) B 5 U7 325, 1K 6 J7 36 0T DL B 32 A0 )N B 8 190 A B 0T A s 1 i e 3t A7 VP A e
A0 B 55 V5 AT 55 IR B2 55 2 T A R e AR 11 81 33 T FEE 4R P W\ A T AR 1A D7 2 A R 1 R R S B AT R A
ANLEGEARRIOIFEMFE L, 5 B ST MR 7 N TR e R G MR RE RS pi A L MR AIE O oK,
R ) B AR R E R GAE A AT BAR B TH AR 55 7= A R 77 T R R DO AR BT 2 BAR T v A S % R
SR IASAT]

FOA T AR REAE DAL J7 %5, 1SO TR 24028 f i 17 3 Floted 28 Bl il 10 2 6 (L4 — SOk e e P AN I 1 —
50 ZEE SRS A B B TR 7= A A () SR DA P AR 5 i 2 4t D e i e N\ A i R 1 AR A A AR T R AR AE 4y
B S ISR B 3 30 DU 32 R T R e ¥ I 1% MR IE 4% T o 3 4 B 1 3 K PR ARRAE. Arya 55 N SRR AR AR 11
A 0 LR A R T 3K K 3 e 5 ik 2H 2R 7tk SRR . Sokol Al Flacht MR 1 T — 63 F T 2R S8 VAl Al ff R 7 3%
BIULRE P R DhRE . AR WTAIME. 22 A VRN 06 0F 4 B VA5 T A RSS2
42 BHMITESZX

A 2 5 SCHRY S T Bk A VR A D7 vk R T 3 A R R 1,9 B AT B AR ) A R T
PERE B PP AL &8 T 8 Fe I A

>

[49]

— EAZIESTORIE T T I AR LRI 1
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W AL 2 5 SR T M R DAL BE B 0T 7 R ILHE R R RS B R, R RR F1 90 SR RE SR AR O bk
WERN G2 T B R b % 2 =) S0 R0 FH o, DOt 28 458 8 6 e o 1 0 1k A 147 PR 50 G Dunn. 25 A [A107E 4
B0 DX TR 5 Py I P H A5 P A ke A S O S5 R T BRI 3 4 ook B A SR P10 450 7 5 o X 1o B2 3 5, B L A%
RN 22 DU B0 FH BT AR 55 5 20 4 P ASE 20 5 B %) 67 T 52 1000 R 2 b, X 6 48 bt ] T DA% 3 G5 BT B AL Ak, AL
M B R G o PR TR 2 00 T X e PR R PR AN B B 7R VR A N 8 B8 R 0 5 P b 1 B U v S 5 TR SOk
[AILLAI2]

BT BB 0 e PP A vk R DL I T A R T DA AR B TS R A T AT R B VTG D,
Biggio 25 NAER T —ANZ 56 22 4 M PEAG HE 42 (Empirical security evaluation framework), % HE 42l — /N 1] BLE
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NP

Z R W E B (Disparate Impact) 1Rt B AN B AR 7 A= (1 70000 45 S5 1 PR 1k 0000 26 2 IR0 A 36 45 v 1 Ll
1B, 1 R G L0 AS [F) A4 2 8] 14 P P 00 B 451 2 A O 04912 6 b 16 200 8 v, DA [0 0 k2 T (1) b 2R Bz AR
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WM &¥% & (Equal Opportunity) >R R [F B4R 22 18] (1) 2 BH 1 AR U281 32 1 e 55 1 4 T 1 25,
HHSGETHEER. ZEE0EARMARG)xR:

|P[Y=1]S=1,Y=1]-PY=1|S=1,Y=1]| <& (5)

Mg A-F BB (Individual Fairness) 2R A AL A4 52 BUAR LG R 12 BB AE RE SO PRI AU S [
R 8 3 2 R AN A [ At o8 DAL AN A 2 S 2 1T DA 4 3R (6) ik -
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4.4 PRAMITEGE
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Tl 22 7y B AAHE 22 1) 2R 48 Long £ NS T 22 53 B AL I ZR(DPT) 1 7 155, 1% 77 V5 1T DA FH T PRA5 oK A8 2 4>
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FAME, O3 P, RT 1 53 1 RN 288 AR R I B o 22 A R 45 e P K AR (8 A 1) X, IR S [ A ) 52 B B
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B — S B AT 0 35 2 Rl SE L5 12 AN T 2 x A o o B U ) O o 5t S B B A R TR R T 4.

51 ZeMREHMHEXEK
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{1y EL Wl A 9F 00 98 A TRl T 2 A 6 0 (G 3 ) T ok 43 A R AR A g R -1 723950 A i B T I xR Tl
T2 A 8]0 BT A 09 7 7240 A B B0k B 48 . Sk LB B A L R 2R g B AR 5 Tk TG R PR AR R A Sz ik
LV, % 6 Fiow.

B B0 5 B 4% 7 Bt R 3 — PR A2 T e B AT S0 1 SRR R Ok i ik O RIS B o 2
T G 1A B SRR AR N B VI 255 r DA 11 0 5000 10 A, BT B A A sl A A 7 45 L A 45 (1) &8 SR L. 7 )
T 18 B M 32 B WA B 7 3 — RO TR I AE N T G B R0 R G I AT B BN R G R R A 5 — b
F A UG TN R 2R 0 0 56 B8 1 A I 1, o 5 5 7 00 S BB R B35 2 AN () IS 20 198 S8 %o 7 92, B 0040 s 4
R 1T BC R 54 A v 0 1 JEUARL AR e KT B AR T 5 B A 43 8 R R S 2 B A TR R AR DL ORAIE )1 25
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i ST AT, LR T i % % E fik % i XA Tt o e, DR b 1 B0 A AR L B R L.
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[45]

Table 6 Security and robustness related practices and approaches

R 6 LANE BRI RSB T

BREGELR RS &
P I b [28], [40, [43], [50]
i e [43], [50]

SRR AR A [17], 361, [50]

LI AT [15], [17). [36]. [43], [45]. [50]

) B 3 57 AT0AT2) [15], [17]. [28], [45], [50]

GRS SR A FIATATS) [43]. [45], [50]

BT R EATTASATOA) (157, [45], [50]

B g As0AR AR [25], [45]
TEELCE Bl 2 AT 3]
o B R B1]
BRI AutoML [31]

AR 5 B 55 0 A 7 B — i 7 o) I A AR ) P L o R A et QUL T AT AR T — b X
2 42 75 10 B — i o 1) Mok 3 R RS S LA A 0o 2 2 0R) E BR AR B 1) 7 vk

RERLOR AL ATF 72 B e 4 8 i TR 1) T SRR P AT SR Auto MLt T DAAE Ay 575 7680 S8 s 2 v 6 TR ) T Ao e i
A FE RN AR e ST R A JE TR, AT R Sl 2R B 55 05 IR DAHEAT B . AutoML B 75 75 B Y
5 B A 190 B0 FPOASL ok 3R AT VI 5, AN T 2 T A 28 [ 400 5 o B0 5 1 i
5.2 AIRRFRMHAESESCRR

FEAT 10 FF SCERU 1019243335 440U T AT AR AR D 1 (R B S B R ¥ R 7 BT, FRATIRE A O 52
SN EIE TR, A S T AR DR R S

TR AR L OR B A TCU MR o AT R Ge BRIt vl R ek (1) — o U7 102 A R AR 0 1) U S i 4O L 3
SRAETT A5 TR A PR 28 RV AR I 25 28 G2 T 5 80308 4 AT 2 28 3¢ 8 36 50 i Ak 451 2, T A s P i iR T
PRA A Aty Bl B2 A 03X S B B 8 45 1) 28 0 K0V TR SR N 8 B0 2 e 0 At 8040 4 v % Ao Js A1 1) 20 A7, AT
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Table 7 Interpretability-related practices and approaches
R T AR REVE AR R ST i

PRI SE PRI R ik 3CHR
TS AT AR A I SRR 2 B g AT [16]
SIS A A R BEE [ G AR ATATT [16], [19], [33], [35], [41], [44], [51]
B el gy A AR [16], [19], [51]
HeF U g g g A2 A0 [16], [44], [51]
TRHE S AT AR A I B AL B g A A [14], [16], [19], [34], [51]
FF ARy g kA AN [14], [19]
B AR g iR A [19], [34], [44]

F AN T AR e AR IR A A IR, 0T DL 17 0 e R (1) s 5 IR (RS2 B ) o Py Gy v, —
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AR (1 2 SRR BT AR T AR R LA S 4 e R A,
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Table 8 Privacy-related practices and approaches

R 8 AL TEAR S S B 5 ¥

TSRS BREGEE 5
PN [29], (437, [46], [47]
‘ BA AR AN [29], [36], [39], [43], [45-47]
N b5 B8 B 2 1704177 [29], [36]. [39], [45-47]
Bt A ATEATS [29], [39], [45-47]
— R T [39], [45]
R BTy g A 186 A193-A 195 [39], [40], [43]
AR 1520 Ak F 7R [15], [18), (301, (391, [461, [47]
U Tt 6 Ak A T TR (1]
e TE 4 F R R [16], (181, 391, [42]

B e Hamn!"*%! [15]
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Table 9 Fairness-related practices

RO NTIEM R
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TiAL B 3 22 Bk gy FiENOAAT 14], [16], [27], [48], [49]
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Ak 2 )5 AL S 7 o o Sy A28 AT AR [16], [27], [48], [49]
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Table 10 Accountability-related practices
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