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Behavior Steganography in Social Networks Based on 0-1 Knapsack
Algorithm

GAO Peng, CHAI Peng-xiang, LANG Jun
(College of Computer Science and Engineering , Northeastern University , Shenyang, Liaoning 110169, China)

Abstract: Recently, using human behavior to hide secrecy has become the focus of steganography research. In this paper,
we propose an one-to-many behavior steganography in social networks based on the 0-1 knapsack algorithm, which changes the
information transmission mode from one-to-one to one-to-many, and introduces the 0-1 knapsack algorithm to improve the trans-
mission efficiency and the flexibility of the transmission mode; the preprocessing of CMI (Coded Mark Inversion) coding is add-
ed to solve the high bit error rate problem when transmit a large number of continuous and the same secret information. The num-
ber of common friends of the sender and each receiver is reduced, therefore reducing data redundancy. The experimental analysis
shows that this scheme improves the practical value of behavior steganography in social networks, and has high security.
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