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Abstract: Numerous logs generated during the daily deployment and operation process in cloud computing platforms
help system administrators perform anomaly detection. Common anomalies in cloud workflow include pathway anomalies and
time delay anomalies. Traditional anomaly detection methods train the learning models corresponding to the two kinds of
anomaly detection tasks respectively and ignore the correlation between these two tasks, which leads to the decline of the
accuracy of anomaly detection. In order to solve the problems, an anomaly detection method based on multi-task temporal
convolutional network was proposed. Firstly, the event sequence and time sequence were generated based on the event
templates of log stream. Then, the deep learning model based on the multi-task temporal convolutional network was trained.
In the model, the event and the time characteristics were learnt in parallel from the normal system execution processes by
sharing the shallow layers of the temporal convolutional network. Finally, the anomalies in the cloud computing workflow
were analyzed, and the related anomaly detection logic was designed. Experimental results on the OpenStack dataset
demonstrate that, the proposed method improves the anomaly detection accuracy at least by 7. 7 percentage points compared
to the state-of-art log anomaly detection algorithm DeepLog and the method based on Principal Component Analysis (PCA ).
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Fig. 6 Statistics of related events in

normal deployment
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Tab. 1 Examples of anomalies detected in OpenStack dataset

[T i 3 ik
aik bR H o ol
= R PR
. IR 2019-04-29 15:40:03,844-INFO-__main__-1430-pdm-  -playground migration-1430-Deploy initial . o
dm-cli -__main__-1430-pdm-cli*list
pam=e S cli task list component: *successful ! - _ P o
et 2019-04-29 13:25:15. 330 CRITICAL cloudframe “sqlalchemy orm mapper Mapper cloudframe NoSuchOptError:
cf-pdman a: NoSuchOptError: no such option drNZZclZesE in group  (Serverlservers)_configure_property(Node, no such option drNZZclZcsE in
(i
7T [DEFAULT] Relationshimeperty) <req-param>” group [DEFAULT]
i S bRk AL TR SRR A ]
Al FRF 1] 5] B /s [ /s
~ BMEE 2019-04-29 15:20:17, 119-DEBUG-pdmcli. common.
pdm-cli s . - . 198.925 1 260.424 0
=4 httpclient-1422-Hitp request failed. (timed out)
I 2019-04-29 15:31:10,063-DEBUG-pdmeli. common.
M IE
pdm-cli httpclient-1422-Request POST http://192. 168. 1. 72: 300. 266 2 354.3490

S

1103/nodeworker/v1/tenants/admin/regions

W% 2 fr /8 4 PCA  DeepLog  FLAT: 45 %) TCN 455 %4 1 3 T
TCN B Z4F 55 27 > BERILE OpenStack FUHE 5 1 15 46 I 5
o M Recall 10] LLUE B, HL4E 55 19 TCN AU AL T TCN (1)
ZAT 55 2 SRS RIH AT ARSI A A A 5 5825 . M\ Precision
ATLAVE 0 T i 55 0 B Re e gl R U o TR 2SI 1
SEH RS Tk AR R TR R MRS GE B R 4 o A
Deeplog JUHZE 55 4 15 5 AU 5 - K b S % . PCA B ARk
Tk —AF B KA (R R SO R e 2 . AU 3
T TCN ) ZAT 552 > B A T 4801 (4 57 R I sk 21, 7
L oeil ‘(Eﬁﬁ%(Accuracy)*ﬁﬁ,ﬁ\wmxﬂl PR 2R T T 7. 74

[ERs =t
F:2 OpenStack HIEE FHRERVHR

Tab. 2 Anomaly detection effects on OpenStack dataset

T Accuracy Precision Recall F1_score
PCA 0. 825 0. 980 0. 670 0.790
DeepLog 0. 885 0. 882 0.938 0. 909
L5 TCN 0.923 0. 889 1. 000 0. 941
ZAT4 TCN 0. 962 0. 941 1. 000 0.970
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Tab. 3 Influence of probability threshold on

anomaly detection accuracy
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