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Abstract In recent years, using Radio Frequency Fingerprint (RFF) technology to realize the identification and authen-
tication of devices and build a secure communication system has become a research hotspot. Compared with the traditional
authentication systems, RFF identification has higher security by utilizing the hardware characteristics of the devices
themselves. Compared to other radio frequency technologies, Wi-Fi signals have broader spectrum and wider application.
However, they are also more susceptible to indoor multipath interference, resulting in the decline of the recognition accu-
racy of Wi-Fi devices. To solve this problem, a novel Wi-Fi RFF extraction method based on power spectrum characteris-
tics is proposed in this paper, in which the power spectrum ratio of short training symbols (STS) and long training symbols
(LTS) in the signal frame is calculated as fingerprint feature. In the experiment, the frame data of 27 routers were collected
in four relatively static situations without external disturbance and simple moving states simulated in indoor scene, and
then they were trained and tested by using random forest model. The recognition rate can reach 93.3%. The theoretical
analysis and experimental results demonstrate that this method can better resist the influences of multipath and additive
noises, and the extracted RFF characteristics still have good robustness even when the devices are in motion. Therefore,
the power spectrum based method presented in this paper has a certain application value in the field of physical layer de-
vice authentication and identity recognition.
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