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Industrial Control System Intrusion Detection Based on Feature Selection and
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Abstract: Aiming at the problem of feature redundancy in industrial control system traffic data and the poor detection ability of deep learning
models for small-scale data sets, an industrial control system intrusion detection model based on feature selection and temporal convolutional net-
works was proposed. First, the abnormal features and sample imbalance data of the source domain dataset were processed to improve the quality
of the source domain dataset. Secondly, in view of the feature redundancy of traffic data, a IGR-PCA feature selection algorithm was constructed
by using the information gain rate and principal component analysis method, and the optimal feature subset was selected to achieve data dimen-
sionality reduction. Then, according to the time series characteristics of industrial control system traffic data, the excellent processing ability of
temporal convolution network (TCN) for time series data was used to construct a source domain temporal convolution network pretrained model
on a large-scale source domain data set. Finally, combined with the transfer learning (TL) fine-tuning strategy, the traffic characteristics of the
source domain sample data were obtained on a small-scale target domain dataset, and the target domain TCN-TL model was constructed. The ex-

perimental test was carried out using the public industrial control system data set. The experimental results showed that compared with other
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methods, the proposed method can reduce the data dimension and reduce the calculation amount while still having a superior detection effect. The

model proposed in this paper has achieved good detection results on both large-scale source domain data sets and small-scale target domain data

sets. In the target domain, the transfer learning fine-tuning strategy can be used to learn the knowledge in the source domain, and the detection ac-

curacy rate is 99.06%. In the training time comparison, the proposed model consumes less training time. Meanwhile, it also has better generaliza-

tion ability and can better protect the security of industrial control systems.

Key words: industrial control system; intrusion detection; feature selection; temporal convolutional network; transfer learning
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Comparison of results before and after outlier pro-
cessing

Tab. 3

SEEG TV HEHRY%  BHREY%  ARR%  FIE%
S EALTE 94.68 85.60 78.61 81.05
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Tab.4 Comparison of results before and after sample im-
balance handling

SEIG T W% FEHE%  ABZE/% FUE%

FEARNTFHAERT  97.36 98.59 90.64 93.79
FEARA P b 21 )5 98.67 99.18 95.06 96.91
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Fig.5 Comparison of experimental results of different
feature selection algorithms
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Tab.5 Test results for different setting of parameters d
and w

%

FE— MR FERE%  #EE%  FUE% s
2 1 98.35 99.07 95.32 96.96 9.92
2 3 98.54 99.27 93.81 96.22 12.72
2 5 98.68 99.57 93.86 96.38 14.50
4 1 98.87 99.36 96.60 97.89 16.42
4 3 99.01 99.71 95.97 97.65 22.04
4 5 98.92 99.69 95.29 97.21 25.15
8 1 99.19 99.40 97.75 98.55 30.94
8 3 99.10 99.75 96.28 97.86 35.67
8 5 99.05 99.74 95.98 97.67 38.48
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Tab. 6 Parameter settings of source domain TCN model
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Tab.7 Detection effect of different deep learning models
in source domain
J5 HEWZE/% RS2/ % HEZE/% FUEY% s
RNN 95.11 98.10 82.10 84.83 58.40
LSTM 95.81 97.98 85.05 88.87 64.41
BIiLSTM 98.71 99.38 95.33 97.03 84.96

OCC-eSNN 98.82 98.80 96.80 97.40 76.24

CNN-LSTM 98.66 99.40 94.90 96.82 91.35
PPO2 99.10 97.17 98.56 97.85 —
HCIPSO-OCSVM  98.58 98.82 — 98.80 —
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Fig. 6 Source domain multiple classification results of the

proposed model
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Tab.8 Detection effect of different deep learning models
in target domain

Trik HEWRE /% KEFRE/% BEZE/% FUR/% s
RNN 93.41 54.80 56.88 55.80 11.00
LSTM 93.10 53.07 56.81 54.84 13.31
BiLSTM 84.64 75.95 77.55 74.52 16.85
CNN-LSTM 93.10 98.10 91.27 93.74 18.45
if@g}gETCN 98.75 99.46 90.95 93.83 14.00
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Fig. 7 Target domain multiple classification results of the
proposed model

ME7E LLE i, A SC) B bR SR £ X MSCI,
MPCI, MFCIFIRECO 47 3 i 28 8 HAT f 4 1) A )
PERE, XTNMRIY T S A A8 A6 0 2508 R A%, REMEFCII
A S PR N A5 R A 2 o LR DR AE A 3l 3K
B, MFCIH AT — AR 4R I, AR SC B A5
B TCN-TLEE R HZFEA S 48R, REUE# % A
R FF UE R0, X 2 KR LI 45 R G5 IE,
ARSI AT T B 1 3 EROR (BRI Yoty
B R A e — 4T

3 4

A S Tl i T RRAE 2 45 AR T ) o AR ) 4% 1)
Tl il 28 B8 AAZ KGN 732 o B X I R A R T
4%, ¥ IGR-PCAFFF B L I H T T 4% R G 8 1 4
7 1 HH A AR AE 4 o A Tl 45 ) 2R G 1 I i)
P, R T A i S BRGNS £ B ARSI , 25 A TR
2 S TR WG, MR T YR I TONT I 25 0
HARB TCN-TLAL R, SC36 45 5 J 01, AR SO AL 7 U5
A E A3 AR BT U AR I SR, BT X E AR
B /INFAR R 45, SR FHAE R~ ) i, R IR S8 o
FEFEAT TR, AE 05 A 50 I AR R DI 5 R A B 10
MRS, A 4 A TR ARG 0 4 8 4[] st o )11 2 B ]
THFE . AR AIIF ST TAE S, K% IR s 5 H Ax
BUBE 3 AR, A G 3E IR R L, R TR

=]
S
[




246 TRERp A HEOR

5 54

F18 3 WP FIZ AR BE 7, B Je Mt 4 v A I 1 R 5 [
Xof /NP AR Tt A 8 G T i 3 — 2D S
SEHk:

[1]1 Yang An,Sun Limin,Wang Xiaoshan,et al.Intrusion detec-
tion techniques for industrial control systems[J].Journal of
Computer Research and Development,2016,53(9):2039—
2054.[47 % SRR, £/ LA T 2 3R S8 ARG T4
ARERIIHEYIGE K JE,2016,53(9):2039-2054.]

[2] O’Mahony N,Campbell S,Carvalho A,et al.Deep learning
vs.traditional computer vision[M]//CVC 2019:Advances in
Computer Vision.Cham:Springer,2020:128—-144.

[3] Guo Jian,He He,He Tong,et al. GluonCV and GluonNLP:
Deep learning in computer vision and natural language pro-
cessing[J].Journal of Machine Learning Research,2020,21
(23):1-7.

[4] Zhang Zixing,Geiger J,Pohjalainen J,et al.Deep learning for
environmentally robust speech recognition[J].ACM Trans-
actions on Intelligent Systems and Technology,2018,9(5):
1-28.

[5] Liu Junjiao,Yin Libo,Hu Yan,et al.A novel intrusion detec-
tion algorithm for industrial control systems based on CNN
and process state transition[C]//Proceedings of the 2018
IEEE 37th International Performance Computing and Com-
munications Conference.Orlando:IEEE,2018:1-8.

[6] Mirza A H,Cosan S.Computer network intrusion detection
using sequential LSTM Neural Networks autoencoders[C]//
Proceedings of the 2018 26th Signal Processing and Com-
munications Applications Conference(SIU).Izmir:IEEE,
2018:1-4.

[7]1 Shi Leyi,Zhu Hongqiang,Liu Yihao,et al.Intrusion detec-
tion of industrial control system based on correlation in-
formation entropy and CNN-BiLSTM[J].Journal of Com-
puter Research and Development,2019,56(11):2330-2338.
[ 5 SCARELR, X 6 5%, 5 kT AH AR R AR FIICNN-BIL-
STMY Tolb 42 & GE AR [ 1] 3L 5T 5 K,
2019,56(11):2330-2338.]

[8] Chawla A,Lee B,Fallon S,et al.Host based intrusion detec-
tion system with combined CNN/RNN model[M]//Joint
European Conference on Machine Learning and Know-
ledge Discovery in Databases.Cham:Springer,2018:149—-158.

[9]1 Yan Yu,Qi Lin,Wang Jie,et al. A network intrusion detec-
tion method based on stacked autoencoder and LSTM[C]//
Proceedings of the 2020 IEEE International Conference on
Communications(ICC 2020).Dublin:IEEE,2020:1-6.

[10] Mathew A,Mathew J,Govind M,et al. An improved transfer

learning approach for intrusion detection[J].Procedia Com-

puter Science,2017,115:251-257.

[11] Niu Shuteng,Liu Yongxin,Wang Jian,et al. A decade sur-
vey of transfer learning(2010—2020)[J].IEEE Transactions
on Artificial Intelligence,2020,1(2):151-166.

[12] Bai Shaojie,Kolter J Z,Koltun V.Trellis networks for se-
quence modeling[EB/OL].[2021-09-01].https://doi.org/10.
48550/arXiv.1810.06682.

[13] Zaman S,Karray F.Features selection for intrusion detec-
tion systems based on support vector machines[C]//Proceed-
ings of the 2009 6th IEEE Consumer Communications and
Networking Conference.Las Vegas:IEEE,2009:1-8.

[14] Chen Zhiguo,Kim S R.Combining principal component
analysis,decision tree and naive Bayesian algorithm for ad-
aptive intrusion detection[C]//RACS’13:Proceedings of the
2013 Research in Adaptive and Convergent Systems.New
York:ACM,2013:312-316.

[15] Tang Chenghua,Liu Pengcheng,Tang Shensheng,et al. An-
omaly intrusion behavior detection based on fuzzy cluster-
ing and features selection[J].Journal of Computer Research
and Development,2015,52(3):718-728.[JE 4, XIS AE, %
H AR A TR R B R ASTRY SR 2 S AR T A ).
RIS & JE,2015,52(3):718-728.]

[16] Jadhav S,He Hongmei,Jenkins K.Information gain directed
genetic algorithm wrapper feature selection for credit rating[J].
Applied Soft Computing,2018,69:541-553.

[17] Batista G E A P A,Prati R C,Monard M C.A study of the
behavior of several methods for balancing machine learn-
ing training data[J]. ACM SIGKDD Explorations Newsletter,
2004,6(1):20-29.

[18] Lee C,Lee G G.Information gain and divergence-based fea-
ture selection for machine learning-based text categorization[J].
Information Processing & Management,2006,42(1):155—
165.

[19] Wold S,Esbensen K,Geladi P.Principal component analysis[J].
Chemometrics and Intelligent Laboratory Systems,1987,
2(1/2/3):37-52.

[20] Bai Shaojie,Kolter J Z,Koltun V.An empirical evaluation of
generic convolutional and recurrent networks[EB/OL].
[2021-09-01].https://arxiv.org/pdf/1803.01271.pdf.

[21] Zhuang Fuzhen,Qi Zhiyuan,Duan Keyu,et al. A compre-
hensive survey on transfer learning[J].Proceedings of the
IEEE,2021,109(1):43-76.

[22] Morris T,Gao Wei.Industrial control system traffic data sets
for intrusion detection research[M]//Critical Infrastructure
Protection Vll.Berlin:Springer,2014:65-78.

[23] Yu Bangbing,Wang Huazhong,Yan Bingyong.Intrusion de-


https://doi.org/10.7544/issn1000-1239.2016.20150465
https://doi.org/10.7544/issn1000-1239.2016.20150465
https://doi.org/10.7544/issn1000-1239.2016.20150465
https://www.doi.org/10.1007/978-3-030-17795-9_10
https://www.doi.org/10.1007/978-3-030-17795-9_10
https://doi.org/10.1145/3178115
https://doi.org/10.1145/3178115
https://doi.org/10.1145/3178115
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/SIU.2018.8404689
https://www.doi.org/10.1109/SIU.2018.8404689
https://www.doi.org/10.1109/SIU.2018.8404689
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://www.doi.org/10.1109/ICC40277.2020.9149384
https://www.doi.org/10.1109/ICC40277.2020.9149384
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1109/TAI.2021.3054609
https://doi.org/10.1109/TAI.2021.3054609
https://doi.org/10.48550/arXiv.1810.06682
https://doi.org/10.48550/arXiv.1810.06682
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1145/2513228.2513281
https://www.doi.org/10.1145/2513228.2513281
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.1016/j.asoc.2018.04.033
https://doi.org/10.1145/1007730.1007735
https://doi.org/10.1016/j.ipm.2004.08.006
https://doi.org/10.1016/0169-7439(87)80084-9
https://arxiv.org/pdf/1803.01271.pdf
https://doi.org/10.1109/JPROC.2020.3004555
https://doi.org/10.1109/JPROC.2020.3004555
https://www.doi.org/10.1007/978-3-662-45355-1_5
https://www.doi.org/10.1007/978-3-662-45355-1_5
https://www.doi.org/10.1007/978-3-662-45355-1_5
https://doi.org/10.7544/issn1000-1239.2016.20150465
https://doi.org/10.7544/issn1000-1239.2016.20150465
https://doi.org/10.7544/issn1000-1239.2016.20150465
https://www.doi.org/10.1007/978-3-030-17795-9_10
https://www.doi.org/10.1007/978-3-030-17795-9_10
https://doi.org/10.1145/3178115
https://doi.org/10.1145/3178115
https://doi.org/10.1145/3178115
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/PCCC.2018.8710993
https://www.doi.org/10.1109/SIU.2018.8404689
https://www.doi.org/10.1109/SIU.2018.8404689
https://www.doi.org/10.1109/SIU.2018.8404689
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://doi.org/10.7544/issn1000-1239.2019.20190376
https://www.doi.org/10.1109/ICC40277.2020.9149384
https://www.doi.org/10.1109/ICC40277.2020.9149384
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1016/j.procs.2017.09.132
https://doi.org/10.1109/TAI.2021.3054609
https://doi.org/10.1109/TAI.2021.3054609
https://doi.org/10.48550/arXiv.1810.06682
https://doi.org/10.48550/arXiv.1810.06682
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1109/CCNC.2009.4784780
https://www.doi.org/10.1145/2513228.2513281
https://www.doi.org/10.1145/2513228.2513281
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.7544/issn1000-1239.2015.20130601
https://doi.org/10.1016/j.asoc.2018.04.033
https://doi.org/10.1145/1007730.1007735
https://doi.org/10.1016/j.ipm.2004.08.006
https://doi.org/10.1016/0169-7439(87)80084-9
https://arxiv.org/pdf/1803.01271.pdf
https://doi.org/10.1109/JPROC.2020.3004555
https://doi.org/10.1109/JPROC.2020.3004555
https://www.doi.org/10.1007/978-3-662-45355-1_5
https://www.doi.org/10.1007/978-3-662-45355-1_5
https://www.doi.org/10.1007/978-3-662-45355-1_5

5 6 3]

AR, A5 BT R AR P AN 18] 45 AR 465 ) Tl A2 ) R AR AR DN 247

tection of industrial control system based on long short term
memory[J].Information and Control,2018,47(1):54-59.[ %
HI%, AL B 5 TR AZ M 2% 1) Tl 5 &
GEARAGIN )45 5 #1,2018,47(1):54-59.]

[24] Demertzis K,Iliadis L,Spartalis S.A spiking one-class an-
omaly detection framework for cyber-security on industrial
control systems[M]//Engineering Applications of Neural
Networks.Cham:Springer,2017:122—-134.

[25] Vinayakumar R,Soman K P,Poornachandran P.Applying
convolutional neural network for network intrusion detec-
tion[C]//Proceedings of the 2017 International Conference
on Advances in Computing,Communications and Informat-
ics(ICACCI).Udupi:IEEE,2017:1222-1228.

[26] Li Beibei,Song Jiarui,Du Qingyun,et al. DRL-IDS:Deep re-

inforcement learning based intrusion detection system for
industrial Internet of Things[J].Computer Science,2021,48
(7):A7-54.[7 DUUL AL PG L0025, 56 DRL-IDS: 5 TR
SR T 1 Tl I AR AS I R GE (0] H LR,
2021,48(7):47-54.]

[27] Zhang Ziying,Pan Sichen,Wang Yuhua.Intrusion detection
of industrial control system based on FKPCA-HCIPSO-OC-
SVMJ[J/OL].Journal of Harbin Engineering University
[2022-07-01].http://kns.cnki.net/kems/detail/23.1390.U.
20220401.1711.012.html.[5KF-,3#% BUR, £ 548 FFFK-
PCA-HCIPSO-OCSVMHAY Tl F5 il 22 45 AB G [J/OL].
W IR T T AR K 2F 24 [2022-07-01].http://kns.cnki.net/
kems/detail/23.1390.U.20220401.1711.012.html.]

(g B %)

D e S SR S S S S S S SR SR S S R R S S S R S S e S S SR T S SR SR S SR S SR S S S S S R SR R S SR

> o o o o

5| F#&=\: Shi Leyi,Hou Huiwen,Xu Xinghua,et al.Industrial control system intrusion detection based on feature selection
and temporal convolutional network[J].Advanced Engineering Sciences,2022,54(6):238-247.[ 1 5k X 543 3 fi 448 25 H
TRAE LB AN A SRR ) Talk =16 R G AR AT [T]. TR 540K ,2022,54(6):238-247.]

* o o o -

LR S S SR S S S R R S S S SR S S R S S S R S S SR S R R S S SR S IR S SR R R S SR S S S 2


https://doi.org/10.13976/j.cnki.xk.2018.0054
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://doi.org/10.11896/jsjkx.210400021
https://doi.org/10.11896/jsjkx.210400021
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://doi.org/10.11896/jsjkx.210400021
https://doi.org/10.11896/jsjkx.210400021
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://doi.org/10.13976/j.cnki.xk.2018.0054
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1007/978-3-319-65172-9_11
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://www.doi.org/10.1109/ICACCI.2017.8126009
https://doi.org/10.11896/jsjkx.210400021
https://doi.org/10.11896/jsjkx.210400021
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
https://doi.org/10.11896/jsjkx.210400021
https://doi.org/10.11896/jsjkx.210400021
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html
http://kns.cnki.net/kcms/detail/23.1390.U.20220401.1711.012.html

	1 工业控制系统入侵检测模型
	1.1 数据预处理
	1.1.1 异常值处理
	1.1.2 不平衡数据集处理
	1.1.3 归一化处理

	1.2 基于IGR–PCA的特征选择算法
	1.3 源域TCN预训练模型
	1.4 目标域TCN–TL入侵检测模型

	2 实验与结果
	2.1 数据集与评价标准
	2.2 数据预处理分析
	2.2.1 异常值处理前后效果
	2.2.2 样本不平衡处理效果对比

	2.3 IGR–PCA特征选择算法实验
	2.4 源域TCN预训练模型实验分析
	2.4.1 参数设置测试
	2.4.2 源域的不同模型对比实验分析
	2.4.3 源域数据多分类结果测试

	2.5 目标域TCN–TL实验分析
	2.5.1 目标域的不同模型对比实验分析
	2.5.2 目标域数据多分类结果测试


	3 结　论
	参考文献

