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Abstract Ideal access structures admit ideal secret sharing schemes where the shares have the minimal size.
As multipartite access structures can well mirror the real social organizations, of which the participants are
partitioned into disjoint groups according to their properties, it is desirable to find expressive ideal multipartite
access structures. Integer polymatroids, due to their close relationship with ideal multipartite access structures,
have been shown as a powerful tool to study the ideality of some multipartite access structures. In this paper, to
cater for flexible applications, we consider several ideal multipartite access structures that further extend some
known results. We first explore a type of compartmented access structures with strictly lower bounds, which
provide fairness among all the participant groups when recovering the secret. Then, we investigate ideal bench
access structures where the participant set is divided into two parts, that is, line-up section and bench section.
The participants in line-up section can delegate their capabilities to the participants in bench section in such a
way that the participants in bench section can take over the role of their delegators in line-up section, which is
applicable to emergency situations when there are no enough participants in line-up section for recovering the
secret. Finally, we propose two types of ideal partially hierarchical access structures which are suitable to more
realistic hierarchical social organizations than existing results.
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1

Introduction

Secret sharing [1,2] has been extensively used as an important building block in many cryptographic
primitives, for example, distributed (threshold) signature schemes [3], attribute-based signature or encryption schemes [4–6], and group identification schemes [7]. It was originally introduced to guarantee the
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security of storing and accessing secret information. Then, it was proved to be highly related to Reed–
Solomon coding [8] and network coding which was widely used for ensuring secure communication [9] and
maximizing lifetime [10] of energy-constrained wireless networks.
In a secret sharing scheme, the secret is divided into shares by the dealer and those shares are distributed to the participants in such a way that the secret can be reconstructed by the qualified subsets of
participants when pooling their shares together. That is, there is an access policy to recover the secret,
which is comparable with the access control policy about how to allow the incoming traffic in the heterogeneous wireless networks [11]. The honest participants follow the scheme faithfully, which is different
from that in rational secret sharing schemes [12] where the participants have their own self-interests to
recover the secret. Specifically, all the qualified subsets to reconstruct the secret constitute the access
structure. In this paper, all the access structures are monotone, that is, every subset of the participants
that contains a qualified subset is also qualified.
In the upcoming sections, we only consider perfect secret sharing schemes, that is, every subset in
the access structure can reconstruct the secret, while any unqualified subset cannot get any information
about the secret. For a perfect secret sharing scheme, the size of each share has to be larger than or
equal to the size of the secret [13]. If the length of every share meets lower limit, then the corresponding
scheme is ideal [14]. An access structure is ideal if it can be realized by some ideal secret sharing scheme.
The seminal schemes [1,2] were designed for (k, n)-threshold access structures, and thus were called
(k, n)-threshold secret sharing schemes. A (k, n)-threshold access structure Γ is of the form Γ = {A ⊆ P :
|A| > k}, that is, after the secret was shared among a set P of n participants, it can be restructured if and
only if there are at least k (1 6 k 6 n) shares pulling together. For simplicity, due to the monotonicity
property of Γ, we can describe it by min Γ = {A ⊆ P : |A| = k} which is the family of minimal qualified
subsets. It has been shown [15,16] that all the threshold access structures are ideal.
In general, the minimal qualified subsets do not have the same cardinality. According to the results of
Ito et al. [17], every access structure admits a linear secret sharing scheme, while in the worst case, the
size of the shares may be exponential in n. Benaloh and Leichter [15] and Capocelli et al. [18] proved
that for some access structures, for any perfect secret sharing schemes realizing them, the length of some
participants’ shares have to be larger than the secret. Also, for any positive integer n, Csirmaz [19]
constructed an access structure such that for any perfect secret sharing scheme realizing it, the length
of some participants’ shares must be O(n/ log n) times the length of the secret. In fact, even though
some improved results about the upper and lower bounds on the length of the shares have been obtained
recently in [20–26], there still exists a gap between the two bounds.
1.1

Multipartite secret sharing

In this section, we review the works on multipartite secret sharing. One can refer to [13,27] for comprehensive survey on secret sharing.
When accessing to a secret, the users in an organization can be usually partitioned into groups and
the users of the same group have the same privilege. Multipartite secret sharing is very attractive and
supports multipartite access structures over the users in organizations in the real world. An access
structure is multipartite if the participant set P can be divided into several disjoint groups such that
participants in each group play the same role when reconstructing the secret in the corresponding secret
sharing schemes. We proceed to review some well-studied multipartite access structures that are defined
on the participant set P = ∪m
i=1 Pi , where Pi ’s are non-empty, and Pj ∩Pℓ = ∅ for any distinct j, ℓ ∈ [1, m].
• Weighted threshold access structures. In a weighted threshold access structure [2,28,29], each
participant is assigned a weight (e.g., according to his/her position in the organization) in such a way that
the participants with the same weight belong to the same group and a subset is qualified if and only if the
weight sum of its members is greater than some given threshold. A non-ideal weighted threshold scheme
can be found in [2] where each participant will receive several shares in proportion to his/her weight.
Ideal weighted threshold access structures were well characterized by Beimel, Tassa, and Weinreb [30],
and a compact proof was given by Farràs and Padró [31] recently.
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• Compartmented access structures. The first type of ideal compartmented access structures was
introduced by Simmons [32], in which each group (compartment) Pi has a threshold ti (1 6 i 6 m) and
the qualified subsets require all the m thresholds are satisfied. Brickell [16] considered a general case where
Pm
at least t > i=1 ti participants are required to reconstruct the secret, which were called compartmented
access structure with lower bounds by Tassa and Dyn [33] because the rights of weak compartments can
be protected. On the other hand, to restrict the rights of some powerful compartments, compartmented
access structures with upper bounds were introduced and also proven to be ideal using bivariate interpolation [33]. These two cases can be unified [34] into compartmented access structures with upper and
lower bounds and proven to be ideal based on the relationship between multipartite access structures
and integer polymatroids. Farràs et al. [34] also presented another type of ideal compartmented access
structures, in which compartments are further divided into some parts, compartmented compartments,
such that each compartment has a lower bound and every part of compartments has an upper bound.
• Uniform multipartite access structures. Uniform multipartite access structures were first considered by Herranz and Sáez [35], in which every qualified subset comprises at least t participants from
no less than k (1 6 k 6 m) groups. A compact proof of their ideality was recently given in [34].
• Uniform threshold access structures. Simmons [32] introduced another type of ideal compartmented access structures. Compared with the aforementioned compartmented ones, they have different
requirements to recover the secret, that is, at least k (1 6 k 6 m) thresholds ti ’s should be satisfied. For
convenience, they are called uniform threshold access structures in the rest of this paper.
• Quasi-threshold multipartite access structures. Ng [36] studied a type of ideal quasi-threshold
multipartite access structures, in which each group Pi has a threshold ti (1 6 i 6 m), and a special
participant p is contained in some group, w.l.o.g., P1 . There are two cases such that the secret can be
reconstructed, that is, a set of at least t1 participants from P1 \ {p} is qualified; otherwise, a set contains
at least (t1 − 1) participants from P1 \ {p} and no less than k (1 6 k 6 m − 1) other groups that achieve
their thresholds are also qualified. In other words, if the threshold t1 is not satisfied in the absence of
one participant from P1 , then he/she can be substituted by a number of participants in other k groups.
• Multilevel access structures or hierarchical threshold access structures. Simmons [32]
introduced the first type of multilevel access structures, in which all the participant groups Pi ’s are
pairwise hierarchically comparable and the thresholds satisfy t1 6 t2 6 · · · 6 tm . In fact, all the groups
form a totally ordered set according to their hierarchies. The qualified subset requires at least one
threshold is satisfied, and in the meantime, a participant at a lower level can be replaced by a higher level
participant. Brickell [16] proved that these access structures are ideal. They were also called hierarchical
threshold access structures with a disjunction of the threshold condition by Tassa [37], which means that
the secret can be reconstructed if some threshold is achieved. Its counterpart, hierarchical threshold
access structures with a conjunction of the threshold condition, require that all the thresholds have
to be fulfilled when reconstructing the secret and were proven ideal using Birkhoff interpolation [37].
Subsequently, Tassa and Dyn [33] further studied them using bivariate interpolation. Recently, ideal
hierarchical access structures were well characterized by Farràs and Padró [31]. Some special cases of
hierarchical access structures can be found in [38,39]. Note that weighted threshold access structures
cannot be covered by the above-mentioned hierarchical threshold ones, and vice versa [37].
• Partially hierarchical access structures. Partially hierarchical access structures were introduced
by Farràs et al. [34, Section 5] based on the partially ordered set of disjoint groups. Specifically, according
to their results, the hierarchical relationships among groups can be seen as a star-like partial order, that
is, there exists a higher level group on the center node of a star, and the other groups are placed on the leaf
nodes. Also, they considered a type of compartmented access structures with hierarchical compartments,
in which the participant groups are further divided into some parts such that the groups in each part
constitute a totally ordered set according to their hierarchical relationships.
1.2

Our contributions

This paper focuses on multipartite access structures that admit ideal secret sharing schemes, which
can well mirror the practical social organizations to which secret sharing schemes are applied. We
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extend several types of compartmented access structures, quasi-threshold access structures, and partially
hierarchical access structures and prove that our extensions are ideal in a compact way.
First, we present compartmented access structures with strictly lower bounds and prove their ideality.
In a compartmented access structure, the participants of the same group have the equivalent rights
when recovering the secret. A compartmented access structures with lower bounds [16,34] can be used to
protect the rights of some “weak” groups, which implies that certain level of fairness is guaranteed among
different groups of an organization because all thresholds of the groups should be met when reconstructing
the secret. However, one or a few groups can still dominate the reconstruction if the quorum to recover
Pm
the secret is much larger than the sum of the thresholds of all the groups. That is, if t ≫ i=1 ti and |Pm |
Pm−1
is large enough, then there may be (t − i=1 ti ) participants in Pm taking part in the reconstruction
phase, thus the group Pm would perform a more powerful role than the other groups and dominate the
reconstructing procedure. To provide better fairness among the groups in reconstructing the secret, we
suggest an extra requirement that at least k groups of participants are strictly greater than the lower
bounds. In other words, the previous domination is now shared by at least k groups. We show that the
extended access structures are still ideal.
Second, we investigate bench (multipartite) access structures. Starting from Ng’s [36] quasi-threshold
multipartite access structures, we consider a general situation in which the participants are partitioned
into two parts, that is, line-up section and bench section. The participants of qualified line-up section can
recover the shared secret, but even if all the bench participants pool their shares, they cannot reconstruct
the shared secret. The participants in line-up section can delegate their capabilities to the participants in
bench section. In case of emergency and some participants of a qualified line-up section are absent, the
participants of the bench section can take the role of their absent delegators in line-up section. We show
the ideality of bench access structures for both cases that a single participant and multiple participants
in line-up section can be substituted. We instantiate bench multipartite access structures, in which the
line-up sections are both represented by compartmented access structures with lower bounds, while the
bench sections are represented by uniform multipartite ones and uniform threshold ones, respectively.
Finally, we propose more general partially hierarchical access structures. The ideal partially hierarchical
access structures introduced by Farràs et al. [34] possess concise partial order, for example, a center
connected with leaf nodes. To mirror the general social organizations of participants, we extend the
work [34] to two ways. In the first way, each leaf node is replaced by several groups satisfying a totally
hierarchical order; and in the second way, each leave node is recursively replaced by a star and the
resulting access structure possesses a tree-like hierarchical order. Both extensions are shown to be ideal,
which implies that ideal secret sharing is available to hierarchically organized large companies.

2
2.1

Preliminaries
Notations and multipartite access structures

Following [34], we summarize the notations used throughout the paper. Let Z+ and R be the non-negative
integer set and the real number set, respectively. For i, j ∈ Z+ , [i, j] denotes the finite integer set from i
def
through j. Given a finite set J and p0 6∈ J, J ′ = J ∪ {p0 }. For vectors a = (ai )i∈J and b = (bi )i∈J ∈ ZJ+ ,
a 6 b if and only if ai 6 bi for every i ∈ J. Furthermore, a = b if and only if both a 6 b and
def P
a > b hold. The modulus of a vector a ∈ ZJ+ is |a| =
i∈J ai , which can be easily distinguished
from the cardinality |X| of some set X according to the context. The support of a ∈ ZJ+ is defined by
def

def

supp(a) = {i ∈ J : ai 6= 0}. Given a non-empty set S ⊆ J and a vector a ∈ ZJ+ , a(S) = (ai )i∈S ∈ ZS+ .
For an access structure Γ on P and two participants p, q ∈ P , q  p represents that p is hierarchically
superior to q in Γ, that is, for every A ⊆ P \ {p, q} such that A ∪ {q} ∈ Γ, we have A ∪ {p} ∈ Γ. Also, if
q  p and p  q both hold, then p and q are hierarchically equivalent.
Given a finite set P , let its power set be denoted by P(P ) = {A : A ⊆ P } which contains all the subsets
of P . If P can be divided into a collection of subsets Π = (Πi )i∈J such that P = ∪i∈J Πi and Πi ∩Πj = ∅ for
any two distinct integers i, j ∈ J, then Π is a partition of P . Suppose Π(·) is a mapping that is defined from
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P(P ) to ZJ+ such that Π(A) = (|A ∩ Πi |)i∈J , then its range is P = Π(P(P )) = {a ∈ ZJ+ : a 6 (|Πi |)i∈J }.
For a permutation σ on P , if σ(Πi ) = Πi holds for every Πi ∈ Π, then it is a Π-permutation. Furthermore,
since an access structure Γ is a family of subsets of P , that is, Γ ⊆ P(P ), if every Π-permutation on Γ is
an isomorphism of itself, then Γ is a Π-partite access structure. Clearly, Π(A) ∈ Π(Γ) ⊆ P for every set
A ∈ Γ, and Π(Γ) also satisfies monotonicity property as that in the access structure Γ, that is, for every
a ∈ Π(Γ) and b ∈ P such that a 6 b, we have b ∈ Π(Γ). Accordingly, as that of the access structure Γ,
Π(Γ) is also univocally determined by the set min Π(Γ) of its minimal vectors.
Definition 1 (Uniform Π-partite access structure [34]). For a Π-partite access structure Γ, if the set
of its minimal vectors min Γ ⊆ ZJ+ is symmetric, that is, σa ∈ min Γ for every minimal vector a ∈ min Γ
and every permutation σ on the set J, then Γ is uniform.
Definition 2 ((Partially) hierarchical access structure [34]). For a Π-partite access structure Γ, if the
hierarchical relationship  defined on Γ is a total order, then Γ is a hierarchical access structure. Similarly,
if  defines a partial order, then Γ is a partially hierarchical access structure.
Clearly, every pair of participants in a hierarchical access structure is hierarchically comparable, and
in particular, the participants from the same group are hierarchical equivalent.
2.2

Polymatroids

We briefly review the definitions and some properties with regard to polymatroids [31,34,40,41]. A
polymatroid S is defined by a pair (J, h), where J is the finite ground set and h : P(J) → R is the rank
function that satisfies
1. h(∅) = 0;
2. h is monotone increasing, that is, if X ⊆ Y ⊆ J, then h(X) 6 h(Y );
3. h is submodular, that is, h(X ∪ Y ) + h(X ∩ Y ) 6 h(X) + h(Y ) holds for every X, Y ⊆ J.
An integer polymatroid Z is a polymatroid with an integer-valued rank function h. Suppose (Vi )i∈J
are a series of subspaces of a K-vector space V , where K is a finite field. If there exists a mapping h(·)
P
defined from P(J) to Z such that h(X) = dim( i∈X Vi ), then (J, h) determines an integer polymatroid
Z, and Z is said to be K-representable over the vector space V .
def

For an integer polymatroid Z, the set of integer independent vectors of Z is I = {a ∈ ZJ+ : |a(X)| 6
h(X) for every X ⊆ J}, in which the maximal elements are called the integer bases of Z. Let B ⊆ I
denote the set of all the integer bases of Z, then all the elements of B have the identical modulus. In
fact, every integer polymatroid Z is univocally determined by B because h is determined by h(X) =
max{|a(X)| : a ∈ B}.
Suppose S is a polymatroid on the ground set J ′ = J ∪ {p0 }, and let Γp0 (S) = {X ⊆ J : h(X ∪ {p0 }) =
h(X)}. It can be seen that Γp0 (S) is an access structure on J because monotonicity property is satisfied.
Furthermore, if S is K-representable and h(X) 6 |X| for every subset X ⊆ J, then Γp0 (S) is a K-vector
space access structure and thus admits an ideal K-vector space secret sharing scheme [42].
Given an integer polymatroid Z = (J, h) and a subset X ⊆ J, let Z|X = (X, h) denote a new integer
polymatroid restricted Z on X, and B(Z, X) = {a ∈ I : supp(a) ⊆ X and |a| = h(X)} denote a set of
integer independent vectors with non-zero coordinates restricted on X.
2.3

Some special integer polymatroids

We describe three special integer polymatroids to be exploited in the paper.
Definition 3 (Boolean polymatroid [34]). A Boolean polymatroid is an integer polymatroid Z = (J, h)
such that there exists a collection (Bi )i∈J of subsets of some finite set B and the rank function h can be
defined by h(X) = | ∪i∈X Bi | for every subset X ⊆ J.
Boolean polymatroids are representable over every finite field, for example, if B is taken as a base
of a vector space V = Kr , where K is some finite field and r = |B|, then the corresponding Boolean
polymatroid is representable by a collection (Vi )i∈J = (hBi i)i∈J of vector subspaces.
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Definition 4 (Modular polymatroid [34]). For a polymatroid Z = (J, h), if the rank function h is
modular, that is, h(X ∪ Y ) + h(X ∩ Y ) = h(X) + h(Y ) holds for every pair of subsets X, Y ⊆ J, then Z
is called a modular polymatroid on the ground set J. Furthermore, if h is integer-valued, then Z is an
integer modular polymatroid.
It can be seen that every integer modular polymatroid is Boolean. Thus, it is also representable over
every finite field. However, not all of Boolean polymatroids are modular. In fact, the positive result
holds if and only if the corresponding representation sets (Bi )i∈J are disjoint. Note that every integer
modular polymatroid Z = (J, h) has only one base a ∈ ZJ+ , and the rank function h is defined by
P
h(X) = |a(X)| = i∈X ai .

Definition 5 (Uniform polymatroid [34]). A polymatroid Z = (J, h) is said to be uniform if every
permutation σ on J is an automorphism of Z.
It is easy to see that for a uniform polymatroid Z = (J, h), the rank h(X) is univocally determined by
the cardinality |X| of subset X ⊆ J. If let m = |J|, then there exists a series of values 0 = h0 6 h1 6
· · · 6 hm such that h(X) = hi for every subset X ⊆ J with |X| = i. Notate δi = hi − hi−1 for every
i ∈ [1, m]. The set {hi }i∈J determines a uniform polymatroid Z if and only if δ1 > · · · > δm > 0. Thus,
uniform polymatroid Z is univocally determined by δ = (δ1 , . . . , δm ) which is called an increment vector
of Z. Also, every uniform integer polymatroid Z = (J, h) is representable over every finite field K with
|K| > |J|.
2.4

Operations on integer polymatroids and access structures

In this paper, we will employ two operations, that is, sum and truncation [34] on integer polymatroids
and a composition [31,43] operation on access structures, to explore new useful integer polymatroids and
ideal access structures.
Consider two integer polymatroids Z1 and Z2 on the same ground set J while with different rank
functions h1 , h2 . Their sum is a new integer polymatroid Z = (J, h) = Z1 + Z2 such that h = h1 + h2 .
In particular, if Z1 and Z2 are K-representable over vector subspaces (Ui )i∈J of U and (Vi )i∈J of V ,
respectively, then Z = Z1 + Z2 is K-representable over vector subspaces (Ui × Vi )i∈J of U × V . According
to the results of [34], the set of integer bases of Z is B = B1 + B2 = {a + b : a ∈ B1 and b ∈ B2 }, where
B1 , B2 ⊆ ZJ+ represent the sets of integer bases of Z1 and Z2 , respectively.
Given an integer polymatroid Z = (J, h). For any positive integer t 6 h(J), the t-truncation Z ′ of Z
is defined by a pair of (J, h′ ), where the rank function h′ satisfies h′ (X) = min{h(X), t}. Also, the set of
integer bases of Z ′ is B ′ = {a ∈ B : |a| = t}, where B ⊆ ZJ+ is the set of integer bases of Z.
An access structure Γ on P is connected if and only if there exist no redundant participants in it, that
is, every participant belongs to some minimal qualified subset. Suppose Γ1 , Γ2 are two connected access
structures on disjoint sets P1 and P2 , respectively. For any p ∈ P1 , the composition of Γ1 and Γ2 over p
is defined as an access structure Γ = Γ1 [Γ2 ; p] on the set P = P1 ∪ P2 , that is,
Γ = Γ1 [Γ2 ; p] =

(

A⊆P :

A ∩ P1 ∈ Γ1 , or
(A ∪ {p}) ∩ P1 ∈ Γ1 and A ∩ P2 ∈ Γ2

)

.

It has been shown [43] that for two K-vector space access structures, their composition is also Krepresentable over some vector space.
2.5

Ideal multipartite access structures and integer polymatroids

There is a close relationship between ideal multipartite access structures and integer polymatroids [40],
which plays an important role to find some new ideal access structures [34]. In this paper, integer
polymatroids are further shown to be a powerful tool to search new ideal access structures and give
compact proofs for the ideality.
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Lemma 1 ([34]). Consider a partition Π = (Πi )i∈J of a set P . If an integer polymatroid Z ′ = (J ′ , h)
satisfies h({p0 }) = 1 and h({i}) 6 |Πi | for every i ∈ J, then
Γ = Γp0 (Z ′ , Π) = {a ∈ P(P ) : ∃X ∈ Γp0 (Z ′ ) and b ∈ B(Z ′ |J, X) such that b 6 a}
defines a Π-partite access structure on P . Also, if Z ′ is K-representable, then Γ can be realized by some
L-vector space secret sharing scheme over every large enough finite extension L of K; and if Γ is connected
on P , then it univocally determines the existence of Z ′ .
In fact, to prove the ideality of a multipartite access structure, it suffices to check whether the minimal
vectors of the access structure coincide with the bases of some representable integer polymatroids [34].

3

Compartmented access structures with strictly lower bounds

Compartmented access structures with lower bounds Γ = {x ∈ P : |x| > t and x > a} were first
considered by Brickell [16], where the corresponding vector space secret sharing schemes were realized
using the linear-algebraic method. In a different way, Tassa and Dyn [33] designed ideal secret sharing
schemes for them using bivariate Lagrange interpolation with data on parallel lines. In [34], a compact
proof on their ideality was given by Farràs et al. according to the relationship between ideal multipartite
access structures and integer modular polymatroids.
Compartmented access structures with lower bounds, as noted by Tassa and Dyn [33], can ensure the
fairness among all the groups to a certain degree in reconstruction of the secret, because the involved
participants pooling their shares together must come from all the groups such that all the thresholds ai
(1 6 i 6 m) are met. However, the reconstruction can still be dominated by one or a few groups even
Pm
when the basic agreement reached among all groups. For example, if t ≫ i=1 ai and all the groups
Pm−1
Pm
are large enough, then for a qualified subset (a1 , . . . , am−1 , t − i=1 ai ), in which all of (t − i=1 ai )
additional participants belong to the group Pm , the secret could be recovered even if the participants
in other groups just meet their thresholds. Thus, to some extent the group Pm of a large population
dominates the reconstructing procedure.
A similar problem occurs in compartmented access structures with upper and lower bounds min Γ =
P
Pm−2
{x ∈ P : |x| = t and a 6 x 6 b}. For instance, if t ≫ m
+ bm , and all the
i=1 ai but t −
i=1 ai 6 bm−1
Pm−2
groups are large enough, then for every qualified subset like (a1 , . . . , am−2 , bm−1 , t − i=1 ai − bm−1 ),
the groups Pm−1 and Pm have dominance over the reconstruction.
We address the above problem using ideal compartmented access structures with strictly lower bounds.
Not only the number of participants in every group has a lower bound, but also at least k groups of
participants are required to be strictly greater than the lower bounds, when their shares are pooled
together to reconstruct the secret. In such a way, the domination of some groups occurring in previous
discussion will be shared by at least k groups. Therefore, this type of access structures can provide better
fairness among groups than compartmented access structures with lower bounds.
Definition 6 (Compartmented access structures with strictly lower bounds). Given some integer vector
a ∈ ZJ+ , let Π be an m-partition of the participant set P , where m = |J|, and t and k be two positive
integers that satisfy t > |a| and 1 6 k 6 min{m, t − |a|}, respectively. A type of compartmented access
structures with strictly lower bounds are defined by the following Π-partite access structures:
min Γ = {x ∈ P : |x| = t, and x > a, and |supp(x − a)| > k}.

(1)

Theorem 1. Π-partite access structure (1) is ideal.
Proof. Let Z1 be an integer modular polymatroid that is defined by the vector a. Thus, it is representable
over every large enough finite field. Then, we consider uniform Π-partite access structure Γ′ :
min Γ′ = {x ∈ P ′ : |x| = t − |a| and |supp(x)| > k},
where P ′ = {y ∈ ZJ+ : y 6 (|Πi | − ai )i∈J } .

(2)
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In [34, Section 6], Farràs et al. proved that Γ′ is ideal by showing that there exists an uniform integer
polymatroid Z2 on the ground set J and an integer k ∈ [1, m] such that Γ′ = Γp0 (Zk′ , Π), where Zk′ is
an integer polymatroid on the ground set J ′ = J ∪ {p0 } with h({p0 }) = 1 and Z2 = Zk′ |J and Γp0 (Zk′ )
is a (k, m)-threshold access structure on set J. Specifically, the rank function h of Z2 is defined by the
increment vector
δ = (t − |a| − k + 1, 1, 1, . . . , 1, 1 , 0, 0, · · · , 0, 0 ).
{z
}
|
{z
}
|
coordinates 2,...,k coordinates k+1,...,m

That is, hi = t − |a| − k + i for every i ∈ [1, k] and hi = hk for every i ∈ [k + 1, m]. As a consequence
of the results in [34], Γ′ admits a vector space secret sharing scheme over every large enough finite field,
that is, it is ideal.
Thus, Z = Z1 + Z2 is representable over every large enough finite field and the set of its bases is
B = {x ∈ ZJ+ : |x| = t, x > a, |supp(x − a)| > k}.
By Lemma 1, we know that Π-partite access structure (1) is ideal.

4

Ideal bench access structures

We consider a situation in which the participant set is partitioned into line-up section and bench section.
The participants in line-up section can recover the secret when pooling their shares together according
to the corresponding access structure, while the secret cannot be recovered even if all the participants
of bench section pool their shares together. A participant or several participants jointly can delegate
their capabilities to a subaccess structure on the bench section. In this way, if these participants are
absent such that there are no enough participants in line-up section to meet the minimum requirements
for recovering the secret, then the absent participants can be substituted by a number of participants in
bench section. Clearly, the bench access structures we considered here differ from standard multilevel (or
hierarchical threshold) access structures, because in the latter, the participants in lower level groups are
unable to substitute high-level ones when the secret cannot be recovered.
Our bench access structures provide a remedy mechanism for accessing to sensitive information in the
case of emergency. In general, the participants in bench section will not be involved into the reconstruction
algorithm; while in some emergency situation where no enough participants in line-up section can achieve
the minimal qualified requirements, the participants in bench section can take part in the reconstruction
algorithm on behalf of their delegators. We first prove a type of bench access structures are ideal, where
each delegator participant in line-up section can separately designate a subaccess structure on the bench
section. We also discuss the case in which more than one participant in line-up section can be jointly
substituted. Then, we give two special instances, that is, bench multipartite access structures, in both of
which, the qualified line-up section is represented by compartmented access structures with lower bounds,
while the bench section qualified for substitution is represented by uniform multipartite access structures
and uniform threshold ones, respectively. Note that the second instance of bench multipartite access
structures is more general than Ng’s quasi-threshold multipartite access structures [36].
Theorem 2. For a bench access structure where some participant in line-up section delegates his/her
capability to a number of participants in bench section, if both the line-up section and the bench section
can be modelled by ideal access structures, then this bench access structure is also ideal.
Proof. Consider a bench access structure Γ on the participant set P , of which the line-up section Γ′
and bench section Γ′′ are defined on the sets of P ′ and P ′′ , respectively. Note that P ′ ∪ P ′′ = P and
P ′ ∩ P ′′ = ∅. According to the definition of the bench access structures, the secret can be recovered
by any qualified subset in Γ′ , and if the delegator participant p ∈ P ′ is absent with regard to Γ′ , a lot
of participants in P ′′ can take the role of p. Thus, Γ can be composed of Γ′ and Γ′′ over p, that is,
Γ = Γ′ [Γ′′ ; p]. By taking into account the fact that the composition of two ideal access structures is also
an ideal access structure [43], we complete the proof.
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We proceed to consider the case such that more than one participant in a minimal qualified subset
in line-up section can be substituted by the participants in the bench section. Following Martı́-Farré
et al. [43], we use Γ = Γ′ ⊔ Γ′′ to denote the disjoint union of Γ′ and Γ′′ , where Γ′ and Γ′′ are two
connected access structures on the disjoint sets P ′ and P ′′ , respectively. Thus, Γ is on the participant
set P = P ′ ∪ P ′′ and min Γ = min Γ′ ∪ min Γ′′ . An access structure Γ is said to be strongly connected
if it cannot be denoted as the disjoint union of other access structures. In fact, every connected access
structure Γ can be represented as a r-disjoint union Γ = Γ1 ⊔ · · · ⊔ Γr for some integer r, where all the
Γi ’s are strongly connected.
Theorem 3. For a bench access structure where r participants in line-up section jointly delegate their
capabilities to a number of participants in bench section, if both the line-up section and the bench section
can be modelled by ideal access structure and ideal r-disjoint union access structure, respectively, then
this bench access structure is also ideal.
Proof. Consider a bench access structure Γ on the participant set P , of which the line-up section Γ′
and bench section Γ′′ are defined on the sets of P ′ and P ′′ , respectively. Note that P ′ ∪ P ′′ = P and
P ′ ∩ P ′′ = ∅. Since Γ′′ is a r-disjoint union access structure, that is, Γ′′ = Γ1 ⊔ · · · ⊔ Γr , Γ′′ is ideal if
all the Γi ’s are ideal [43]. As Γ can be seen as the composition of the line-up section with r Γi ’s step by
step, according to the previous theorem, all the intermediate compositions and the final result Γ are all
ideal if Γ′ and all the Γi ’s are ideal.
Note that those r participants in line-up section should be unqualified to recover the secret, otherwise,
the participants in bench section are also able to recover it. In fact, r participants in line-up section can
also be substituted by an ideal γ-disjoint union access structure such that γ < r.
Following [40], a matroid is a special integer polymatroid Q = (J, h) such that h(Y ) 6 |Y | for
every Y ⊆ J. Then, for a non-empty subset Y ⊂ J, we can define an access structure on J \ Y as
ΓY (Q) = {X ⊆ J \ Y : h(X ∪ Y ) = h(X)}.
Lemma 2. Given two matroids Q1 and Q2 on the ground sets J1 and J2 , respectively, where J1 ∩J2 = Y
and |Y | > 1. Consider Γ1 = Γp (Q1 ), where p ∈ J1 \ Y , and Γ2 = ΓY (Q2 ). The composition of Γ1 and Γ2
over Y is defined as an access structure Γ = Γ1 [Γ2 ; Y ] on the set P = J1 ∪ J2 \ {p}, that is,
Γ = Γ1 [Γ2 ; Y ] =

(

A⊆P :

A ∩ (J1 \ {p}) ∈ Γ1 , or
(A ∪ Y ) ∩ (J1 \ {p}) ∈ Γ1 and A ∩ (J2 \ Y ) ∈ Γ2

)

.

The access structure Γ is K-representable over some vector space if and only if both Γ1 and Γ2 are
K-vector space access structures.
The proof is similar to that of [44, Proposition 7.1.21] and [43, Proposition 2.1 and 2.2]. Furthermore,
we have the following results.
Theorem 4. For a bench access structure Γ where an unqualified set Y of participants in line-up
section jointly delegate their capabilities to a number of participants in bench section, if both the line-up
section and the bench section can be modelled by ideal access structures Γ1 and Γ2 as shown in Lemma 2,
respectively, then this bench access structure is also ideal.
4.1

Bench section with uniform multipartite access structures

Let Π be an m-partition of the participant set P , where m = |J|, S ( J be a non-empty subset, and
t and k are two positive integers that satisfy 1 6 k 6 min{m − |S|, t}. Given some integer vector
a ∈ ZS+ , consider a Π-partite access structure Γ, in which the line-up section is a compartmented access
structure with lower bounds Γ′ defined on |S| disjoint groups, that is, min Γ′ = {x ∈ P ′ : x = a}, where
P ′ = {y(S) : ∀y ∈ P }; and the bench section is an uniform multipartite access structure on (m − |S|)
disjoint groups, that is, min Γ′′ = {x ∈ P ′′ : |x| = t and |supp(x)| > k}, where P ′′ = {y(J \S) : ∀y ∈ P }.
Suppose a participant p of a subset in min Γ′ has delegated his capability to the participants in Γ′′ . Thus,
any element in Γ′′ can substitute for p when recovering the secret, and Γ is a composition of Γ′ and Γ′′
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x(S) > a, or







xi = ai − 1 for some i ∈ S, and





′ ′′

Γ = Γ [Γ ; p] = x ∈ P :
x(S \ {i}) > a(S \ {i}), and





|x(J \ S)| > t, and








|supp(x(J \ S))| > k

Note that both Γ′ and Γ′′ are ideal [34]. Thus Γ is an ideal access structure.
4.2











.










Bench section with uniform threshold access structures

Consider some integer vector a ∈ ZJ+ . Let Π be an m-partition of the participant set P , where m = |J|,
S ( J be a non-empty subset, and t and k be two positive integers that satisfy 1 6 k 6 m − |S|.
Consider a Π-partite access structure Γ, in which the line-up section is a compartmented access structure
with lower bounds Γ′ defined on |S| disjoint groups, that is, min Γ′ = {x ∈ P ′ : x = a(S)}, where
P ′ = {y(S) : ∀y ∈ P }; and the bench section is an uniform threshold access structure on (m − |S|)
disjoint groups, that is,
[
{x ∈ P ′′ : xi > ai for every i ∈ S ′ } ,
Γ′′ =
S ′ ⊆J\S,|S ′ |=k

where P ′′ = {y(J \ S) : ∀y ∈ P }. Suppose a participant p of a subset in min Γ′ has delegated his
capability to the participants in Γ′′ . Thus, any element in Γ′′ can substitute for p when recovering the
secret, and Γ is a composition of Γ′ and Γ′′ over p, that is,




x(S)
>
a(S),
or










x
=
a
−
1
for
some
i
∈
S,
and

i
i
′ ′′

.
Γ = Γ [Γ ; p] = x ∈ P :


x(S \ {i}) > a(S \ {i}), and









 x(S ′ ) > a(S ′ ) for some S ′ ⊆ J \ S such that |S ′ | > k 

Due to the facts that both Γ′ and Γ′′ are ideal access structures [32,34], it follows that Γ is ideal as well.
Note that in [36], a special case of this type of Π-partite access structures Γ, that is, S = {1}, has been
proven ideal.

5

Ideal partially hierarchical access structures

In real-world applications, the secrets are always shared among hierarchically organized companies. Thus,
it is desirable to find the corresponding ideal access structures that can well mirror the companies’ social
structures. We proceed to show the existence of ideal partially hierarchical access structures which are
suitable for such applications. Our starting point is a type of partially hierarchical access structures due
to Farràs et al. [34, Section 5].
5.1

Partially hierarchical access structures with totally ordered hierarchical compartments

In the partially hierarchical access structures [34], the corresponding Boolean polymatroid is representable
by the subsets (Bi )i∈[0,m] of a finite set B such that they satisfy some predefined conditions. The
relationship among these subsets (Bi )i∈[0,m] can be depicted by a “star-like graph,” where the set B1 is
placed at the center and the other sets Bi (i ∈ [2, m]) are the leaves. In the following generalization,
we show that if each “leaf node” is replaced by a hierarchical compartment such that the participant
groups within every hierarchical compartment constitute a totally ordered set, then the resulting access
structure is still ideal.
Consider a family of subsets B0 , B1 , and (Bij )(i,j)∈[2,m]×[1,n] of a finite set B such that:
1. B0 ⊆ B1 and |B0 | = 1, but B0 ∩ Bij = ∅ for every (i, j) ∈ [2, m] × [1, n];
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2. B1 ∩ Bi1 6= ∅ for every i ∈ [2, m];
3. Bi1 ∩ Bj1 = ∅ for every i, j ∈ [2, m] with i 6= j;
4. Bin ⊆ · · · ⊆ Bi2 ⊆ Bi1 for every i ∈ [2, m].
Let Z ′ be a Boolean polymatroid on the ground set J ′ = {0, 1}∪[2, m]×[1, n], which was defined by the
above subsets B0 , B1 , and (Bij )(i,j)∈[2,m]×[1,n] . It is easy to find an ideal Π-partite access structure Γ =
Γ0 (Z ′ , Π) such that its minimal qualified sets coincide with the bases of Z ′ due to the fact that the Boolean
polymatroids are representable over every finite field. Clearly, the participants in the group corresponding
to B1 have the highest hierarchy and all the participants in the same compartment are hierarchically
comparable, while the participants from different compartments are hierarchically unrelated.
Although the above extension looks similar to the second family of compartmented access structures
with hierarchical compartments presented in [34, Subsection 5.3], they are different in the following
aspects:
1. Each qualified subset in our case for recovering the secret must contain at least |B1 | participants
in the participant group corresponding to B1 , while this was not required (or the special case B1 = ∅)
in [34, Subsection 5.3].
2. For every compartment in our case, if it has some participants being contained in some minimum
qualified subset, then this subset requires at least |Bi1 \ B1 | (i ∈ [2, m]) participants from this compartment.
3. Disjoint subsets (Bi1 )i∈[1,m] of B satisfy B11 ∪ · · · ∪ Bm1 = B1 and Bi1 ∩ Bj1 = ∅ if i 6= j in [34,
Subsection 5.3], while the requirements on the similar subsets are more relaxed in our case.

5.2

Tree-like partially hierarchical access structures

For the second type of compartmented access structures with hierarchical compartments introduced by
Farràs et al. [34, Subsection 5.3], each node of the star-like graph is replaced by a path. When mirroring
this scenario of sharing a secret among a company, it implies that each department of the company has a
single direct subordinate department. One may observe that the companies are usually organized in treelike structures. This motivates us to extend Farràs et al.’s work to partially hierarchical access structures
with tree-like hierarchical structures. Encouragingly, this type of access structures are still ideal, which
implies that there exist ideal secret sharing schemes according to the participants’ social privileges in
large-scale institutions with complicated organizations.
Let J = [1, m] and Π = (Πi )i∈J be a partition of the participant set P . Consider a family of subsets
(Bi )i∈[1,m] of a finite set B. We view B as the root of a tree and (Bi )i∈[1,m] as intermediate nodes or
leaves according to their hierarchical positions. Specifically, these subsets satisfy:
1. for the root B, if its children are denoted by B1 , B2 , . . . , Bℓ , then B1 ∪ · · · ∪ Bℓ = B and Bi ∩ Bj = ∅
for every i 6= j and i, j ∈ [1, ℓ];
2. for every non-leaf node Bi , if its children are denoted by Bi1 , . . . , Bih , then Bi1 ∪ · · · ∪ Bih ⊆ Bi and
Bij ∩ Bik = ∅ for every j 6= k (j, k ∈ [1, h]).
Let Z be the t-truncation of a Boolean polymatroid which is defined by subsets (Bi )i∈J , where
max{|Bi |} 6 t 6 |B|. It is also easy to find an ideal Π-partite access structure Γ such that its minimal
qualified sets coincide with the bases of Z due to the fact that the truncation of a Boolean polymatroid
is representable over every finite field [34]. In fact, if the root B has ℓ children B1 , . . . , Bℓ , then Γ has
ℓ compartments Π′i (i ∈ [1, ℓ]). Furthermore, for each Bi (i ∈ [1, ℓ]) together with all of its descendants
Bj ’s, their corresponding groups (Πi and Πj ’s) of participants constitute the compartment Π′i .
The hierarchical relationships between the participants are also simple. On one hand, for every subset
Bi and its descendant Bj , the corresponding groups are denoted by Πi and Πj , respectively. Then, p  q
holds for any p ∈ Πi and q ∈ Πj . On the other side, for any subsets Bi and Bj which do not satisfy the
relationship like “ancestor” and “descendant,” the participants from the corresponding groups Πi and Πj
are hierarchically unrelated.

Wang Y J, et al.

6

Sci China Inf Sci

July 2015 Vol. 58 072105:12

Conclusion

We extended several ideal multipartite access structures to support flexible applications. The extended
compartmented access structures with strictly lower bounds would be more effective in protecting fairness
among all groups of participants than existing compartmented ones. The proposed ideal bench access
structures provide a useful remedy mechanism in case of emergency to reconstruct the secret when some
participants are absent in the reconstruction procedure. The generalized ideal partially hierarchical access
structures are useful to share a secret among the companies with complicated organizational structures.
It remains open to design effective vector space secret sharing schemes for generally multipartite access
structures. Among a lot of methods proposed in recent years, only a few algorithms with regard to some
special types of multipartite access structures are efficient. Prominent works include Tassa’s polynomial
time algorithm with regard to hierarchical threshold access structures [37]. A general method has been
considered for multipartite access structures associated with representable integer polymatroids in [40],
albeit it is not efficient.
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